


Dedication

 
This one’s for my father. I think he would have enjoyed it. Mostly. He’d also have given me a
look of forbearance, for several reasons—not least among them being that he was good at it.
 
Thanks, Dad. I remember what you told me.
 
It’s also for Kenneth Vaughan, a neighbor and close family friend who got me interested in
cryptography when I was pretty young. I’m not sure he even knows he did that. But he did.
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Who needs this book?

Well, for starters, I do. Writing this has helped me organize my thoughts, and find (sometimes
even fill!) gaps in my own knowledge, and generally it’s given me an excuse to do ridiculous
amounts of web-surfing on topics I find amusing…um, I mean research. I’ve been fascinated by
privacy, cryptography, and general so-called “security” issues for decades now. This goes back at
least to a seventh-grade science project in which I programmed a computer to try various methods
of breaking codes. Well, ciphers, technically. Back in 1981. Yeah, I’m gettin’ on for old by now.
Thanks for noticing.

Along the way I’ve worked for major corporations, worked or consulted for a bunch of
variously-sized startups, and run my own company a few times. Now, I’m a writer. So…the book
thing kinda makes sense, doesn’t it? Once you put all that together.

Also, this book gives me a quick way to respond to people when they post an article or offer a
product that essentially claims “use this wonderful product/service, and you’ll be insta-
anonymous online!”

You know what? If you learn nothing else from this book, please walk away knowing this:
sweeping statements are dangerous. They hurt people. Uncritical acceptance can hurt you.

Are you suspicious of that claim? Good; you’re in the right place. I’ll be showing you exactly
what I mean. Here’s another: unless you do a reasonable amount of research (which I like to think
should include reading this book), you may well be better off ignoring all digital-privacy issues
entirely. Truth is, attempts to keep your data and communications secure can actually draw
attention (Chapter Three, and elsewhere). Some things you might try sound great at the tech-
blogger or product-sales level, but if you actually implement them you may find out you’ve made
yourself a much bigger, softer target than you were before you decided to do something about it.
Hell, against many kinds of attack you basically didn’t exist until you started dodging around.

Don’t believe that claim? You are so definitely in the right place. I’m going to prove that one
over and over.

My guess, since you’re reading this book in the first place, is that you will be using systems to
help you safeguard your privacy. I’ll do what I can to help that work out for you.

Thing is, large-scale unsupported claims and offers of Simple! Cheap! Solutions! help sell
products. Apparent panaceas also work very well as clickbait (meaning basically that the headline
draws people in), which helps online writers gain notoriety—and sell advertising space, which is
how most of them generate dollars. We’ll definitely talk about advertising too, because it matters
more to your privacy than you might think. In general, any time you read that a single product,
whether it’s a phone, a browser, a browser add-on, a networking scheme, a digital currency, or
whatever it may happen to be, will make you secure? Or anonymous? Or otherwise, somehow,
safe? If only you’ll use it? Well, it won’t do that. It really can’t. At least, not always…and never
by itself, without qualifications and reasonable care on your part. Beware the fine print! Which,
unfortunately, is generally more metaphorical than real.

It may or may not even help to use a particular product or service. Some of these ideas you read
about will probably, when used with appropriate care, be tools you’ll want to adopt. Others will be
actively harmful. Often it will depend on the context in which you’re using them. Another fun
concept: a lot of the useful tools can also be harmful, if used incorrectly. If you haven’t yet
learned how to understand the tools and how they work together, or don’t. Yes, I’ll prove that too.

https://en.wikipedia.org/wiki/Clickbait


Much of what you are currently doing, right now, is very likely broadcasting far more
information about you than you know you’re giving out. Even if you write software, or manage
computer networks, or do tech support, for a living. But I want to be clear, here: I am optimistic
that you can take a much larger degree of control of your digital footprint than you ever have
before. Once you know more about what that actually looks like.

Don’t let that last paragraph scare you off. If you can currently grasp the difference between
“the internet” and “a web browser,” you’ve got just about all the expertise you need to understand
this book. If I do my job at all well, you’ll be way ahead of most IT (information technology)
professionals when we’re done. (Of course, you might already be way ahead. If so, good! Let’s see
if I can still find some angles you haven’t yet explored, shall we?)

Here are some things I’ve heard in the last couple of months, from one IT pro or another:
“But how can open-source software be secure? I mean, if people can see your code…”
“I really doubt Google cares about my browsing history.”
“People should protect their privacy with the right Facebook settings.”
“I use a VPN (or Tor) and that means I’m browsing anonymously. Or at least I’m more
secure.”
“I get all my files from Usenet, and I use SSL, so I’m anonymous and my ISP can’t tell what
I’m doing.”
“Company X says [whatever] in their privacy policy, so if that’s true, I’m safe from Y.”
“Well, my hard drive is encrypted—so I don’t have to worry about X” (where X means
ANYTHING but “simple theft of the hard drive”)
“I only encrypt my ‘home’ folder, because encrypting the system is overkill.”
“I use Linux (or a Mac), so I don’t need to worry about this stuff so much.”
“I think the government has backdoors into everything, so there’s no point in trying to hide
anything.”
…and so on.

You may already see why all of these are ridiculous. Or maybe, at this point, you’re nodding
along with one or another of them. Well, if so, this book is definitely for you. Seriously, they all
have major flaws (often more than one apiece). And I’ll prove that to you. I’m not going to nit-
pick any of the above and claim some sort of technical “victory” afterward. I’m going to show
you, with no room for doubt, that all of the above are just wrong-headed. You really can’t even say
stuff like the above, at least without a string of caveats, if you understand what I’m about to show
you.

I’m going to be very specific in my recommendations, when I can. Other times, I’m going to do
what I can to give you a sense of the trade-offs you’ll make as you go along. But I’m also going to
show you, as best I can, how to analyze these tools and issues for yourself. In fact that last part is,
for me, the most important thing I can do here. Because there will always be new tools and new
options to consider.

I’m including hundreds of links throughout the book, for a couple of reasons. First, some of
what I say will almost certainly strike you as completely outrageous. So, I’ll offer evidence.
Second is sort of the same issue: I’m going to be asking you to doubt everything you’re told, by
anyone and everyone, about online security. To evaluate each claim, taking the incentives and
prejudices of the person or organization making it into account. To understand what to
provisionally accept, and what to reject entirely, and why.

So. If you believe a damn thing I say, without evidence? Then I’ll have failed. I’ve said this



before, and I’ll say it again: please don’t believe me, or anyone else, without evidence.
Some people, when I start pointing out issues with one system or another, have called me a

defeatist. Well, as I said above, I disagree. I think of myself as an optimist. Here, that means I’m
believing in you.

At bottom, computers are mostly machines for storing and copying data. The internet, which
doesn’t even exist without computers plugged into it, is all about copying data. No getting around
it, there is something intrinsically paradoxical about trying to use the internet without passing lots
of information around. When you look into the internet, the internet looks back into you.

And yet I’m not going to advocate moving into a cave and destroying all your electronic
devices. I am going to very strongly suggest that you learn the basics of what those devices are
doing. Not to the point that you personally understand all the bits and bytes. I don’t think you need
to learn network protocols, or even how to write a “Hello, world!” computer program. I don’t even
think those things would help very much.

We all have lives to lead. We all have our own priorities and goals. We don’t all want to
become IT or security specialists. But I’m convinced that, after I analyze various systems here for
you, and show you how I do it? You’ll be able to do it for yourself, going forward. If you want to.

Thinking usefully about security is a skill. You’ll probably learn a lot about how that works.
And then you’ll make better decisions about the type of data you share, and whom you choose to
share it with. Maybe I’m wrong, about either my ability to show you or your ability to understand
and use the information. But I don’t think so.

Plus, at the end I’ll tell you how and why I spent several thousand dollars, a night in jail, and
several months worrying about my future…all for being naive, and for trying to be helpful. I was
very clearly protecting myself (or so I thought!) and thousands of other people—but a large
university, a police department, and my then-employer didn’t see it my way.

They got downright nasty about it, in fact. Large institutions don’t, it turns out, often reward
people who point out their failures. Even if they have to be sneaky about it, and wait till the public
fuss dies down before getting their revenge.

Given a choice between doing nothing and doing what I did? I’d do it all again. No question.
I’d have to. I’m nobody’s hero, but that situation really needed to change.

But as they say, if I’d known then what I know now…I could so easily have avoided all the
trouble I got into. If I’d read this book, or one like it.

https://en.wikipedia.org/wiki/%22Hello,_World!%22_program


What's a Barefoot Anarchist?

I guess…I am. Now, it’d be fun to tell you all about how I say I’m barefoot because I’ve
learned to tread carefully. I’m sensitive to my environment, and I make full use of all my nerve
endings to gather information. That kind of thing. In, get it, a digital landscape? That’s sort of
clever. Enough to make me smile, anyway. Not a high bar, but it’s something.

Truthfully, though, I’m not wearing any shoes at the moment. Generally, I don’t. I even wear
fake shoe-like coverings with no soles, sometimes, so I can get into restaurants and other places
patrolled by the Shoe Police. It’s a thing. Maybe I’ll write a book someday. (Take Back Your
Body: The Barefoot Anarchist’s Guide to Feeling Good?)

In other words, I stuck “barefoot” in the title just for fun. I mean, why not? I thought of it, and
nobody stopped me.

As for the “anarchist” bit? Well, maybe I’m an anarchist and maybe I’m not. It depends on
your definition of the word, and I have very little information about that. It might be fun to try
writing a book about politics and similar topics someday (Take Back Your Brain: The Barefoot
Anarchist’s Guide to Belief Systems?), but this book is not that book. Nor does it try to be.

Let’s just say that, for the rest of this volume, I’m going to be skeptical of damn near
everything, including my own preferences as far as is possible, and invite you to do the same. That
sounds at least sort of like an anarchist right there, doesn’t it? Enough for me to use the word,
anyway. (Though it may be helpful to bear in mind that I also titled a novel Pagan Sex because I
thought it was funny. Hasn’t sold very well yet—though it’s my champion for free downloads—
but I’m still happy about the name.)

The word “paranoid” gets used a lot in the context of computer use, privacy, and online
security. Thing is, that’s what folks call an ad hominem attack, meaning it’s directed against a
person rather than against a person’s argument. In other words, it’s pretty weak…by itself,
anyway. In order to understand what is or isn’t mere paranoia, it’s necessary (says me) to
understand quite a bit about how various systems actually work. That’s what this book is for.

Fair warning: unless you’ve been immersed in this stuff for a while, a lot of what I have to say
will strike you as unreasonable, or overly suspicious of companies or governments, or (best of
all!) both of those things. And I admit freely that I think that’s the most-fun part of writing it.
There are lots of links here, though, and the ideal reader from my point of view would click on all
of them. Some are informative, some are there to demonstrate that not all weird ideas in this book
originate with me, and some are just for fun.

If you don’t want to click on the links, or if you’re reading this book on a device that’s not
well-suited to opening up lots of tabs in a browser, that’s certainly a valid choice. But, once
you’ve read this material? Even if you mostly believe what I have to say (which I strongly
recommend against, in the absence of evidence, by the way)? You’re going to have a tough time
convincing other people. Some kook wrote a book? Well, so what? Your friends and relations are
likely to be skeptical. I say: good for them! They should be.

So should you. Please?
But I get it. Reading lots of information, from lots of websites, can get in the way of enjoying a

book.
Maybe you can come up with a plan? If you click links as you go along only when I’ve screwed

up and confused you, or when you think I’m completely wrong, you’ll probably get most of the

http://barefootprof.blogspot.com/2012/03/advice-for-going-barefoot-successfully.html
http://blog.kentforliberty.com/2016/01/stand-up-for-whats-right.html
https://davidhaywoodyoung.com/books-by-david-haywood-young/pagan-sex/
https://en.wikipedia.org/wiki/Ad_hominem


potential value out of this book. Given that you do have other ways to spend your time, some such
strategy could well be a good idea.

Also, in the process of writing this tome I’ve found new material for multiple sections almost
every day. This is stuff I simply didn’t know about. None of it suggests to me that a suspicious
mind or a “prove it!” approach to various claims made about privacy, security, anonymity, and
safety would be a bad approach…but a lot of it’s been eye-opening to one degree or another. In
other words, this book can’t be the final word on any of the topics it covers: there’s more
information out there on all of them every day.

So. Anarchist? Maybe. Skeptical? Surely. I try to make a clear distinction between what I
know, what I suspect, and what I simply disbelieve. I hope you will too. If you’ll take this book as
a starting point, and continue to be skeptical of what people want you to believe about the topics it
covers, well…I probably won’t email you a picture of a gold star, but I’ll be a happy writer if
you’ll let me know the book was helpful to you.



Chapter 1: Why Privacy? Why Encrypt?

The Free Speech Argument

There are people out there who will tell you that cryptography—basically, hiding the content of
messages so they can (ideally!) only be read by a selected group of recipients—is somehow evil.
These people have trouble finding evidence to support the idea. But not everybody seems to need
evidence, so the idea apparently isn’t going away.

The history of cryptography has fascinated me for quite a while now. I’m always finding new
information that gives me a new take on ideas I’d previously held…for instance, whenever
someone tells me it’s “un-American” to attempt to communicate privately I recall learning that
several of the so-called “Founding Fathers” of the United States used encryption, both before and
after the American Revolution.

Then there’s anonymous speech. In the USA, the Supreme Court has ruled many times that
anonymity of speech is protected under the First Amendment to the US Constitution. And it’s
probably worth noting that The Federalist Papers, written to encourage ratification of the US
Constitution and regarded by some as an important part of US history and Constitutional analysis,
were published under a pseudonym.

Interestingly, government agencies (and possibly other parties) sometimes use anonymous (or
at least pseudonymous) comments to affect public discourse. In other words, they take tax dollars
and use them to generate apparent support for government-approved positions. And to attack
positions (and people) that government employees decide are problematical. This doesn’t strike
me as especially ethical on any level…especially when, it turns out, organizations like the USA’s
so-called “Department of Justice” will sometimes abuse their powers to attempt to unmask online
commenters…apparently, in at least one case, due to being butthurt because the comments
involved a judge. But I have to ask: is this, or is this not, a double standard? Perhaps an unjust
one?

Some people may feel that asking this question, or being willing to take action (at least to the
extent of writing a book), based on my personal opinions, makes me a terrorist or a terrorist
sympathizer. (Though if you do, I kind of wonder why you’re actually reading this book. You can
leave a negative review just from glancing at the title, yes? Though I still hope this turns out to be
helpful to you.)

Thing is, there’s a concept often referred to as a chilling effect, or the inhibition or
discouragement of free speech (for example) due to the threat of, well, arrest and prosecution. Or
maybe just the threat of a bunch of nasty comments on Facebook. Or nasty book reviews. To avoid
that chilling effect, it’s necessary that people feel safe when giving voice to potentially unpopular
or otherwise dangerous opinions. Or even, you know, revealing indisputable facts that others
would prefer remain hidden.

A free and open discussion of any topic likely to incite emotional reactions, says me, requires
that we allow and possibly even encourage anonymous speech. Tracking this speech, or even
attempting to track it, especially at the governmental level, is clearly (in my opinion) not okay.

Further, I say this means we must allow speech that is actively offensive. If we redefine “free
speech” to mean “speech that won’t offend anybody,” or “speech that government employees will
like,” or in general punish people for unpopular thoughts…well, it means a lot of good ideas won’t

https://www.eff.org/deeplinks/2014/06/top-5-claims-defenders-nsa-have-stop-making-remain-credible
https://www.washingtonpost.com/world/national-security/nsa-phone-record-collection-does-little-to-prevent-terrorist-attacks-group-says/2014/01/12/8aa860aa-77dd-11e3-8963-b4b654bcc9b2_story.html
http://www.nbcnews.com/news/other/nsa-program-stopped-no-terror-attacks-says-white-house-panel-f2D11783588
http://www.nytimes.com/2015/11/18/opinion/mass-surveillance-isnt-the-answer-to-fighting-terrorism.html?_r=0
https://en.wikipedia.org/wiki/History_of_cryptography
https://www.techdirt.com/articles/20151101/23483432691/our-founding-fathers-used-encryption-so-should-you.shtml
https://www.eff.org/deeplinks/2015/10/crypto-everyone-and-american-history-proves-it
http://www.globalresearch.ca/encryption-in-the-us-the-founding-fathers-frequently-used-it-and-it-helped-win-the-revolutionary-war/5461765
https://ilt.eff.org/index.php/Speech:_Anonymity
http://caselaw.findlaw.com/us-supreme-court/525/182.html
http://caselaw.lp.findlaw.com/scripts/getcase.pl?court=us&vol=514&invol=334
http://caselaw.lp.findlaw.com/scripts/getcase.pl?court=us&vol=362&invol=60
https://en.wikipedia.org/wiki/The_Federalist_Papers
https://theintercept.com/2014/02/24/jtrig-manipulation/
http://www.theregister.co.uk/2014/11/14/poll_trolls_script_sock_puppets_manipulate_muppets/
https://www.washingtonpost.com/news/volokh-conspiracy/wp/2015/06/08/department-of-justice-uses-grand-jury-subpoena-to-try-to-unmask-anonymous-blog-post-commenters/
https://popehat.com/2015/06/08/department-of-justice-uses-grand-jury-subpoena-to-identify-anonymous-commenters-on-a-silk-road-post-at-reason-com/
https://en.wikipedia.org/wiki/Chilling_effect
https://en.wikipedia.org/wiki/Chelsea_Manning
https://en.wikipedia.org/wiki/Edward_Snowden
https://www.aclu.org/hate-speech-campus
https://www.thefire.org/campus-rights/


be heard either. I’d call it a step toward George Orwell’s fictional criminalization of
thoughtcrime—but in reality, it’s already a full-blown assault on the freedom of thought itself. As
I said: not okay. In my mind.

So, for the rest of this book, I’m going to assume that it is okay for you to speak your mind.
And it’s also okay for you to read or listen to whatever information or viewpoints you find
interesting, for whatever reason, wherever you find them. Further, that it’s necessary that you have
the freedom to do both of the above anonymously. If you disagree? I have no problem with that.
Feel free to write a book, or a blog post, or leave a negative review of this book. Or just mutter
into your tea if that suits you better. If you think you don’t have the right to tell others what you
think.

Whatever; it’s all fine with me. Speak freely! If and only if you happen to want to do that.
One last thought—I’m a little bit leery of publishing this book, because I’m worried that some

readers will become aware of various forms of surveillance and data gathering that they’d
previously either dismissed as unlikely or that were simply so far outside their personal
experience that they hadn’t even considered the possibility that they were being monitored. In
essence, my own book may have a chilling effect on its readers’ freedom to speak their minds, or
to research subjects that interest them.

I hope it doesn’t work out that way. I want this book to be enabling and informative, not a
reason to go hide in a cave. But at the end of the day, I don’t believe withholding information
from you counts as performing a service.

Each of you will have to make your own decisions. If you do end up with specific questions this
book doesn’t answer, come find my website and ask me (bearing in mind that this will amount to
open email, which is quite likely to be readable in transit). Maybe I can help, and maybe I can’t.
But I will try.

 
Dangers of Self-Incrimination

This one’s going to be a tough sell for most of you. I don’t really understand why that is, but I
don’t recall ever actually changing anyone’s mind or behavior with this argument. (Some people,
oddly, already agree with me before I start talking.)

But my father was a lawyer, and he taught his kids a few things very early. He worked as a
prosecutor—Assistant Attorney General for the State of Texas for eight years, including arguing
and winning a couple of times in front of the US Supreme Court—and, later, as a criminal defense
attorney. I figure he probably knew a little bit about how the system worked.

One of his maxims was “if you’re going to do something illegal, don’t tell anyone about it.”
Which may or may not have come in handy over the course of my life thus far, but it stood to
reason on practical grounds.

Another point he drove home: “Don’t, under any circumstances, talk to the police.” Some of
you out there are already convinced of the wisdom of this approach, and others will strongly
disagree, either in general or under a specific set of circumstances. I’m not fond of absolute
directives myself, so I can see how you might find this idea a bit…weird and unnatural, maybe. I
mean, cops are people too. And mostly not even evil!

But. There’s a really good video out there featuring James Duane, a formal criminal defense
attorney turned law school professor, in which he takes you step-by-step through a series of
scenarios to explain this point. Whether you’re guilty of anything or not (not that you’d

https://en.wikipedia.org/wiki/Thoughtcrime
http://barefootanarchist.com
https://www.prisonlegalnews.org/news/2010/jun/15/secret-justice-criminal-informants-and-americas-underground-legal-system/
https://www.youtube.com/watch?v=d-7o9xYp7eE
https://en.wikipedia.org/wiki/James_Duane_(professor)


necessarily even know), even if you think you’re absolutely safe under whatever specific
circumstances apply and you’re just trying to help, talking to the police is inherently a risky
business. (That video link may or may not work—I don’t know who actually owns the rights to the
video—but a YouTube search for “James Duane” or even “don’t talk to police” will bring up
multiple copies.)

So. Maybe you’ll buy all that, and maybe you won’t. I thought about summarizing the video’s
points right here, but…you should go watch it. It’s powerful, convincing stuff.

Fair warning: the second part of the video features a police officer’s response. He doesn’t
disagree with Duane, but on the other hand I didn’t get a lot of value out of watching him. Sort of
dull, really. Hey—free speech, here. You know?

If you’re not convinced that talking to the police is dangerous, well…okay. You should make
up your own mind, and I’m glad you’re doing that. But the rest of this section may not be very
helpful to you. Read it, skip ahead, or ditch the book entirely. It’s up to you.

Here’s the thing: if you’re using the internet normally, especially if you’re logging in to
websites using your name or otherwise leaving breadcrumbs that can be easily traced to you, from
a functional point of view you are talking to the police. Every day. And yes, I mean YOU.

That may strike you as ridiculous. So I’ll use some not-so-hidden downsides of having a
Facebook account as an example. I’ll get into just why Facebook, Google, and other websites try
so hard to track your web browsing, physical location, and everything else they can learn about
you in Chapter Two, but for the moment let’s consider the simple fact that your IP (or “internet
protocol”) address is being stored when you log in to the Facebook website.

An IP address, for the uninitiated, is how other computers out on the internet know how to find
your computer. So if you request information from a web server, it sends the web page to your IP
address. Nit-pickers, cut it out—but, yeah, there are also port numbers, so you can make multiple
requests from the same IP address and yet have all the information sort itself out when it arrives.
We don’t care about port numbers in this book.

IP addresses, via a process known as geolocation, tend to be traceable to physical locations.
Perhaps you’re even deliberately checking in to Facebook, thus voluntarily disclosing your
physical location, and perhaps you’re not. Either way, your information is being logged—which
means Facebook is storing a record of your physical location whenever it can. Do you use the
Facebook app on your phone? Do you carry that phone with you all day? When you travel? Hmm.

Facebook’s own site gives few hints about the information they’ll actually make available to
law enforcement, but in the past it has included “friend” information, private messages, IP
addresses, and…well, I don’t use Facebook anymore. But I’m not aware of any information they
won’t turn over. Or any information they don’t store indefinitely.

Now, suppose a Facebook friend of yours has a Facebook friend who’s involved (or suspected
of being involved) in a crime. Unfortunately, your own Facebook friend has been physically close
to the suspect—or exchanged messages deemed “suspicious,” or otherwise drawn law
enforcement’s notice. So the investigation now pulls your friend’s data from Facebook, which
includes your name and other information. Unfortunately, your friend spent time at your house,
during some of which he was online, and perhaps a crime was recently committed at another time
in a location that’s merely close to your home. Suddenly, you’re a potential suspect. And your
information is pulled. Essentially, you just supplied a great deal of personal data to the police.
Will they respect your privacy, whatever that means in this scenario? Maybe. Will they cherry-
pick a few data points that can be combined with other information to make you seem a stronger
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suspect? I hope not. But they probably can, if they want to.
Sound a bit far-fetched? Maybe that particular scenario is. (Or maybe you should watch that

video.) But it doesn’t have to be any specific thing that gets you on law enforcement’s radar—the
problem is that there are so many ways to tie people together from their online activities. There
are going to be coincidences. Unfortunately, with virtual mountains of data on all of us out there,
it’s not at all far-fetched to think that a few data points can be cherry-picked to make you seem to
be implicated in crimes you’ve never heard of. And if it happens, if you find yourself in law
enforcement’s cross-hairs, even if we assume the prosecutor is willing to play fair…quite possibly
you’ll only see the cherry-picked data via the legal discovery process. Instead of, you know, the
entire mountain (this metaphor needs help, I admit, but I kind of like it for that reason). Which
makes it hard for you to show in court just how tenuous any particular connection might be. Even
assuming that argument will help you to begin with.

I’ll mostly ignore for now that law enforcement uses social media in other ways to find people
to go after—though I will warn you that they do. Up to and including posting at least one fake
profile in a woman’s name, using photos copied from her phone, to use to impersonate her and
attempt to incriminate others. Her safety and that of her children were apparently not major
concerns. On the bright side, that particular woman became aware of the situation and
successfully sued.

Perhaps you should consider simply not using Facebook? On the other hand, that might be a bit
much to give up. For some of us it’s a way, quite possibly the only practical way, to stay in touch
with our far-flung families and friends. And I’m only using Facebook as a stand-in for social
media and data-gathering websites in general anyway. And there are other data-gathering schemes
working against your privacy and anonymity too. But this isn’t going to turn out to be a book
about becoming a digital hermit!

So…what if you could easily hide your physical location—not perfectly, necessarily, but at
least from Facebook?

Well, why wouldn’t you? What need does that website (or any other) really have to know that
information? I’ll discuss location anonymity in Chapter Three. And I’ll talk more about the sort of
data we’re all making available as we go on, and various countermeasures we can all employ. If
we want to.

Here and now, I’d like to leave you with this thought: you don’t have to be guilty of anything to
incriminate yourself (seriously, watch the damn video), and it stands to reason that the fewer
traces you leave of your digital activities, the safer you will be from accidental self-incrimination.

Which is, sadly, not a guarantee of any sort. But it’s the best I can do.
What you do with this argument of mine is up to you. It might be easier to convince you if you

read this after you finish the rest of the book. Or maybe not! Whatever; I just wanted to put the
thought in your head for now. Let’s move on.
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Chapter 2: Threat Modeling

Sounds Ominous!

Well…it should sound at least a little bit scary. We are, after all, talking about threats. But the
basic principle is simple: if you know whom you’re defending against, or what information you’d
like to defend, or both? You can come up with a set of countermeasures, or at least potential
countermeasures. At that point, it’s a good idea to evaluate the potential cost of the
countermeasure, and compare that to the potential cost of allowing a particular threat to become
reality—which ought to include some means of assessing the likelihood that such an event will
actually occur.

Sounds a little bit tough, still, doesn’t it? And yet I’m leading with this. Why? Because it’s
critical to forming a plan. And unless you are willing to come up with an actual plan, you’ll be
trusting your data (and whatever vulnerabilities you may have that the data can be used to exploit)
to luck. Well, luck and goodwill. It probably helps, generally, in life, if people tend to like you.
So, for any self-centered jerks out there? Here’s your reason to reform!

The bright side, here, is that once you’ve decided what to defend against? You’ll also,
inescapably, be deciding what you’re not going to worry about. Which can be quite a relief!

 
You Can't Be Totally Anonymous

I had a phone conversation with a friend the other day. It went something like this:
 
Friend: Hey, David—how do I make sure my phone calls are anonymous?
Me: [grudgingly puts down a beer; thinks for a bit; decides to stall for time to see if inspiration

strikes] Um. Anonymous from whom? Are you talking incoming or outgoing calls? Are these calls
via the regular phone network, or just audio chats over the internet? Do you mean you don’t want
them to be easily traced to your name and address, or that you don’t want anybody to be able to
listen in?

Friend: I want to be sure nobody’s listening in, like maybe even the NSA. I need to connect to
the regular phone network. And I don’t want a record of the calls to be kept anywhere. And I need
this to be for both incoming and outgoing calls.

Me: Um. Look, if you want your calls to be kept private from your phone company, we can do
that. If you want them to be encrypted so nobody can listen in, there are ways to manage that, too.
Potentially. But either the person you’re talking to is going to have to install some software and
use it, same as you will, or one end or the other of your conversations can be recorded. Also, even
with the best encryption, it’s simply impossible to be sure there isn’t some level of logging or
recording that the calls happened. The calls might be hard to trace, and we can get into specifics of
how to manage that…but it’s a lot of work even to make the attempt.

Friend: Wow. That doesn’t sound good. So there’s no way?
Me: Well. There are some companies that will do a lot of the work for you, and some of them

say they don’t keep logs of individual calls. That might even be true, but it doesn’t mean no logs
exist. And you’ll probably still need to convince whoever you’re talking to to use that company’s
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software for each call.
Friend: Dude. I don’t want to trust some company. I mean, what if they screw up? Even if

they’re being honest with me, they might make a mistake somewhere along the line.
Me: Well, yeah. And there are other problems too, because those companies buy their internet

access from somebody, and they don’t know themselves who is or isn’t logging that traffic. Even
if individual calls are encrypted, there are still IP addresses to track. And even hiding those isn’t
necessarily—

Friend: Right. You’re saying there’s no way. Some expert.
Me: [with a big grin] Who said I was an expert? Who told you to ask me about this? So, let me

be honest with you: I only know one way to be sure you don’t make calls that are either recorded
or traced. It’s a lot of work. And it takes total commitment. Most people won’t go for it.
Though…it does work for both incoming and outgoing calls…if you’re up for it…

Friend: That’s what I’m talking about. I knew you’d come through. I mean, hey, I know you
said this is going to be a lot of work, but it’s worth it to me. Do I need to buy a special kind of
phone?

Me: No. Although you can, if you want, once you’ve learned the process. But let’s just use the
phone you’re talking on right now as an example. You’ll need to repeat the process with all of
your phones, and then make sure you never use anyone else’s. Oh, and you’ll need to do it for all
of your computers too.

Friend: Okay! Now we’re talking. Dude, I’m totally writing this down. What’s the first step?
Me: Find a hammer. Or a big rock, maybe. Unless you’re still carrying that stupid toy 9mm

single-shot pistol everywhere you go, because even that would probably eventually—
Friend: Damnit. I should have known you’d say something like that.
 
Yes, she should have known. But people usually don’t realize just how many breadcrumbs we

leave just by existing. You can’t pull information from a network (though in some cases you may
be able to “listen” to other people’s connections) without having an address for the information
you want to reach in response. If you have a device of any sort that’s able to both ask for and
receive information, you also have a device capable of being used to track you.

Want to get around today without leaving digital traces? Any traces? At all?
Fine. Don’t use a phone. Don’t buy property, or have any sort of utility in your name either. If

you have a lease, make sure it’s with an individual or a company so small it only keeps paper
records. Don’t try to get on an airplane. You might be able to travel by bus, in some places,
without showing any ID. Definitely forget about driving anywhere—even if you get fake ID, and
drive a car that’s not in your own name, that doesn’t mean its location can’t be tracked via a
license-plate camera database. And even if your fake ID will somehow pass a traffic-stop
inspection, you still need to replace it, and very likely get another car or at least a new license
plate too, if you do choose to drive, and eventually get stopped. Because now there’s a record,
right?

Oh. If you have friends, which you shouldn’t, you probably shouldn’t tell them your real name.
And you should be sure they don’t all have the same fake name for you, either. Who knows what
people will post on Facebook, am I right?

And did you think medical records were a good idea? You’d better not let those build up either.
Oh…come to think of it, there will still be records of your face all over the place, because

people keep installing those pesky security cameras. And carrying phones around, taking selfies
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with you in the background. So you’ll definitely need to wear a mask at all times.
Oh…wait. The mask doesn’t help, by itself. Maybe you should get a different mask for each

trip you make out of the house?
I’ll stop here, before my writer-brain goes into overload with EMP bombs (set off, naturally, in

multiple locations to make you harder to track) and satellite imagery and using lots of missiles
fired from all over, and…no, wait. I was stopping. Right. Next topic, please.

 
You Must Decide What You Can Live With

That’s the ticket, in a nutshell. The far-too-belabored point above: You can’t be totally
anonymous. In fact, with all the databases around today, you can’t even come close.

But.
What you can do is spend exactly the amount of effort you think is worthwhile, given your own

unique circumstances, to get the degree of privacy and/or anonymity you think you can live with.
Here, in the real world. To even begin, you need some idea of what you’re dealing with. I think
this book can help you with that.

Total anonymity, the kind you may want to have, that will work no matter who is trying to
track you, is simply an impossible goal. I’ll be using the rest of this book to explain why this is—
if you disagree, I’ll be very interested in hearing your reasons. And I hope they’re good ones! I’d
love to be completely wrong, you know? But I think it’s much more likely that I’m wrong in the
other direction. That there are more threats to privacy than I currently know about. I’ve been
following developments in this area for quite a while, and I have yet to be surprised at how secure
or private much of anything turns out to be. Though I do find some of the efforts people make in
this area to be both well thought out and inspiring.

I’ll also be telling you what I know about countermeasures, and how they work. Or don’t work.
And the tradeoffs you’ll make decisions about on the way.

You can become more aware of the information-trail you’re creating, and manage it more
carefully. And probably—to the extent that this book is useful, or you get more information
elsewhere—even prevent at least some forms of digital snooping.

Maybe you can help not only yourself, but other people, to keep (or get back) at least some of
their privacy. I certainly hope so! It’s what the book is for, after all.

 
Attack Surfaces

That too sounds ominous. I’ll quote Wikipedia here: “The attack surface of a software
environment is the sum of the different points (the ‘attack vectors’) where an unauthorized user
(the ‘attacker’) can try to enter data to or extract data from an environment.”

There’s no obvious reason this concept has to apply only to software…here, I’ll use it to talk
about the possible threats to your privacy. It’s tempting to just start talking about defenses right
here, too. But some of the threats I want to bring up are actually a bit counter-intuitive, and
explaining how they work, and what you can do about them, is actually a large part of what this
book is about.

So, instead, I’ll use the rest of this chapter to talk about various so-called “attackers” and why
they’re dangerous. Later in the book we’ll get to specific steps you can take to defend yourself.
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Your IT department

What? I’m saying your IT department, assuming you work for a company big enough to have
one, is a threat? Boy, is it. They keep an awful lot of data on you and your daily activities—or at
least they might. Here’s (roughly) a conversation I once overheard that will show you part of what
I’m talking about:

 
Person 1: [on a quiet Saturday afternoon] Hey—cool. Didn’t know you were going to work this

weekend. Anyway, you know how those [GROUP 1] guys monitor all the computers in the
building, so they know what software’s installed on each one of ’em?

Person 2: Yeah. What about them?
P1: Well, they don’t do any customer support for us in [GROUP 2], because we have so much

sensitive information in our files. So…we have to do it all ourselves.
P2: [yawns] I know there’s a point to this.
P1: Right. Sorry. Um, they won’t give us access to that database. The one they generate, with

all the details about software on each machine. We end up trying to duplicate all the information,
and there are these security policies that say we can’t automate the process, because only they are
supposed to do it. So, there’s a new guy over there, and I think I might be able to talk him into
giving us access. I’m going over right now to ask him to take a smoke break with me. What should
I tell him we need?

P2: [thinks a bit] The easiest thing is for them to just give us a username and password to
access the database directly. They can make it read-only, and limit our access to the tables we
need. But they might not do it, because we’d probably get to see lots of other information if they
did. The next step is for them to build an application we can query, but it’s a lot more work…

P1: Yeah. So—tell you what. I’ll go ask. Meanwhile, why don’t you see what information you
can get without asking?

P2: Um? You want me to hack their system?
P1: No way. I just want you to get the information we need to do our jobs.
P2: Sure; that sounds good to me.
 
…time passes…
 
P2: How’d it go?
P1: He said there was no chance in hell. Unless we shift money into their budget to pay for the

work. And he estimated it’d take a full developer’s salary, for a full year. And he figured even
then he wouldn’t get permission for it.

P2: Mm hmm.
P1: They’re so damned obsessed with security over there. It gets in the way of doing our damn

jobs.
P2: [laughs a little] Sure. If that’s what you want to call it.
P1: Um. So, what can we get without asking?
P2: Anything we want. I’ve got the root password to their database server.
P1: Seriously?? How?
P2: Well, first I spidered their intranet website to make sure I followed all the links to get all



the info they actually make public, you know? Just in case what we needed was already online?
So, some of their site was hosted on an IP address instead of a server name. I figured that meant
maybe it was on a desktop machine, right? Like maybe that web server wasn’t hardened, like the
ones the server team builds? I mean, if they harden those. Not that I would know.

P1: Huh? What IP address? Was it, like…somebody’s personal machine, or what?
P2: Yeah, well. It was a desktop machine, running Windows. And you know how [GROUP 1]

has a special account set up with full access to all the machines in the building? The one that they
use to inventory all the software, and do all the security patches?

P1: Yeah. So what?
P2: I just thought…what was the dumbest possible way I could get in? So I tried using that

account, without a password, to connect to the web server. It, uh, worked. First try.
P1: [REDACTED]!!
P2: Yeah, pretty much. So, full access. I went and looked at their code, and it had the password

for their database in it. And hey, look at this—they just used the company name as the password.
Cute, huh?

P1: [mutters a little, punches the wall, comes back] You did all that while I was on my smoke
break?

P2: Dude. You were gone, like, half an hour. So I was mostly doing something else. Like,
working.

P1: Hey. Does that mean every computer in the building can be hacked, without even needing a
password? That’s, like, more than ten thousand machines!

P2: All the desktops and laptops assigned to people, anyway. I don’t know about any of the
servers. Never tried to find out. If anybody asks, remember I said that.

P1: Shouldn’t we tell somebody?
P2: I guess. But how do we explain how we found out? Trying to bypass GROUP 1’s system is

an automatic firing offense. So is hacking into anyone else’s machine, or even trying to.
P1: Oh. Well, let’s at least lock down the machines for our group with a password. They’ve got

all this sensitive information on them…
P2: Then GROUP 1’s software won’t work on any of our machines, we’ll still have to explain

why we did it, and—
P1: Yeah. Well, shit. Guess we’ll have to think about this.
P2: Guess so.
 
No, I didn’t make any part of that up, except that I very much doubt I got the exact wording

even close to right. The thing to remember here (says me) is that IT departments have lots of
moving parts. They tend to have policies in place that sound good when they’re created, but get in
the way of things the IT workers are asked to do by management. So…there’s a sort of conspiracy
of silence. There are, always, workarounds. But don’t take my word for it! Hell, some people even
study the phenomenon of workarounds, how and why they arise, and why you can’t really prevent
them from happening.

But, though that is a problem, the main issue when you’re dealing with an IT department is
actually even more serious. They may understand threat modeling very well. So, what’s their
biggest concern?

You are.
It’s not just that there’s sometimes some animosity (for lots of reasons) between computer
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users and help-desk personnel. It’s that, from their point of view, anything they allow you to do on
your computer gives you scope to screw it up. And then turn to them to fix it. They’d rather play
online games.

(Okay, so that’s a stereotype. But I wouldn’t bet against it.)
I once worked for a credit union, but had to provide my own internet access because I couldn’t

research anything about software development or security issues on their network. It wasn’t
allowed. Probably sounded good to someone, as a security measure…except that our entire group
did nothing but write software. And try to secure users’ access to that software, and to the
databases behind the software.

Nobody in the IT department especially cared about this issue. To make a change, upper
management would have had to modify the policies in place. IT staff would have had to do some
work to give us useful internet access. And then, what if something went wrong? Much easier to
leave the rules in place, ignore what we actually did all day, and have plausible deniability
available if and when an actual problem arose. Oh, those guys? Well, they were breaking the rules.
So it’s not our fault, is it?

Yes, it was a clear violation of at least one policy to connect office machines to cellular data
networks to get internet access. But it wasn’t at all a secret that a lot of us did it. It was also
against policy to plug in anything via a USB port, about which I’ll say more in Chapter Six, and to
install software, about which I’ll talk in Chapters Six and Seven. I’m sure you can guess how
those worked out in practice, for developers who were writing software all day, and browsing the
internet mostly via USB devices.

Just bear in mind: IT department personnel report to upper management. You probably aren’t
paying them. They almost certainly do not want to spend their time helping you protect your
private data—especially from themselves. That’s really just…not their job, at all. Their job is
more along the lines of hierarchy-enforcement.

“Security,” to IT personnel, mostly means “security from users.”
That means you.
 

Software: Open-Source vs. Closed

Look, I’ll be blunt: All software, wherever it comes from, contains security and privacy risks.
There are going to be serious issues wherever you look in this area. But there is something
specific you can do to mitigate your potential exposure.

First, a couple of definitions.
Open-source software means just what it says: anyone can view the source code. There are lots

of different licensing schemes, and jurisdictions in which they do or do not apply, but simply
viewing the code is both free and easy to do (if looking at code strikes you as an easy thing to
begin with, anyway).

Closed-source software is, to some degree at least, proprietary. The code cannot, in principle
(though reality tends to be a different matter) be viewed by anyone except those authorized to
work on it.

To the uninitiated, it might seem that closed-source code is obviously more secure. After all,
it’s a secret! But many (most?) professionals in this field laugh derisively at the concept of
“security through obscurity.” The idea behind the mockery boils down to this:
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It is very easy to design a system you don’t know how to subvert.
It is very difficult to design a system nobody in the world knows how to subvert.

 
I’m going to call that Schneier’s Law even though I rephrased it, because (a) I like and

generally—though not always—agree with what Bruce Schneier writes, (b) Cory Doctorow
apparently called it that, and I like what he writes too, and (c) in Schneier’s blog post on the topic
he mentions David Kahn’s The Codebreakers, which was the book that got me started on all this
when I was a kid back in the late 1970s when a mathematically-inclined neighbor loaned me a
copy. (Thanks, Kenneth! This book is therefore your fault, though. I hope it works out for you.)

So it’s warm-fuzzies all around. Though as Schneier points out, the idea goes back to at least
1864. And a Wikipedia article says it goes back to 1841 and Edgar Allan Poe. I like his stuff too!
Thirty-odd years ago I read Poe’s “The Tell-Tale Heart” aloud to my younger brother and sister
one otherwise boring afternoon, when we were all sitting on the stairs in our house—for what were
no doubt excellent reasons—and we all had a great time. Come to think of it, my daughter’s old
enough for that story now. I’ll see how she likes it. She does tend to love a good shiver.

Anyway. The idea’s been around a while. Yet I’ve met many IT professionals who haven’t
internalized the concept—if they’ve even run across it. Some of them, I have to tell you, are out
there writing code and designing applications, or making choices about how to protect the security
of users and customers, right now. Hmm. Well, maybe they’ll come up with something good.

The truth is, both open-source and closed-source systems are very likely to contain bugs and
improper design, either of which can and will create security risks. I strongly prefer open-source
software whenever I can get it, though. Partly this is due to my personal belief that, for any project
of a given size, there will in general be more eyes on the code (which I also believe will help to
improve its quality) if the project is open-source. Another issue boils down to incentives: open-
source developers know other people can inspect their code. In my experience this works to
encourage developers to put their best foot forward, and not take all the shortcuts that might
otherwise appeal.

Even if none of the above reasons were to apply to a given project? I’d still choose open-source
over closed-source alternatives. Because here’s one huge difference between them:

 
With open-source software, I worry about bugs and bad design.
With closed-source software, I worry about bugs and bad design. And malicious/secretive
vendors, too.

 
This last is a major issue, for me. How do I know what my software is doing? Well, unless I

choose to personally examine every line of code, and I have a great deal of faith in my ability to
understand it all, I really don’t. But, if I am convinced there are many well-meaning people
working on that code? And they can and do talk publicly about what they find? I have more
confidence that it’s actually doing what I want it to do. Sure, it’s still possible that someone has
deliberately sabotaged any given application. But it’s much easier for a company using
proprietary code to put one over on me…and all its other users, too. Whether this is done
intentionally, or by mistake, or because of some governmental requirement…doesn’t matter a
whole lot.

For all these reasons, I’m going to be advocating that you use open-source alternatives. I won’t
even seriously consider using Microsoft Windows as my primary operating system, for example.
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And I don’t use a Mac or a Chromebook, either. I use one variant or other of Linux. I have more to
say about operating systems in Chapter Seven.

Side note: This is actually (to my mind) a fairly important caveat. Relying on supposedly open-
source software run by some person or company, on their server, to protect you? This may be a
horrible mistake. Or it may not. The point is, if you want your information to be secure you should
probably think in terms of what information a company may have access to rather than this
essentially unverifiable notion that they’re running software that can and will protect you. If
software on your computing device encrypts data so it can only be read (at least in principle) by
your intended recipient, you’re much better off than if you simply hope a company is running the
software they say they are. In the first case, math is on your side. In the second, you’re relying on
a company policy to affect reality (more on that in the next section).

So, in practice, what does this look like?
I prefer LibreOffice to the Microsoft Office suite of tools. I prefer Gimp to Photoshop. I do use

Adobe InDesign to format books for print, and I also use Nuance’s Dragon NaturallySpeaking for
voice-recognition software, and both of these do (mostly) require Microsoft Windows. But I make
sure that installation of Windows has no ability to access a network. And I do it without having to
use a separate computer—more on this, under “Virtual Machines” in Chapter Six.

One point that often comes up: user behavior strongly influences user security. And yes, I’ll
buy that. But I’ll also say this: a defense in depth is a better idea than hoping to do any one thing
perfectly. Relying solely on your own behavior to guarantee your digital privacy/security, while
discarding tools designed to help you, is an extraordinarily brittle approach. To put it another way,
perfect operational security is awfully rare. For one thing, it requires perfect knowledge and an
endless supply of time…

Plus, there’s another benefit of open-source software: It’s nearly always free to use!
 

Companies & Policies

This one’s kind of funny, to me. It’s come up already, too, but this time I want to focus on the
software and online service companies you’re using, rather than what’s going on behind the scenes
with an IT department where you work…if you work in a place that has one.

Short version: I think it’s a significant mistake to take any company’s policy—privacy policy,
access policy, acceptable use policy, whatever—at face value. Even assuming absolutely pure
intentions on the part of everyone involved (which is a hell of a leap), there are always unforeseen
“situations” that occur. This computering business is, reliably, more complicated than it might
appear.

(So is every other business I’ve ever had anything to do with.)
Let me give you another example from my own experience. Once upon a time, I was a software

developer for Dell Computers in Round Rock, TX. Normally I either wrote the code or led small
teams writing code for “Gigabuys,” which was supposed to become a startup-like spinoff from
dell.com, only selling software and peripheral devices instead of the computers themselves. A lot
of funny/interesting things happened before Gigabuys faded away into the failed-startup mists,
but…I didn’t always work on Gigabuys code.

One day we developers were told of a crisis: the web servers for dell.com’s “checkout” process
(necessary for people to actually buy computers online, which was considered fairly important at
Dell) were suddenly, at irregular intervals, spinning up to 100% CPU utilization, meaning their
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processors would be so busy with a single task that they couldn’t do anything else. Once this
happened, the web servers would quit responding to online customers. The temporary
workaround? Reboot each of the 20-odd servers as it became unresponsive. Unfortunately, this
meant “user sessions,” which were specific to the particular web server each customer was
accessing, would be lost. Meaning customers’ shopping carts, for instance, would at first slow
down greatly…and then appear to empty themselves. And customers would be forced to log in
again, too.

I’m giving all this detail because I want you to understand the scope of the problem, and how
these things happen even in large companies—I have plenty of examples from startups, too, but I
suspect they’d lack the punch a story about a major player might have. At the time (late 1990s),
Dell’s site was doing about $50 million a day in sales. And the unresponsive servers, per the best
guess the business-folk could give us, were costing the company about $5 million daily, because
frustrated customers would quit trying to buy computers.

Well…ouch, yes? Though this revenue loss was partly mitigated by the fact that many
customers would then call to place their orders, which (because the people taking calls were pretty
good at their jobs and would “upsell” a lot) generally meant the customers would in practice spend
more money than if the website had worked. Thus leading to much semi-joking commentary to the
effect that we ought to screw up the servers deliberately, on a targeted basis—if we could identify
the customers who would call to place their orders in advance. (Hey, sometimes companies do
stuff like that. Or at least Facebook has dabbled in the dark art of creating fake error messages,
just to see how far they could push users before they’d abandon an Android app.)

But still, crashing servers were a problem.
So we put together a team. Well, to start with it was a team of two people, but we had

permission to go bug anybody we needed to (more accurately, people in general had been told
what we were doing was important, so we figured they’d cooperate if we needed help—Dell
Online wasn’t really a get-permission-first kind of workplace). A buddy of mine wrote some code
for the web servers that would gather all the information we had about each web page request, and
put it into a database. My part was to set up the database itself, start looking at everything that
came in from several of the servers, and find out what happened just before each server quit
responding. And it worked—pretty soon we could see exactly what kind of request was killing the
servers. So we went to another guy, who’d worked on the relevant code, and he showed us how
he’d put together a system for the business-folk to use for data entry, but hadn’t had time to build
in the safeguards he’d wanted to create, and had been forced to settle for strongly-worded
warnings. Which were apparently, at least sometimes, ignored in practice. Oops.

So the data got scrubbed. The web servers stopped glitching on us. Problem fixed, yes?
(Incidentally, software projects always require tradeoffs between time and functionality. It’s
completely normal to push out a less-than-ideal solution to a problem, partly because of whatever
short-term time/money constraints are in place, but also because a company or individual who’s
not willing to push out imperfect code…never pushes out anything at all. It’s all judgment calls,
all the time. Much like publishing books, actually. This one’s not perfect either, I promise!)

Here’s the thing. To see the information that led to the fix, we software developers had ongoing
access to…did you notice this part earlier?…all the data the web servers dealt with. More than got
stored normally in a database, even. Which definitely included addresses, passwords, and credit
card numbers. In fact, since I was the guy setting up the database and trying to find patterns, I had
all that stuff available on my own workstation. Also, in order to be able to turn the recording
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system on and off as needed, I had been given “temporary” administrator-level access to some of
Dell’s public-facing web servers. You know, to save time. Because it was an emergency.

Nobody ever took any of that access away, until I left the company (which I did because
management-types were not only killing Gigabuys for what I thought were silly reasons, basically
amounting to posturing that could only make sense to the math-impaired, but insisting on doing it
in what I thought was a gratuitously ineffective way, and opinions differed as to whether I “had
to” take point on that project and deal with the resulting mess…which turned out to be pretty
messy, all right, but I was long gone by then).

Nobody set anything up to log what I did or did not do on the dell.com web servers, or with the
data I could gather, at any point.

Do you think Dell had policies that said it was okay for a guy who’d only been there for a few
months to get long-term unfettered access to live servers and customer data? To, in fact, get
access to more information than was ever stored in the standard databases? Well, maybe there was
such a policy. I have to tell you: I never even checked. Policies got mentioned a time or two, but
our response went something like this: “Do you want us to figure this out, or not?”

Do you think Dell’s customers would have been pleased, if they’d been told about it? Well,
some of them might. At least the ones with a sense of humor about these things. Hey, if you’re one
of them? Maybe this will strike you as funny too. Not to pick on Dell, but…man.

Okay, it was an emergency situation. But I had that access for months. Policies? What policies?
It wasn’t even any kind of secret—several times I was asked by other developers or business-folk
to stick around and help out with uploading their own projects, just in case I could do some
troubleshooting around the edges if things went wrong. Because, you know, I had access to stuff
and could do that. So I did. It was useful. This is the sort of workaround, and conspiracy of (semi-)
silence, I was talking about in the “Your IT Department” section above. Stuff like this just…
happens. All the time.

Never mind all the monkey-wrenching hijinks I might have gotten up to just for grins, if I’d
been a very slightly different sort of person (I totally thought about those, and often). What if I’d
made copies of all of that data? Or just the juicy bits? I’d have been able to walk out of the office,
easily, with hundreds of millions of dollars’ worth of credit card purchase data, and login
credentials for most of Dell’s customer accounts (including business accounts) too. The only thing
stopping me was that I don’t find that sort of thing as appealing in practice as it is fun to think
about. Others might make other choices. Right now, at one major commercial website or another,
I’d be willing to bet someone is doing just that. Eventually we’ll probably read all about it online.
Maybe. If that person gets caught.

Look, this is a single example. I have lots more, but Take Back Your Company: The Barefoot
Anarchist’s Guide to IT Departments’ Hidden Antics could easily balloon into a full-length book
of its own.

If you happen to think you know of a company policy where the kind of thing I’m talking about
couldn’t happen or doesn’t apply…well, maybe you do. But I have more to say about the
limitations of a company’s policies’ ability to affect reality, most notably in Chapter Six when I
discuss virtual machines and Chapter Three when I discuss VPNs, and—given that there are
people who spend their working lives deliberately scanning and recording information that travels
over the internet—I feel the chances are very good that the situation is considerably worse than
I’ve been able to demonstrate to you.

The thing about undocumented workarounds is that they generally aren’t written down.
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Anywhere. So how do you track their effects?
You don’t.
More than that, though, is that companies tend to write vague promises into their policies to

begin with, and also they like to say they can change their policies whenever they want. It’s up to
you to monitor that, somehow…but we already know you won’t actually spend the time, don’t we?
Even if you did at least glance at the policies you supposedly agreed to when you installed their
software or subscribed to their service?

Also, what happens when a company is bought out? Does the new company intend to protect
your privacy too? To what extent? What about the company you trust’s advertising “partners”? Or
the new company’s new partners? What if you do make the effort, you actively monitor a
company’s policies, and you opt out at some point due to a change…then, a year after you’ve
opted out, when they still have all your data in storage, do you think they’ll honor the privacy
policy they used to have? Or the one currently in force? Or potentially, you know, neither one?

I don’t recommend ever believing that a company deletes data, by the way, even if they
promise you something along those lines and restrict your access to it. I’m not the only one who
makes this point. I’ll talk more about the PCAST report later on, but among many valid points is
this gem: “Today, given the distributed and redundant nature of data storage, it is not even clear
that data can be destroyed with any useful degree of assurance.”

Look, here’s a snippet of a policy from a company I’m actually going to recommend later in
the book (Chapter Eight): “Callcentric will not read, listen to or disclose to any third parties
private e-mail, conversations, or other communications that are transmitted using Callcentric
services except as required to ensure proper operation of services or as otherwise authorized by
law.” (The language may change! But that’s what it says as of the moment I’m writing this.)

Did you catch the funny bit at the end? It does not say “or as otherwise required by law.” It
says, in rather straightforward language, that they feel it’s okay to read, listen to, and disclose
anything at all—as long as it’s either “authorized by law” or…this is reassuring…somehow
deemed “proper.” In other words, if it’s not provably illegal (in which jurisdiction, by the way?),
it’s okay per this policy. Yippee, and thanks for playing.

I’m not saying that’s how they generally treat supposedly-private customer data, in the normal
course of business. In fact, I doubt it. (At least most of the time?)

I think that policy is in place for two reasons. First, its vague wording gives the company
something to point at if they do end up violating customers’ privacy, serving as a legal shield put
in place because—as I’ve been saying—stuff happens, here in the real world. Second, it probably
looks reassuring to customers that there’s a privacy policy in place at all…and to those few who
might casually read over the thing? Well, it probably looks good to most of them too.

In fact I have come to believe that these are the two primary goals behind all published privacy
policies. But maybe you feel differently. If you still feel that way after reading the remainder of
this book, please let me know? I’ll be very interested in your arguments.

I could pick more nits with that particular policy, especially when they start talking about
“Security” just under the section I’ve quoted, but why bother? I use Callcentric’s services myself,
and I intend to continue doing so. I simply try to keep in mind exactly what information they have
access to. Which doesn’t actually have to be a whole lot—more on that when I get to Telephony,
VPNs and Digital Purchases in later chapters (Eight, Three, and Five, respectively).

It’s a funny and complicated world out there. For me, it boils down to this: for purposes of
analyzing your exposure, by which I mean figuring out just what data you’ve potentially made

http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.138.8232&rep=rep1&type=pdf
http://www.cnet.com/how-to/how-to-delete-yourself-from-the-internet/
https://www.newscientist.com/article/dn27958-is-it-possible-to-permanently-delete-a-social-media-profile/
https://www.whitehouse.gov/sites/default/files/microsites/ostp/PCAST/pcast_big_data_and_privacy_-_may_2014.pdf
http://www.callcentric.com/privacy/


public and what the cost of doing so might be, I think you should give very little credence to any
company’s stated policies. Instead, you should consider this probably over-complex question:
what could someone with access to data Company X can in principle know and make public,
whether accidentally or deliberately, that you’d prefer to keep private, do with that data?

If we’re talking about stuff that’s potentially especially damning or expensive for you
personally (or for your company, if you’re making decisions for one of those), you might want to
change the way you’re dealing with Company X. If you think the information available to a given
company is relatively benign, well…maybe it is. But on the other hand, maybe it’s not. Let’s
explore that question further, as we go along in the book.

Maybe, for a given Company X, you’ll decide the potential downside is worth the risk. But not
all risks are equal, just as not all benefits are equal. It’s worth thinking about what you get out of
each business relationship, versus what the cost(s) may turn out to be.

It may help you to minimize the number of companies you’re sharing data with, and/or the data
you’re sharing with them. I prefer “and” in this case. But of course it will be up to you.

 
Advertising

This one’s a biggie. Possibly the biggie-est. It’s not even just Facebook (did I mention
Facebook yet?) and Google that put you at risk, either. It’s a whole advertising ecosystem. Which
is sometimes a deeply strange and disturbing place.

It bothers me a little to come out so strongly against online advertising, because I don’t
actually have a problem with the idea of a business telling potential or existing customers about
its products or services. I’m not a huge fan of the whole “limited liability” aspect of modern
corporations, but I’m willing to agree that I might be entirely wrong-headed in that area.
Unfortunately, online advertisers’ attempts to make their ads more effective have strongly—
negatively—affected your online privacy. I think I ought to mention it.

It’s also worth mentioning, early, that online ads have been used in the past to inject malware
into viewers’ computers. I feel the issues here are much larger than that, but all by itself this
provides a reason to beware of online ads. If that’s what guides you to steer clear, as far as you’re
able…well, I’ll take it. But what “larger issues” am I talking about?

Let’s give Facebook a temporary pass for now, because I’ve slammed them pretty hard already.
And also—don’t hate me too hard, Facebook users!—because, after all, most people must
understand by now that they’re spilling personal information to a company that generates virtually
all of its income by selling access to them, right? If you’re not the customer…maybe you’re the
product? Just a thought.

So let’s turn to Google. I run into a lot of people who get the warm-fuzzies whenever this
company is mentioned. They’re so useful! There’s the search engine bit, of course. Then there are
Google Docs, Google Maps, maybe even Google Sexbots by the time you read this for all I know.

Google’s income (just to give you an idea of what we’re talking about: $66 billion in 2014)
comes primarily from advertising. They’re pretty serious about it. Here’s an interesting quote
from Google’s own Adwords support site:

“Remarketing lets you show ads to people who have visited your website or used your mobile
app before. When people leave your website without buying anything, for example, remarketing
helps you reconnect with them by showing relevant ads as they browse the web, as they use
mobile apps, or as they search on Google.”
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So, uh…if people have left your website, how do you show them ads? And via mobile apps,
too? Here’s another bit, again direct from Google:

“Previous visitors or users can see your ads as they browse websites that are part of the Google
Display Network, or as they search for terms related to your products or services on Google.”

Well, that’s a bit creepy. (Or is it just me who thinks so?) For this to be possible, it means
Google is—unless you tell them not to—keeping a record of all the searches you perform while
logged in. You can believe whatever you want about what Google or any other company actually
deletes (as opposed to simply hiding data from you) once you tell them to stop recording this
stuff, by the way. But, hey, trust is cool.

I’ll talk later (Chapter Nine) about online advertising and trackers, and how to block (most of?)
them. The thing to remember for now is that there are lots of companies that have a very strong
interest in recording everything they can about you. A record of your browsing history is likely to
also be a record of your physical locations (remember geolocation), too. And if someone out there
can put together multiple databases? Chances are they’ll get a very nearly complete picture of
your online activity. And a lot of information about your non-digital activities, too. Consider
Target and pregnancy detection, just as a random example. (Because, see, you don’t generally
cause pregnancy with your digits.) (Um…sorry. Maybe. Or not.)

The information Google has access to is far wider than even the above makes it appear. Google
Analytics is a very popular (and often free!) website tool that shows site owners information about
each visitor to their site (or at least about those visitors who don’t block it…more on that in
Chapter Nine). So, since so many people use Google Analytics on websites that otherwise have
nothing to do with Google…it follows that Google has access to that information too.

Now, how about all those social-sharing plus-ones and Facebook-likes and Pin-thises and so
forth that you see on web sites? Well, if the code and images for all that are that pulled from a
central web location, as opposed to being stored on the web server of the site you’re visiting, that
may very well be used to capture information about you and your visit(s). By whoever controls
that central web location.

You’ll read, often, that the information being gathered is “not personally identifiable” or
“anonymous” or whatever. Thing is, in practice that’s a damn lie. I’ll talk more about why there’s
no such thing as anonymous data in Chapter Six, but for now I’ll point out two things:

1. There is serious money in tying ads, whether it’s called “remarketing” (Google) or
“retargeting” (everybody else), to you and your specific browsing history.

2. The people making claims about the “anonymous” nature of the data they’re gathering are
probably not experts on that particular topic. They might be software developers, or PR
people, or tech bloggers, or whatever. I don’t think you should believe the conclusions
they’re trying to feed you without a great deal of proof—I mean, what data, exactly, is
anonymous? How do they know? Have they seen it? Did they show it to you? Who tried and
failed to track it back to individuals, anyway, when did that happen, where was this
published, and how was the attempt made? Is it still “anonymous” when combined with
other apparently “not personally identifiable” data? Which data was that, again? Was that all
the data that was available? To whom?

It’s not just websites that track us, either—though I’ll show you in Chapter Nine just how
easily your particular copy of your apparently-generic web browser can be identified, quite
possibly uniquely. Mobile apps (the ones on your smartphone) also report back to application
developers (and, therefore, often also to the companies providing developers with their so-useful
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tracking tools) on your activity. I’ll talk about how to detect and potentially block this too in a bit
(Chapter Eight).

Maybe it seems to you that all of the above is essentially harmless. If you’re permanently
embarrassment-proof, maybe it will be—for you. Possibly you think it’s okay for companies to
gather all this data, on you and everybody else…but you think it would be wrong for governments
to do it? (Though others might have the opposite view…at least with regard to their own
government.)

Well, if companies have the data…there will be data leaks of one kind or another. Sometimes
governments will be behind them, and sometimes not. Also, companies tend to share data with
governments, with or without search warrants or whatever local equivalent may exist in
jurisdictions relevant to you.

Um, not for nothing, but it ain’t as if governments are very good at protecting data either. Their
databases are hacked all the time, and then government employees try to keep information about
that a secret. Which doesn’t work well either.

If online data exists, and can be tied to you, it will be. That’s what it’s for, after all. In fact,
that’s exactly why the web we use daily is so big and vibrant and apparently free to browse:
there’s serious money in it. Billions and billions of dollars, okay?

It’s all kind of cool, actually, in a systems-design sort of way. I could tell another story here—
but it’s only peripherally relevant, and for once I’ll refrain. Still, though, “big data” is a fun sort of
game to play. People who like to play games with huge amounts of data, and look for patterns, are
living in a golden age right now. I think it’ll get even better as we go along.

So. We sort of covered the next topic already, but…
 

Government & Privacy

Wow, this topic is a bit oxymoronic.
I suspect many readers of this book (assuming there are any readers…) will be expecting some

sort of fulminating rant against the not-a-single-sparrow-shall-fall panopticon that various current
intelligence agencies seem to be trying to build from the bones of the internet. But there’s a
reason I’m placing it at the end of the chapter on threat modeling: chances are, most of what your
government (or any other) is doing with your data is either extremely difficult to avoid, or
unlikely to affect you. Or both. In nearly all cases I’m going with “both.”

Let me be clear: I’m talking about deliberate (mis-?)use of data, here. Not random leaks with
the potential to become available to essentially everybody on the internet, which as some of the
links in the last section show do happen fairly often. (Um. To me, personally? Since my data was
hacked? That means that I’m forced to view all information I’ve ever disclosed to any government
agency as essentially public. Which is, unfortunately, quite a bit of data. For my own family, that
also unfortunately includes everything that was discovered via a—fortunately somewhat
incompetent!—background check. And, you know, that includes fingerprints. Fun stuff like that.)

This is not a guarantee that your government won’t choose to act against you. It’s just my
considered opinion. If I were aware of your specific circumstances, I might come to a different
conclusion. And I’m not suggesting that there’s nothing you can do, or should be doing, about the
current regime(s) of mass surveillance. I’m just saying that, objectively, the danger of direct
government action by a nation’s intelligence services, against a random individual, seems low.
For one thing, unless you’re some sort of high-profile person, even if you’re definitely being
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hacked and tracked? That information still may not ever be used against you. If it might lead to a
relatively low-profile program going public, going after you is probably not worthwhile for the
agency or agencies involved.

Don’t misunderstand: it’s still possible, and may even be likely if you’re acting in clearly
illegal ways. In the USA at least, there’s this thing called parallel construction, which (a) strikes
me, at least, as wildly illegal, but also (b) is apparently used “every day” to hide the actual source
of information used against criminal defendants. Meaning that law enforcement agents are trained
to simply lie, on a regular and ongoing basis, about what data they receive and when/how they get
it. Thus neatly obscuring that the information may have been illegally obtained. Sort of neat, if
you’re not overly concerned with such niceties as the rule of law.

I’ll get back to talking about surveillance in a moment. But there’s another thing I want to say
first, and only partly because it means I get to tell a couple of stories.

I believe it’s important to keep this in mind: a lot of what governments, at any level, are doing
is…well, it’s done rather badly, isn’t it? So badly, in fact, that I didn’t even bother to find links
for you to make the point—I imagine you already know all about it. Even if we assume the worst
of intentions, to also assume any particular government agency’s actual competence in carrying
out whatever evil plans we suppose it to have is quite a leap. Conversely, if we assume the best of
intentions, the real-world consequences may turn out to be fairly horrific.

Run of the mill incompetence and inefficiency are rampant. Two examples from my personal
experience follow, mostly because it’s my book and I think they’re kind of fun:

I used to lead a team that created both software- and hardware-based medical devices. This
(should have) meant the devices were listed with the FDA, a federal agency which purports to
regulate such things in the US. Naturally my employers did no such thing. For years, we just made
and distributed stuff anyway. There were never any direct adverse consequences of this decision,
as far as I’m aware.

Further, when I read the FDA’s guidance relating to software development, I was thoroughly
entertained to realize that the FDA, essentially, “requires” medical device manufacturers to have
written policies in place, and the FDA also has things to say about organizational structure…but
they require very little else. There was (is?) no actual testing of medical devices by the FDA. That
was all up to the device manufacturers. In fact, even the content of a manufacturer’s policies was
outside the scope of what an FDA auditor (assuming you could find one) could request to see. As
long as employees generally knew the name of a policy, and where to find it? I mean, if anyone
ever actually asked? We were good to go. Lots more to say on this topic, but again: that should be
another book. (Take Back Your Body Redux: The Barefoot Anarchist’s Guide to Medical Data
Storage and So-Called Integration?)

I, most likely as punishment for many gratuitous past-life sins, was supposed to be the
organization’s “point of contact” for FDA and HIPAA issues, and also some JCAHO stuff. Which
translated to getting at least a surface-level familiarity with a lot of sometimes-conflicting rules.
Fortunately it’s all kind of funny, if you can get into the right mood.

There were lots of other things going on around the offices, with our group completely failing
to even approximate what I called “Customer Support” and the FDA called CAPA, or “Corrective
and Preventive Actions,” but I think you’ve got the gist of the situation already.

Anyway, at one point I got into the following conversation, or nearly:
 
Captain Nameless: Hi! I’ve got this idea about a piece of groovy software I found. I know
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you’re already moving medical records around between organizations, and this software I found is
pretty cool, so I’m hoping you guys can put a team together to integrate it with what you’re doing.
I could kick in a little bit of money, maybe $50K, toward your software budget!

Me: Um. Look…first off, I know you’re supposed to be with this federal-level “partnership,”
and you guys like to say we’re one of your projects. Even though you guys have no budget except
what you siphon from us. But…you have no actual authority where we’re concerned. So, I’m more
than a little worried about even discussing my budget with you. It’s all earmarked specifically for
our project, by name, at the Congressional (actually Senatorial) level—thanks, Uncle Ted!—and
as far as I can see you guys only get any cash at all because my bosses are worried you partnership
people might be better at lobbying than they are, and also any arguments might make us all look
bad to Uncle Ted’s office. So as far as I can tell, they’re basically buying you off out of some low-
level bureaucratic impulse toward random fits of fear and appeasement. Which adds up to
millions of dollars each year, but hey, it’s only taxpayer money. And yes, I realize there’s a legal
argument going around that any money distributed by the IHS is somehow magically exempt from
any requirement that recipients say what they’ve done with the money. If they’ve done anything in
particular, I mean. But that all strikes me, and both the lawyers I’ve talked to about it, as really
shaky. Which for all I know might mean there’s some sort of felony-level fraud involved in all
this, and I don’t want to conspire with you. Or anyone else. I’m just making stuff, you know?
Trying to work with whatever budget’s left, after all the shenanigans are done? So don’t talk to me
about budgets and giving me money. Okay?

CN: Look, that’s all above my pay grade. Yours too, damnit. Can we just talk about the
software part now?

Me: I guess.
CN: Well, see, this groovy software I read about lets you create ad-hoc workgroups with other

people and it does cool sharing of data and stuff. Isn’t that cool? Also it does fancy encryption,
which I like, because I’m in the military and we like things to be secure. Plus I’ve talked to the
guys who develop it and they say they want to work with you.

Me: Um. Well, first off, remember a couple of months back when telephone and email didn’t
work over satellite connections in the Eastern Aleutian Islands? But our medical data got through
anyway?

CN: Sure. That was neat.
Me: Yeah. See, that’s because our system was designed to work under adverse network

conditions. The stuff you’re talking about, workflow-wise, pretty much assumes all network
communication is instantaneous. Also, have you noticed that our software has separate servers,
with separate databases, for each organization? That’s all about patient privacy and HIPAA. See,
the docs can’t just refer patients to each other on the fly unless there’s a specific kind of legal
agreement in place between the organizations they work for. Our software mimics those
agreements, and tracks all referrals. Plus we keep track of which healthcare-type person sees
which records, and when, and why, and what comments they make, in the system. So those ad-hoc
workgroups you’re talking about are nice, no question, but not necessarily a great idea for what
we’re doing here.

CN: Oh. Okay. Yeah, but encryption! It’s so secure! Can’t you just use that part somehow?
Me: Same kind of encryption we’re using already. Our key lengths are actually longer, which

probably makes our encryption harder to break than theirs, but to be fair we can afford that
because we’re not even trying for real-time communication. Our issues are mostly about satellite-
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network latency and bad weather, not CPU cycles. You know, collecting patient information data
from a Coast Guard cutter at sea, maybe even sending it to something wild like an Air Force
doctor if that’s the best fit. Or from a native village to a nearby clinic, and then maybe to a
specialist here in Anchorage. Stuff like that. It’s what we do all day long.

CN: Oh. Well, you’ve convinced me. But I really need to do this project anyway.
Me: Um. Okay, but…really? Why?
CN: Because I want to be a colonel before I retire, and I’m a little behind right now. This

project will look pretty good on my record.
Me: [thinks for a bit, then…] Hey! Wait! How do you feel about a feasibility study? Like, at

the end of the day, you get a whitepaper out of this deal? You don’t need actual software to get
written, do you?

CN: That sounds fine. Software has bugs, anyway, and they might make me look bad.
Whitepapers are kind of perfect for this kind of project, because they don’t actually do stuff.

Me: Would I have to sign anything? I mean, about the budget? Because I really, really don’t
want—

CN: No, no. I already got everything approved before I talked to you. Everybody’s already
assuming it’s a great idea and you’ll be on board with it. So, can you write that whitepaper? Or
pay somebody to do it, I mean? With, like, $50K?

Me: Yeah, I can do that.
 
[Conversations like this generally go better over beer. I’m not saying any beer was imbibed,

but…]
 
CN (later in the day): Man, you know…I’m transferring out in a couple of months, so…
Me: Wait. You’re transferring out?
CN: Sure. We military people do that a lot. Why?
Me: Dude! Because I’m hiring a new software developer next month. Whoever it turns out to

be probably won’t even start till after you’ve left. So, if I say the money you already gave me for
unknown reasons beyond my control goes to that person’s salary…unless whoever replaces you
asks me about it at some later point…you don’t even need the whitepaper, do you?

CN: Oh. Guess not.
Me: Sweet. Congrats on your project.
 
So that was fun, and only very lightly fictionalized. All points mentioned were covered in the

actual conversation, including the admission that the project made no sense. And the bit about
wanting a promotion. But hey, what’s $50K or so among friends? Among millions, it was a drop
in the bucket. Right? And anyway, it might have been $30K. I didn’t write it down, and it was
several years ago.

Here’s another fun bit, starring a person from a different branch of the military, whom I’ll call
George. This conversation happened many times, so I’m condensing:

 
George: Hi David! Our regulations require us to install a security patch on your server. Will

that break it?
Me: No idea. Didn’t we talk about this the last time you wanted to apply a patch? Are we really

going to do it again? Because I’d rather not.
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George: I don’t know why you won’t cooperate! Can’t you just do some basic testing?
Me: Well, first, you haven’t told me what patch you’re talking about. Second, our server-

hardening process is in itself a medical device, which ought to be listed with the FDA and
someday might be, which at least in theory means any development we do on server security has
to go through a bunch of official process-like gyrations. So, the thing is, we’re handing you a
black box kind of machine—once you peel back the cover and start messing around with it? That’s
on you. Unless you want to give me a complete record of everything you’ve done to the server, in
the correct sequence, since you got it? And tell me what the patch you want to apply actually is?
Then I could at least try, kind of off the books, to—

George: You just won’t cooperate! You guys should totally be testing all security patches
anyway!

Me: Um, yeah. Okay. Sorry. I’d like to help, but I don’t know what you’ve done to that server
since we gave it to you, or even what software you’re saying you want to run on it now, and also
my only dedicated tester person is way past maxed out on other projects, so…

George: Your server runs Microsoft Windows. DoD policy requires us to run this patch on all
systems running Windows by the end of next week. We even ran Microsoft’s Baseline Security
Analyzer on the server, and it agrees that we need the patch, so you can’t get away with just
claiming it’s stupid this time!

Me: So, what patch are we talking about again? Because it matters. It also matters what else
has happened to that machine. The order in which patches were applied and other changes were
made matters too. If we want to actually replicate all that and test anything useful.

George: You know I can’t tell you any of that. We can’t disclose our server security measures
to you. You’re just a civilian after all.

Me: Okay. Look, why are we even having this conversation? We scan our hardened servers at
least weekly, using both [Tool 1] and [Tool 2]. We’ve locked them down to the point that they
barely do anything…besides running our software. Using this process, instead of having a “must
apply patches” policy, means we haven’t been able to find an actual exploitable weakness in any
of our servers in almost two years. And I’ve already shown you that a lot of the patches that have
come out in that timeframe, if we’d applied them, would have created new, exploitable,
weaknesses. Which we would then have had to fix, on 60+ servers scattered around the state, often
with no useful IT support onsite. And you know what? If you’d tried to run that goofy Microsoft
so-called analyzer on the machine right after we gave it to you? It would have barfed and died
with no output instead of giving you Microsoft’s party line on their patches. If you want to mess
with the server, running so-called “patches” that actually re-enable buggy features we’ve
deliberately shut off, because you have a one-size-fits-all “policy” and want to check a server off
on a list? Go for it, I guess. But I just don’t see how that’s my responsibility, or even how I could
help you with it. Bottom line: go patch your server—it’s not actually ours at this point, which was
a point you guys insisted on earlier, before you’d let it into your network—and it’ll either break,
or not. If it breaks, let me know and we’ll try to rebuild it for you as soon as we can. Because
that’ll be an actual problem. Even an important one. And hey, maybe you should back up your
database first.

George: Now I’m going to take this argument to email, again, with lots of acronyms and other
stuff that’s in ALL CAPS just for emphasis! EVERYBODY knows ALL vendor-recommended
patches are necessary and it’s irresponsible not to apply them! AND I’LL CC EVERY SINGLE
PERSON I CAN THINK OF!! BECAUSE YOU REFUSE TO TEST YOUR SERVER!!
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Me: Sure. Then I’ll write an overly long response, talking about software development
methodologies and lifecycles and FDA guidance and limited resources and travel expenses and
logic, and throw in a bunch of security-scan reports, and I’ll cc even more people!

George: Then I’ll do it again, and you’ll do it again, and…
Me: Right. This way, everybody who matters to either of us will get totally bored with the

whole thing, we’ll both get talked to about not getting too excited about these issues, and it’ll all
blow over till next time. No risk to either of us!

George: Yep! Then, either the server will break…or it won’t. We’ll have done all we can.
Me: That’ll add up to about six more well-spent hours of my time. It’s why they pay me the big

bucks around here. So, can I borrow your motorcycle later this afternoon? There’s this neat trick I
want to try in the parking lot, over in the bumpy-icy section? I think it’ll—

George: Nope! Talk to you next time!
Me: Sure thing! Take care, now.
 
Look, there’s no shortage of stories like the above. Maybe I’m crazy, but I think that once an

organization grows above a certain size (opinions will vary on what this size actually is), it begins
to churn and twist and consume its own substance. In other words…it turns into a real mess. And I
very strongly doubt that intelligence and law enforcement agencies are in any way immune to
these problems.

All that being said, there are some pretty upsetting things going on out there! If you’re really
interested, read Bruce Schneier’s blog. I’d recommend him over me as an expert in what’s going
on with the NSA (among other topics).

But this isn’t really a book about the specific actions a specific government is taking against its
people. Or against the people of foreign nations. Or even a book about how government agency
representatives simply lie when it’s convenient. (Take Back Your Government: The Barefoot
Anarchist’s Guide to Acting Like You’re Not an Anarchist At All?)

This is, instead, a book about learning to manage the information we share, and with whom we
share it. In every case, in every scenario I outline, there will be ways for an alert, functionally
omniscient government agency to learn something about us and what we’re doing. Perhaps you
think that’s exactly as it should be—opinions, like waist sizes, vary widely. (I know both from
personal experience—I used to have closets full of pants that didn’t fit anymore, and I change my
mind a lot.)

I do want to point out that, when governments get involved, the sheer scale of the data-piles can
become alarming. Recently a security researcher from Austin, Texas found a database of 191
million US voters, from all 50 states and Washington DC, exposed to the internet. Should we be
concerned? Probably so! The thing is, voter registration information is generally considered
“public” information. Different states have different restrictions on how the data is supposed to be
used…but how much do these rules actually matter in the real world, once the data is made
available? What sort of use might various players—legitimate businesses, identity thieves,
whoever—make of so many addresses (snail mail and email), birth dates, party affiliations, and
phone numbers? Beats me. Probably it won’t all turn out to be sweetness and light, though.

A lot of effort gets put into de-anonymizing people…or re-identifying them, or whatever you
want to call it. Sometimes a single database can be scrubbed, sort of, and perhaps in most cases
the information in it isn’t enough to justify a lot of concern. A problem still arises when multiple
databases can be viewed by a single party. Quite often it turns out that the “anonymous” data
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simply…isn’t. Huge databases of the voter-registration sort (Census data is even worse) are
especially harmful to individual privacy. The blasé “oh, that’s supposed to be public information,
so it doesn’t matter” approach fails spectacularly at addressing this problem. So, what’s the
overall solution? For the good of society, or at least of individuals? Frankly, I have no idea. But I
have lots more to say about this issue, under “Sending Anonymous Data” in Chapter Six.

For now, let’s turn the page and begin looking at specific actions we can take to protect
ourselves. Shall we?

https://crypto.stanford.edu/~pgolle/papers/census.pdf


Chapter 3: Connections

Internet Service Providers (ISPs)

Well, these are very nearly inescapable. Even if you’re using some sort of Wi-Fi connection
provided by someone else, you’re still connecting to the rest of the internet through their ISP.

I wouldn’t count on your ISP choosing to respect your privacy. For one thing, they’re required
(in the USA and other countries) to cooperate with people attempting to enforce copyright law.
They may well be releasing information about you upon request…whether “justified” by your own
actions, or not. More about this later in this chapter, under both “The Onion Router” and “Wi-Fi.”

They’ve also been known to use a thing called a “man-in-the-middle attack” to eavesdrop on
supposedly “secure” web browsing connections—though they’re far from the only offenders here!
(It’s worth reading the comments, if you follow that link—many examples of what I’d call
“offenders” are listed.) More on this type of attack under “Web Browsing” in Chapter Nine. For
now, just remember that your so-called “secure” web browsing sessions are the sort of thing you
can believe in if you want to. Fortunately there are workarounds…at least on your own computer.
Not so much in a corporate environment. Life is a collection of imperfect efforts. Anyway, the
benefit to the ISP—other than titillation, I guess—is that they can then inject ads and other…
stuff…into the websites you visit. And store your web-browsing history. Very handy.

ISPs have also been known to snoop on subscribers’ email. And I don’t just mean the email
account they may have given you when you set up service.

Personal story time again!
I was at my brother in law’s house recently, and my wife discovered she couldn’t send email. I

still could, and we use our own email server, so the discrepancy was interesting. Also, it was
clearly up to me to fix it. In spite of whatever else I might have wanted to do at the moment.
Which is a complaint, yeah, but I acknowledge freely that my pain was largely self-inflicted. (I
meant the mail server, not the marriage.) (Although, true, that is a factor here…) (But still
worthwhile, I maintain.)

Turned out she was getting an error message that said something called “STARTSSL” wasn’t
supported by the server. Well…actually, it was. Only thing is, her email client (Thunderbird) and
our mail server were initiating their conversations in clear text—meaning that they exchanged
some basic information in a normal, unencrypted way. Our mail server “listens” in a completely
standard way, and when my wife wanted to send email, the mail server would give her client
software a list of protocols it supports. STARTSSL is just a way to jump-start an encrypted
communication when starting from the clear-text “handshake.” Which typically works just fine,
and is also the usual method for communications between mail servers for historical reasons that
(says me) don’t make a lot of sense anymore.

But STARTSSL, and its close cousin STARTTLS, were not in the list my wife’s email client
saw. And they should have been. Since both her email client and our server were set up to disallow
unencrypted communication past that initial handshake, that meant…she couldn’t send email. So,
why could I still send? Because I have my email client (also Thunderbird) configured differently.
I was using both Tor and a VPN, which are covered in the next two sections of this book.
Therefore, the ISP had no access to my email software’s initial plain-text communication with our
mail server.
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So here’s what was happening: my brother in law’s ISP (Verizon) was deliberately—and, to my
mind, maliciously—intercepting the initial clear-text message from our mail server, stripping out
the line that said STARTSSL was supported, and attempting to force the communication to happen
in a completely unencrypted way. So they could store and/or read my wife’s outgoing email. Neat,
yes?

In theory this is done so the ISP can ensure they’re not allowing a “rogue” mail server to send
out spam from within their network. But in fact it provides no such protection, because it’s so easy
to bypass the ISP. It’s basically just spying on unaware people for fun, as far as I can tell.

This sounds outrageous, I know. And maybe you don’t believe it? Good for you. You shouldn’t
auto-believe the things I tell you. But this sort of behavior happens all the time. And just for fun,
I’ll point out that Verizon does other stuff to its customers too. Meanwhile, I fixed the issue by
telling our mail server to listen somewhat differently—actually I screwed that up by telling it to
only listen a bit differently, and realized three days later that although we could send mail just
fine, our server had quit receiving mail. So I fixed that too, and felt kind of dumb for a while. It
happens.

Is your ISP any better than Verizon? I wouldn’t count on it. ISPs do all sorts of stuff I find
objectionable—throttling Netflix connections, for instance, and I’ve had VPN sessions (next
section!) both throttled and mysteriously cut off, too. The bigger the ISP, the more likely their
particular offenses are to be talked about online. But that doesn’t mean the little guys are
innocent. And in many places there are legal requirements that your ISP keep records of your
internet activity. Read the rest of this book—if it holds your interest and you happen to feel like it,
I mean—and then tell me what you think the chances are that all that data will only be used for
good, and never hacked. And tell me how you think it makes you safer, while you’re at it, for your
ISP to collect it. I’ll be interested.

Whether or not this happens to seem to you to be a good idea…there are ways to (mostly)
bypass your ISP’s ability to view and affect your internet traffic. But they do come with risks of
their own. We’ll talk about that next.

 
Virtual Private Networks (VPNs)

A VPN, basically, creates a (usually) encrypted “tunnel” for your network traffic, so it’s all
encrypted between you and your VPN provider—thus hiding your traffic from your ISP and
anyone else connected to your local network. It’s generally sold as a no-brainer security measure.
The type of encryption in use is a matter of choice, which does turn out to matter…more on that in
a bit.

This is clearly such a great idea! There are so many articles out there, all praising the many
virtues of VPNs. They’ll protect you from your ISP. They’ll protect you from Wi-Fi networks.
They’ll quite possibly butter your toast. (Or maybe not that last?)

But few ever ask the question: who runs the VPN? Is that company spying on you? If some
company you’ve otherwise never heard of is promising they won’t actively spy on you, and saying
they don’t log user activity either…is it even close to true? Isn’t that just a matter of trusting a
stated policy? We talked about company policies and their often iffy relationship to reality earlier.

Let me just point one thing out right now: setting up a VPN server that people can connect to is
actually pretty easy. I could go do it. In fact, I could (personally!) set up a lot of them, in lots of
different countries. It’s just a matter of configuring servers in other people’s datacenters. Very
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little effort required! And I can do it all from my laptop. From anywhere with internet access. For
very little money.

So, if I happened to be possessed of a snooping turn of mind…why wouldn’t I get started in
that business? Seriously…it’s easy to do. If I wanted to be an ISP instead, I’d have to have things
like a known physical address and business relationships with my service provider(s), and they
might actually care about whom they’re dealing with. As a VPN operator…not so much. I might
not even have to do my own sales!

All the talk about using VPNs to avoid ISP snooping, and random Wi-Fi snooping, is
reasonably accurate. But the thing is, that “secure” tunnel that the VPN gives you has an endpoint
—at the VPN server. So whoever’s running that server can see all the traffic going in and out. Is it
encrypted? Does it identify you? Those answers depend entirely on considerations that are
completely separate from your VPN choice. (If any.)

But here’s another thing: VPNs aren’t necessarily very secure. The American NSA, at least, has
been successfully targeting them for years. Bear in mind, too, that the NSA seems to think it can
store all encrypted data indefinitely, just in case they can crack it later. This means they’re doing a
couple of things—logging VPN sessions, and decrypting them.

So what if your VPN provider doesn’t keep logs, if it turns out at least one government agency
is doing so? Here’s a discussion of a recently discovered backdoor allowing “a knowledgeable
attacker” to eavesdrop on VPN traffic. Supposedly the FBI is investigating that, about which I
offer no opinion. Perhaps the dust will settle there, meaning most tech writers will decide to
believe some story or other, by the time you read this book? Meanwhile, here’s some discussion
of a 2011 document published in 2015 about the UK’s GCHQ’s capabilities against surprisingly
similar equipment. Though, to be fair, that equipment’s widely used and likely to be targeted by
lots of people. Yay?

Let’s suppose you use a VPN anyway. It’s not necessarily a bad decision. In spite of the above,
you may nonetheless be (currently) protected against copyright-infringement hassles when you
download movies (or when someone else does, using “your” internet connection), which may be
all you actually wanted out of the VPN to begin with. Also, since when you visit a website (such
as, just to pick an example at random, Facebook) your IP address will (probably, but you might
want to test that) appear to be that of the VPN server. Thus, you’ve achieved at least partial
anonymity as to your physical location. With regard to the particular websites you only visit via
the VPN, anyway.

And even if you don’t particularly trust your VPN provider? Well, using the VPN means you’re
still more nearly safe from the dangers of local Wi-Fi networks and such. (Much more on those
dangers later in this chapter, and also in Chapter Eight).

So, if you’re concerned about lots of websites tracking your physical location? It may be
worthwhile to use a VPN just to prevent that. I think it probably is.

True, the VPN operator will potentially know your physical locations (from your original IP
addresses, and maybe also from your billing information) and quite a bit about your internet
usage, but at least that information will be concentrated in one spot instead of being spread all
over the internet. Well, one spot plus any monitoring done by whoever manages the datacenter
your VPN operator’s server is in, plus any monitoring done by whoever sold the datacenter their
internet connectivity, and oh yeah: plus any government-type logging. If at some future point it
turns out that government agencies learn to share even more data than they do now, well, that
copyright-infringement protection you counted on the VPN to provide may turn out to be illusory.
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On the other hand, that day may never come. So, download and be merry. I guess.
Still worried? You can take this a step further and chain two or more VPNs if you want, so the

first VPN provider knows your physical location, your payment method, and the fact that you use
the second VPN provider, and the last knows only the fact that you’re also using the previous
VPN. Oh, and everything knowable about your internet usage once it escapes the chain of VPNs. If
you want. Though they’ll all also have some sort of payment information on file…more on that in
Chapter Five.

Or, along the same lines, you could combine Tor (next section) with a VPN. Or with more than
one VPN.

You could also just drive yourself thoroughly insane with this stuff. So let’s keep looking at
options for a bit longer, before we settle on a clear strategy.

Another point of interest: some sites block access to VPN users. I generally get around this by
various means, including the use of Tor exit relays (next topic) that happen not to be blocked at
the moment, or I’ll try a different VPN server, or I’ll try cached or “proxied” versions of websites
available from some search engines (a later topic). Or sometimes I’ll just quit trying to read
anything from a particular site. It depends on what they have to offer.

Bottom line: I wouldn’t expect a VPN to do much more than provide (imperfect) location
anonymity, hide certain activities (such as, for chrissake, the content of your email) from your
ISP, potentially prevent your ISP from choking off activity they don’t necessarily like (*cough*
Netflix *cough*), and protect against many Wi-Fi-related attacks. But they are useful for at least
that much, and (you’ll have to test this as you go) often without much of a performance penalty.
You’ll have to decide for yourself how far you trust VPN providers vs. wireless networks and
ISPs. And how much faith you put in the encryption itself as a guarantee of anonymity.

It may be important, too, to remember that your use of a VPN is fairly obvious, to both ISPs
and the websites you’re trying to reach. I mean, if people block your access to their websites, or
auto-spam any comments you post, because you’re using a VPN? It stands to reason that there are
lists of VPN endpoints. And your ISP can see that all your traffic’s encrypted, and they too can
compare data to a list. Yes? So, they’re quite aware.

If you’re going for maximum anonymity, a VPN by itself has some fairly obvious
limitations…and so does everything else. This game’s all about making informed decisions.

So let’s cover something else.
 

The Onion Router (Tor)

Now, the Tor project developers are pretty impressive. I’m tempted to call them the unsung
heroes of the internet. Not because nobody ever says nice things about them, because many do.
But because I don’t know of any actual songs.

Maybe we should write one! Here, I’ll start it off: Tra la la, Tor is cool… (You can take it from
there, right?)

Okay. Sorry. Ish. Anyway, if you’re after a reasonable degree of anonymity while browsing the
internet, Tor really ought to be part of your toolset. Tor is sometimes slammed by people talking
about the “darknet” and “hidden services” and so forth, but…that’s the downside of free speech,
and freedom in general: free people are going to say and do things you and I don’t like. On the
other hand, “freedom for other people” doesn’t really work if we insist on adding the “as long as
they agree with me” rider to it.
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So. Tor was originally developed as a US Navy project, and is still largely funded by several
rather prestigious organizations and people—it’s also funded by, amusingly to my mind at least,
one North American ISP that wishes to…er…remain anonymous. (You can’t make this stuff up.)

For all those who complain about criminals and such, let’s not forget that the US Department
of State has been supporting Tor financially since 2013, and has apparently committed to doing so
through at least 2016. Whether that confirms or argues against the “den of criminals” image Tor
has in certain circles probably depends on your view of the US State Department’s other actions…
but that, too, ought to be a topic for another book. (Take Back Your Diplomacy: The Barefoot
Anarchist’s Guide to Unofficial Regime Change?)

From here on I’m going to just assume that, if you’re reading this, you’re at least open to the
notions of privacy and anonymity and achieving them via Tor. Let’s get on with how it works.

But let’s take a moment first to consider one thing: this is probably the most complicated
section of the book. It’s not strictly necessary that you even read it...unless you want to know how
Tor works. And how it might be dangerous, unless used carefully.

So here’s the TL;DR (“too long; didn’t read”) version: you should use Tor often, but only via
the Tor Browser Bundle, and never to log in to a site to which you otherwise identify
yourself...unless, possibly, you’re sure nothing about your current browsing session really needs
to be private. And you’re basically using Tor just for fun at the moment. In which I see no harm,
as long as you’re aware that you’re inviting folks to monitor and/or hack your computer. Which
you may also be doing for fun, if that’s your thing. And also? Please don’t believe so strongly in
your anonymity-because-Tor that you do something that would otherwise be dangerous. It’s more
complicated than that. You’ve been warned.

That said? I’m going to dive in. If the above was enough for you, there’s no harm in skipping
ahead. It’s just that I see a lot of people making claims about Tor that strike me as dangerous, and
if you don’t plan to follow the above advice...well, I think you may benefit from the rest of this
section. Even if you have to actually click on links to see what other people have said on the topic!

Do you remember the concept of VPN chaining I mentioned in the last section? The idea was
that you connect to the first VPN, which will know your originating IP address. Then you connect
to a second VPN, which will know that you use the first VPN. If you then connected to a third
VPN, the second one would only know (we’re ignoring payment information here) that you were a
user of the other two. The third would know you were a customer of the second, and would be able
to analyze your outgoing traffic.

Tor does something like this—only it’s better. Your internet traffic, by default at least, goes
through at least three nodes (or “relays”) on the Tor network. It’s like the chained-VPN idea,
except that there’s no payment to worry about (Tor is free to use) and you (usually) use a given
route through the Tor network only for connections opened in a given ten-minute window. After
that, new connections travel via a new route. Which I have to say is a pretty neat idea. So, if
everything is working properly:

 
The first relay only knows your IP address and that of the second relay.
The second relay only knows it’s seeing traffic between the first and third relays.
The third (or “exit”) relay knows the IP address of the second relay…and can see your
internet traffic (more on that later).

 
The principle here is that using all these relays will make your traffic harder to monitor. But if
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all of the Tor relays, or just a lot of them, are controlled or monitored by the same entity? Well,
Tor’s pretty useless in that situation. At least, as far as hiding from that entity goes.

Or if you’re accessing some resource over Tor, and all access to that resource is being
monitored, and you’re already being monitored by the same people? Or by people who have
access to that data? Well, the fact that you’re using Tor at the right (wrong) time might be all it
takes to “nail” you. Tor, like nearly everything in the “anonymity” space, works much better when
you’re not already being actively targeted.

Though there are some more neat features that might help. You might use Tor via what’s called
a “bridge” if you’re connecting to Tor via a network that either monitors or blocks your access to
the Tor network’s known IP addresses. Even so, a sophisticated “opponent” (or your ISP) might be
able to identify Tor traffic…which is why the Tor project makes tools like “obfsproxy” available.
Obfsproxy disguises Tor traffic. Or tries to.

I want to say this, though: unless you’re in China or another location that makes it impossible
to browse the Internet at all without having to choose between jail and Tor or a similar technology
(incidentally, there are a lot of for-real people in China, so it would be nice if people would shut
up about Tor being evil-because-terrorists), and the basic tools therefore won’t work for you…and
maybe even if you are in such a place, unless browsing the internet or sharing data is very
important to you for some reason…once you start deciding you need stuff like obfsproxy, you
really ought to consider just not doing whatever you’re into that seems to require anonymity. At
least until you’re on some other network, maybe? It’s so easy to make a mistake. Either become
an expert, or leave the fine-grained tinkering to those who are. Just my two cents. (Bonus points
for deciding to become an expert, though!)

Cool feature: Tor is not just for reading other people’s websites! There are also “hidden
services” (that link will only work via the Tor browser…see below), which are essentially
(ideally) anonymous websites. Rather than just browsing anonymously, you can use Tor to host
whatever information you like. It’s not necessarily impossible for a hidden service to be traced—
the American FBI has done it, though I don’t believe the official explanation as to how that
actually happened. But these hidden websites are not outed very often.

Caveats abound in any search for anonymity. For instance, Tor’s “connections” can be re-used,
and can sometimes end up having a lifetime much longer than ten minutes. Which can, it turns
out, be problematic for your anonymity. Tor will totally fail to hide your identity (though it will
still obscure your physical location) if you use it to log in to a website under a name that can be
traced to you. Like, you know, Facebook or something. (Incidentally, Facebook is available as a
hidden service via Tor. No, I’m not kidding. I have to say: I think somebody is a bit confused
about what “anonymity” means. Maybe it’s…me? If so, I apologize and you should probably get
your money back for this book. Have a nice day.)

There are other issues with using Tor. The network itself does absolutely nothing to protect
against data-gathering schemes like PRISM, because that is specifically set up to gather
information from the websites you’re visiting—how you got to the website doesn’t change the
data you made available to it (except for your IP address).

Tor is not a good idea for BitTorrent traffic either—many Tor “exit relays” will block
BitTorrent outright, so it just won’t work. But BitTorrent over Tor also lends itself to various
attack methods that may pierce your cloak of anonymity.

The Tor network by itself also won’t protect you at all against browser fingerprinting (Chapter
Nine), which may well be identifying you uniquely every time you visit a website. Nor will it
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protect you in any way if you’re looking at a website capable of infecting your browser with
malware, or doing anything else that’s otherwise unsafe.

On the “browser” front, though, here’s some excellent news: the easiest and generally best way
to use Tor is to download the Tor Browser Bundle. The “bundle” contains a hardened version of
Firefox that has been customized by the Tor team to communicate via the Tor network. It still
identifies itself to websites (that “fingerprinting” thing again), but as long as you don’t mess with
its settings—and even resizing the browser window is discouraged—it will, effectively, identify
you only as one of millions of Tor users. Until you log on to your Facebook account, I mean.

Okay, maybe I should shut up about Facebook. But I do want to say something else on that
topic. I use Tor all the time, specifically and only for location anonymity. I have another
customized browser that does various things to protect my privacy somewhat, though almost
certainly not as well as the Tor browser would. That browser uses an instance of Tor (separate
from the one used by the Tor browser) that I have running all the time. This lets me install and use
plugins and add-ons I find helpful in my less-secure browser.

I use my permanently-installed version of Tor for other things, too, such as my Dropbox
account. I don’t think I can totally hide my identity from Dropbox…I do have the account under a
false name with a somewhat goofy payment method, and I connect to it via Tor, but it also has all
the original versions of my books and stories! But I can, at least, keep my physical location
private. (More on encrypting cloud storage, and deciding what to encrypt, in Chapter Ten.)

I also have my own mail server, so anything connecting to that is generally either another mail
server or someone I know pretty well, even if it’s not actually me at the moment. I don’t think I
can successfully hide in the midst of that traffic! But I access the mail server via Tor anyway, just
for location anonymity. I mean…why not?

The point of the above is that for certain connections (such as, potentially, ahem, Facebook?),
total anonymity is just not practical. So I use my always-running less secure instance of Tor for
those connections.

Then I use the Tor browser, which has its own separate instance of Tor running, for everything
else. Using separate instances of Tor is actually pretty important to this scheme—if I screw
something up and can be tracked via one of them, the other may still be protecting me. (Assuming
it’s actually “important” for me to amuse myself by browsing Amazon for coffee beans in a
location-anonymous way before actually purchasing them and having them shipped to my house…
which it clearly isn’t, and in fact could in principle be pretty dumb, which is why I have a separate
browser and Tor instance for that sort of thing. Because why should Amazon, even if they do have
my name and address, also get to know where I am all the damn time?)

There are yet more issues I should mention. For one thing, many websites block many Tor exit
relays, meaning you can’t just browse to them via Tor. Or they automatically “spamify” (I like it,
that’s why) blog comments from people using Tor exit relays. I think that’s wrongheaded (folks in
China shouldn’t get to see their content, or respond via a comment?), but it’s true. Though I can
often get around these filters via either a new circuit and therefore a new exit relay (easy to do in
the Tor browser!) or via some other proxy that doesn’t reveal my IP address (more on that in
Chapter Nine).

And browsing via the Tor network is often (but not always) slower than browsing normally.
Worst of all, there are people out there who will try to sell you, or convince you to build, a “Tor

router” sort of device if you’ll fall for it. The supposed benefit is that the device will
automagically send all your internet traffic via the Tor network.
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Purveyors of these devices will claim this will, all by itself, make your browsing anonymous.
There are so many problems with that…my fingers are spasming a bit right now, clearly afraid of
all the typing to come. (And, incidentally, the article in the last paragraph’s first link above is
wrong about how Skype over Tor works too.) I’m not the only person to point out some of the
flaws below. But here goes:

 
Your browser, if it’s not the Tor browser, will still give out a huge amount (Chapter Nine) of
information about itself. And, almost certainly, that can and will be tied to the majority of
your browsing history. That ain’t even close to anonymity.
Internet Protocol (or IP, as in “IP address”) traffic is generally divided into two major sub-
protocols. One is TCP, and the other is UDP. Most website-type traffic is TCP, which works
just fine over Tor. But Tor does not support UDP traffic at all. UDP is mostly (but not
always) used for “fire and forget” stuff that doesn’t all have to arrive perfectly, like (most
but not all) voice or video data. So, if you’re accessing some internet resource that uses
UDP, are you—as a Tor router customer—even aware of it? Does your new router block all
UDP traffic (annoying and hard to understand for most customers), or does it let the UDP
traffic through unchanged (thus revealing your IP address, because you’re obviously not
using Tor at all for this)? How do you find out? (You can, but you’ll probably need to
“sniff” network packets, which is not for the faint-hearted.) And hey, guess what? A lot of
VPNs are set up over UDP. Is yours? Does that mean UDP will be blocked so your VPN
doesn’t work at all, or that it’ll pass through so you’ll think you’re using Tor via the router
when in fact you’ll be bypassing Tor entirely? Which of those would you prefer, anyway?
Kind of a tough call. And it’s a fundamental flaw with the router notion.
Sure, your VPN can be set up to work over TCP instead of UDP…sometimes. Maybe. For
the users this sort of thing would trap, the ones who simply don’t understand these issues
(not you, though!), that doesn’t help a whole lot. Another downside: unfortunately this
setup, even over TCP, means that you’ll probably end up using Tor only to connect to your
VPN server, which adds very little benefit to just using the VPN by itself (especially if
you’re paying for it via a credit card in your name or something similar)—and it would
really hurt the VPN’s performance otherwise. If you want to combine Tor and a VPN, it
makes far more sense (just my opinion, here) to connect to the VPN first, and then browse
from there via the Tor network. Which is what you’ll get, without even trying, in nearly all
setups that don’t use a router-type device to access the Tor network.
Tor can be set up in many, many different configurations. For instance, it could always use
the same initial relay (aka “entry guard,” but you don’t really need to know that). Or always
the same exit relay, which is far worse for you. It could set up a new “circuit” for new
connections every ten minutes, as a standard tradeoff between anonymity and
convenience…or, to keep users maximally happy performance-wise, it might be set up to
use a single circuit indefinitely. Maybe it’s even using only a single relay, which is owned
by the person or organization who sold you the router! Do you want to dig into code and
configuration files to find out? If so, why’d you buy the thing instead of building your own?
I’m far from an expert on Tor configuration, but I’d be done with the basic setup in less than
half an hour. These things are both less and more complicated than they appear.
What other software is set up on that router? Do you know? Can you configure it yourself?
How easy would it be to hack the thing? How much testing do you plan to do? In other
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words, how far do you trust the person who sold it to you? Is the person both honest and, you
know, competent? I’d say that person’s actually most likely neither of the above. Though
possibly one or the other. Definitely not both (see below).
How is that router going to be updated? Will it be updated? Does that mean you’re letting
somebody run arbitrary code (also known as “updates,” but how do you know?) on a device
that gets to see all your network traffic? How secure is that update method? How do you
know? Or...will the router just sit there and get out of date? The Tor developers release new
code fairly often.
You may notice, amongst all the claims of insta-anonymity, that stuff like “but don’t use
BitTorrent ever” doesn’t get mentioned. Hmm.
Use of Tor, or even the Tor website, or maybe even just reading online articles about Tor, all
by itself, is apparently sufficient grounds for outfits like the NSA to collect information
about your activity (as if they weren’t doing enough of that already). So I don’t think you
ought to use Tor in ways that make identifying you really easy for people like that. The Tor
routers seem deliberately designed to discourage caution. I don’t approve.
Tor’s exit relays are horrible places to point people who don’t understand what they’re
doing. The Tor Browser (which the Tor router customers are not using) does a lot to help
protect its users. But a Tor router by itself is, in my opinion, far less safe than using nothing
at all for most users. More on that in a bit.

 
To put it as bluntly as possible, I think the people selling these routers have to be either

outright liars or technically incompetent. If they don’t know enough about Tor to understand why
the router is a terrible idea, at least without a long string of warnings (which would invalidate
their “just do this one thing and you’ll be anonymous!” sales pitch), chances are good they’re
screwing up the system in other ways too. Which is painful to think about.

If they’re dishonest enough to lie about the degree of anonymity these routers provide, and
disguise the other dangers, and deliberately put people who believe them, people who actually
need to be anonymous for whatever reason, at risk…I suspect you, at least, will probably be better
off not using something they want to sell you. Y’know?

Remember the Tor exit relays? The last hop in the Tor network for a given circuit? Well,
remember how I said it would be really easy for me to set up a VPN business, and if I chose I
could use that to snoop (or at least try to snoop) on my customers? Well, for that to work I’d also
have to get customers. And get paid, and spend money, and do all that business stuff. That’s a lot
more work than just configuring a server.

What if I’m just some random snoopy geek? Or what if I’m an intelligence service on a budget,
or with a strong desire to defeat Tor’s anonymity? Well, I can set up my own Tor exit relay! Or a
bunch of them! Or even non-exit relays, just to try to identify Tor users’ IP addresses! In fact, it’s
really easy to do this (though the Tor folks are working, somewhat paradoxically, on improving
their monitoring systems to protect the Tor network users’ anonymity against various forms of
attack).

Exit relays are not always a popular move with law enforcement types, but it can take less than
five minutes per relay to set them up. It can even be automated. Because, yes, some people
automate server deployment these days—the limiting factor isn’t “how many can I create?”…it’s
“how many can I create without the Tor people noticing and shutting at least some of them out of
their network?”
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Once I have even a single exit relay set up (which I could do right now, on my laptop, while
using a coffee shop’s Wi-Fi so I don’t have to worry too much about future legal hassles that
might arise due to the type of traffic some Tor users are into…if I happened to feel like it…
though, you know, too bad for the coffee shop owner), I can start looking at people’s traffic right
away—specifically the traffic they decided they’d rather keep anonymous! I don’t have to do
anything more complicated than use a wizard, or modify text files, if I want to do it right this
second! (Cue evil laugh!)

Think all of the people whose traffic’s visible to me as it passes through my exit relay, now
that I’m totally being the villain of the piece, are doing it right? Not making any mistakes? Well,
good for them. I guess. Even then, Tor is not perfect and should be (says me) considered a useful
tool…not a complete solution.

So. It’s totally safe to tell people to use Tor any old way, right? They should just buy and use a
Tor router? Because this isn’t actually both misleading and dangerous? They’ll finally be able to
defeat [whatever] and browse anonymously. Yay!

Crap. It’s all crap.
The worst offender I’ve yet seen is eBlocker, which according to its CEO in comments replying

to me—and you get to see me lose my temper a bit at that link—combines the idea of a Tor router
with a device that sits in your home network and intercepts all your supposedly-secure web traffic.
Check out “‘Secure’ Connections” in Chapter Nine, which is about web browsing, and you may
see reasons to dislike this idea. Spoiler: you’ll no longer have any information at all about the
digital certificates of the websites you visit, which means you’ll have no way to know whether
they’re actually the sites they purport to be. And there are other issues, about which I ranted.

Note: the blog post I commented on above? Its author thanked me for following up after
eBlocker’s CEO weighed in, even though my comments disagreed with his original post. Not
everybody will do that. I think it’s worth keeping track of the ones who will.

Go ahead and use the Tor Browser Bundle, though, as long as you’re not doing it in a place and
time that will focus attention on you (such as from a computer at work, maybe). It’s easy to do.
But don’t use it to log in to anything with an account you’ve used before, or an account using your
real name, if anonymity actually matters to you. Use a different browser for logging in to sites.

If you want to use Tor in other ways, by which I mean using it without the browser bundle, that
may be okay (I freely admit that I do this myself)—but you’ll need to put some effort into
learning how. If you don’t put the effort into learning, you’ll be making mistakes. If you want to
be completely anonymous at all times, which is actually impossible—I’m assuming we can agree
by now on that much—then you have no need to log in to anything anyway. Right? Because
logging in to a computer system is not especially compatible with anonymity. For some reason I
find myself pointing this out fairly often. People are a bit weird on the subject.

That said, there are a couple of other options available, besides the browser bundle, and I
should probably mention them. One is a complete operating system, designed to use Tor whenever
possible and do other things to protect your identity. It’s called “Tails,” and I’ll discuss it under
“Operating Systems” in Chapter Seven. Another choice is a system called “Whonix,” which uses
virtual machines in interesting ways (some of which are functionally equivalent to the “router”
idea above). There are definitely caveats of which you should be aware before using either of the
above. We’ll get into that stuff later.

For now, just use the Tor Browser Bundle (a lot?), and otherwise stay away from Tor. Unless
you want to help improve Tor’s performance for other people, and run a non-exit relay…possibly
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even from your home network? I’m actually not kidding. It’s pretty easy to do, and generally isn’t
as risky as running an exit relay, since all of the traffic passing through it will be encrypted. It
may help to disguise your own Tor traffic, too, at least making it less clear when you’re actually
using Tor as opposed to just letting the relay do its thing…but that’s a pretty weak argument. Use
it only for good.

Anyway, you can always be anonymous just by using someone else’s Wi-Fi network, right? Oh
boy…next section…

 
Wi-Fi Networks

There’s a lot to say on this topic. To begin with, here are a couple of scenarios I need to
address: are you connecting to someone else’s Wi-Fi network, or are you using your own? I’ll just
take those in order…

If you’re connecting to someone else’s Wi-Fi network, here’s my first question: do you really
need to do that? Once you’ve connected, your computer or phone (much more on Wi-Fi and
phones in Chapter Eight) or whatever is now vulnerable to attack by other devices on that network.
This is especially true if the network isn’t using something called either “access point isolation”
or “client isolation” (which I’m going to just call “AP isolation” from now on), which in theory
will restrict communications so each device can “see” only itself and the router—meaning your
friend’s home network probably isn’t set up this way. It would mean he couldn’t do wireless
printing from his computer, right?

So anyway, you think you’re secure because you connected to the network using a password, so
you know it’s not completely wide-open, and maybe you decided to run a tool like Wireshark to
look around…now you’re breathing easier. You don’t see any traffic except between your device
and the router. Whew! Effective AP isolation! That keeps you safe from all kinds of stuff.
(Incidentally, the effectiveness of AP isolation varies between vendors, but it’s unlikely—says me
—to ever be harmful in this context.)

Only…not so fast. How do you know you’re connected to the “right” network? Did you ask a
coffee-shop employee what the network name was supposed to be before connecting? Just in case?
Whew!

Only…what if someone—anyone!—else knows that too? Like, you know, every customer in
that coffee shop before you came in? Then maybe they’ve set up their device to create a more-
powerful Wi-Fi access point with the same name. So maybe you connected to that instead. Maybe
they’re then forwarding that traffic along to the original router, or to some other device that can
connect to the internet, so your internet access works just fine. Maybe that means the attacker is
looking at all traffic in that coffee shop, and has access to your device so they can start scanning it
for vulnerabilities. In theory some of this could be noticed by a really good intrusion detection
system, but do you think the coffee shop has one of those? Or do you think the employees would
use it properly, even if it was there? Yeah, me either.

There’s also a type of attack where an attacker basically grabs the network identifier (aka
BSSID in this case), then bumps users off the original network, then pulls the same high-powered
trick to have them connect to his device instead. So this works even if he or she shows up after
you do (though maybe not if the network’s using AP isolation—but in that case it’s not very hard
to jam a Wi-Fi network and get you to reconnect to the attacker’s access point anyway). If the
attacker has the original password for the original Wi-Fi access point too, and sets his/her network
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up to use the same one, just what protection do you think you have, again? You might not ever
notice it happened. In fact it’s pretty unlikely that you would.

But you know what? This isn’t the end of the world. If your device has a decent firewall set up,
and perhaps you connect to the internet via a VPN or Tor or some other scheme, you may well be
mostly okay even in these scenarios. Even if you just have that firewall, while it’s true that
somebody might be logging and reading all your unencrypted internet traffic…it’s not as if the
coffee shop owner, and the coffee shop owner’s ISP, and some unknown number of other people,
couldn’t do that already. Right?

That firewall’s pretty important. Most computers have them set up by default. Though there
was the time a friend of mine, a network engineer by trade, was sitting near me. Her laptop was
running Linux, and she figured she’d be safe, kind of automagically. She forgot a couple of things,
though…she hadn’t patched her system lately—understandable in some circumstances!—and,
worse, she had file-sharing set up and running. Let’s just say I had fun and let it go at that. (No, I
don’t actually do this stuff a lot. But, see, it was a friend.)

You really need that firewall set up (I have a tool I like very much, for you Windows people—
it’s in Chapter Seven, on Operating Systems). And then you need to remember you’re taking your
machine into a potentially hostile environment. For one thing, maybe it’s the coffee shop owner
who’s the snoopy hacker to begin with. Maybe that’s why she got into that business, even. Who
knows? I don’t.

Um, by the way? There’s also Metasploit. You really, really need that firewall to be up and
working. If you’re running something like a web server on your device, or you’re sharing content
from your device in any way, you may have a real problem. So let’s assume you’re not doing any
of that. Because you’d never ever take a device with those potential weaknesses into a stranger’s
Wi-Fi network…even if you’re, say, a software developer and you actually do it all the time.
Ahem.

There is much more about the dangers of public Wi-Fi, or even turning on Wi-Fi on your
device in public, in Chapter Eight under “Phones and Wi-Fi”…I think it’s well worth reading even
if you intend to restrict your use of such networks to your laptop. But, hey, it’s my book. Of
course I think all the sections are worth reading. Anyway, you’ve been warned.

Okay. Now let’s move on to the other situation: you have your own Wi-Fi network. Maybe
you’re making it available to other people, and maybe you’re not (intentionally) doing that.

Suppose you think you’re okay with your “open,” aka unsecured or unencrypted, network,
because people’s web browsers get directed to a payment page. Maybe they have to pay every two
hours, or every twenty-four hours, or whatever. Well, that one’s often pretty easy to hack: a
freeloader just looks at the MAC (aka “hardware”) address of someone who’s using your service,
all paid up just as you wanted…then the freeloader changes his own device’s MAC address (a one-
line command on many devices), which is almost certainly how your router is distinguishing
between “paid” and “not yet paid” connections, to mimic the one used by the person who did
actually pay. Now you’re giving this person free access.

Or maybe it’s even easier than that, because your system messes with HTTP traffic (necessary
for websites) only, and redirects people to a payment page. But anybody who uses Tor or a VPN is
tunneling all that HTTP traffic invisibly, and so gets right through without paying. (Incidentally,
on a related topic: a friend of mine once got her internet service blocked by a major ISP,
apparently because she’d been downloading stuff that perhaps she shouldn’t have. When she got
home she seemed a bit embarrassed about it. But I was using Tor from her house all day and never
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even noticed how “blocked” I was supposed to be. I thought it was kind of funny when she told
me.)

Okay, suppose you’re all done with the idea of unencrypted networks, so you’re using a
password and the “WEP” encryption that was once so popular. Well, there’s a reason it’s not so
popular anymore: it’s very easy to crack. (I’ll just note here that some of the pages I’m linking to
use tools included in an operating system called BackTrack. It’s still available. But these days, it’s
generally been replaced by Kali. They’re both built on flavors of Linux, and they have a lot of
hacking-type capability built in…which is legitimately used for what’s called “penetration
testing” by security professionals. They’re also free downloads. And all the tools are available
separately, too. And free.)

Okay. You caught on to that one, so now you’re using WPA2 encryption instead. But…er…
your particular router (among many, many others) has a feature called “Wi-Fi Protected Setup” or
WPS. Unfortunately, that basically amounts to an 8-digit PIN that will help to set up a device on
your network. Guessing that PIN generally only takes an attacker a few hours. Um, you might also
want to be aware that the PIN might be on a label on your router, so it won’t really matter that you
changed the password if anybody can see that label. Or has a few hours to kill. And not all routers
will allow you to turn off WPS—though sometimes their software will tell you it’s off. When it’s,
you know, not. Eep?

Or maybe you got lucky and your device doesn’t have that capability (or you successfully
turned it off, or—better—you installed new router firmware as I suggest below). Whew! Only
there are still tools that might get the job done. Not every time…and, you know what? A really
good, long password with weird characters in it will give you lots of protection here. Not perfect
protection, but it’s worth trying. If you’re curious, you can always try to hack your own network to
see how you did.

Suppose your system is properly encrypted, and uses AP isolation to protect your customers
from each other (good for you!)…but then it directs people to a payment page, and once they’ve
paid it gives them a password that’s good for a certain number of hours—so they can just enter
that if they get kicked off the network, right? Well, suppose someone else sets up a network
identifying itself identically to yours, and shows something that looks like your payment page,
and then grabs the first password someone enters? Hmm. That’s kind of not actually
preventable…the fake payment page turns itself into a backdoor to your Wi-Fi network, doesn’t
it? Is this a huge issue? Maybe, and maybe not. Depends on how often it happens, I guess. Also
bad is if someone fakes the part about charging people’s credit card numbers, but does collect
them for later use, and that comes back on you later.

All right, let’s just accept that trying to charge people for Wi-Fi access doesn’t always work
out so well (and handing out a password long and complicated enough to defeat hackers might
alienate customers, too, while we’re on the topic).

Let’s look at your home network instead. Much simpler, right? You’re using WPA2, and WPS
is either turned off or (better) not supported by your router. You’ve got a really, really long and
complicated password for the network. Just for fun, you’ve actually tried to hack the thing with
tools like the ones I linked to above. And failed! Yippee!

So, are you safe now? Maybe! Um, who else has connected to your network? Have you changed
the password, like, ever? Because your Great-Aunt Matilda really, really needed to log in to
Facebook when she visited three years ago, and her computer’s been hacked by nearly everybody
at one time or another. You’re actually semi-okay even in this scenario, though, because it’s fairly
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unlikely that all the people who can now see her pictures of kittens whenever they want also live
close enough to you to get into your Wi-Fi network. Whew!

Though it’s probably worth mentioning that people don’t have to be quite as close, if they’ve
got a coffee can handy. This doesn’t really fit into the “security” or “privacy” themes of this book,
but it is pretty easy to make a long-range Wi-Fi antenna that way. I’ve done this, and it worked
quite well. Maybe you’ll need one sometime. Or not, but it’s a fun sort of thing to know. And,
yeah, this is pretty much the only reason I mentioned Great-Aunt Matilda and her computer to
begin with. Except that I also like the name “Matilda.” Sorry about that.

I’m definitely not going to say that your home Wi-Fi network might be attacked from miles
away. But…

So, you’re reasonably safe now? Well, maybe! What devices are connected to your network?
We used to have an electronic critter called a Roku, which worked well for streaming TV shows
and movies from various online “channels.” Well, the Roku wanted to sit on our Wi-Fi network to
get access to the internet. Separately, it created another Wi-Fi network for its remote to use.

Thing is, the Roku’s not very hard to hack. Given what I’ve told you in this chapter already,
you would probably have succeeded at cracking its Wi-Fi without much effort…if you’d cared to
try at all (its WPS PIN was “00000000”). And once the Roku is thoroughly under someone else’s
control…well, that gives an attacker access to your Wi-Fi network, doesn’t it? Maybe, from that
platform, inside your defenses, an attacker can start corrupting your desktop machine. Or your
router. Or…something. There are plenty of tools, like (because I happen to know about this one)
the Kali Linux ISO of Doom, that (once successfully installed on a machine in your network) can
help an attacker build a semi-permanent jumping-off point for future hackery. You may have
heard the term “botnet” before, generally in terms of “Hacker X used a botnet to bring down
Service Y” and so forth? Well, you may become a participant. Just to name one possible outcome.

You know what? Even plugging your Roku into a wired network (if it supports that—the model
I got didn’t), instead of Wi-Fi, wouldn’t help…because, if you’ll recall, it generates its own Wi-Fi
network to communicate with its remote. From that network, an attacker would have access to
your wired network. I don’t see how that improves things for you. Also, even without the Wi-Fi,
just how safely does the Roku handle whatever downloads or uploads it makes in order to operate?
Frankly, I have no idea. I’d guess “not very,” though. But restricting the Roku’s access to the
internet doesn’t work well as a solution—I won’t explain why, ’cause I imagine it’s clear enough
when you consider what the thing’s for.

I don’t mean to single out the Roku for any reason except that I have personal experience with
it and it’s convenient for making my point. I could have been talking about, say, an HP printer just
as easily. The point is, devices that connect to your network are, each and every one, potential
entry points for attackers. It’s not just devices that create their own Wi-Fi networks, either.
Although, in my opinion, you should be very careful with all such devices; a couple of potential
fixes are below.

To go back to HP for the next example, your devices may be especially vulnerable if they have
“cloud” access…or, in other words, if they’re able to reach out to the internet on their own as I
mentioned a moment ago. Did you notice that, according to that last link, it may be possible to set
inadequately protected HP printers on fire? Remotely? Neat stuff, yes? I mean, theoretically. Not
something you want to try on the annoying neighbor. Fires can spread!

Let’s also think about what it means to have “black box” devices (meaning we don’t really
know what code they’re running) attached to our network, with internet access, at all. Never mind
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attackers—how far do you trust the device manufacturers? Let’s not forget that Sony, not a small
fly-by-night operation, once inflicted rootkits on the buyers of CDs who were foolish enough to
try to play them on their computers. In the name of copyright protection, Sony modified users’
operating systems to interfere with CD copying. This created new weaknesses, which were
exploited further by (other) hackers—oh, and the infected devices would also “phone home” to
Sony with information about which CDs people listened to. This kicked up quite a fuss…so I’m
not sure why we should now assume both competence and good intentions on the part of all device
manufacturers, when it seems quite probable that either would sometimes (often?) be a stretch.

Generally, people assume the devices they buy don’t come with evil agendas, you know? But
hey, sometimes they do. And it’s not just Wi-Fi stuff that’s vulnerable. Your car may be pretty
easily hackable too. But that’s…another book? (Take Back Your Automobiles: The Barefoot
Anarchist’s Guide To Buying and Driving Really Old Beaters?)

So, what’s the bottom line on running a Wi-Fi network? Am I saying you shouldn’t do it? No,
not really. That’d be damn inconvenient, and besides it won’t help if you plug a device into a
wired network that then turns around and generates its own Wi-Fi, now will it? I’m not even
saying you should get rid of your HP printer, though if you do you might end up being able to
make a free Wi-Fi dongle out of it… (That was humor, by the way, not an actual suggestion!)
(Although…)

Instead, I’m going to suggest that you consider running more than one Wi-Fi network. One way
to do it is to use more than one Wi-Fi router. But if it’s within your budget/abilities/interest, I
strongly suggest that you get a router running open-source firmware. I personally use DD-WRT,
which is free. It can theoretically be installed on many commercial routers, quite possibly
including yours. But if it can’t, or if you don’t feel up to the challenge, you can buy routers with
DD-WRT pre-installed. (I’ve never done this, so I can’t recommend any particular vendor.)

What does installing the new software get you? Well, for one thing your router won’t be
vulnerable to the WPS “PIN” attack I mention above. Another benefit is that you can enable AP
isolation in your own network. That doesn’t necessarily help you if you want to print wirelessly,
because that does sort of require having at least one other device talking to the printer! But with
this software you can actually set up several “virtual interfaces”—meaning that a single router
will create what appear to be separate Wi-Fi networks. That’s how I handled my Roku, by the
way: I just put it into a separate network, named “irritating” by me, which enforced AP isolation. I
then created another virtual interface (or separate Wi-Fi network) that did not use AP isolation,
but also did not have access to the internet. Our Wi-Fi printer connected to that. It was a little
inconvenient to have to switch to the printer’s network whenever we wanted to use it, but it wasn’t
all that hard to do. I handle other devices similarly, depending on my estimate of the risks and
benefits involved with different sorts of network access.

Instead of configuring a single router to do all this, you could (a) get a new router for your
home network, and plug it into the one you got from your ISP, then (b) plug yet another Wi-Fi
router into the one from your ISP, and let devices like the Roku connect to that network—so they
still have internet access but are somewhat isolated from the rest of your home network, and (c)
set up yet another Wi-Fi router that’s not connected to the internet at all, and put any devices you
have (like a network printer?) that you need to connect to via Wi-Fi, but that don’t actually need
internet access, on that network. If you can, it would be good to turn off the Wi-Fi on the router
you got from your ISP, too, since you’re not using it anymore.

It costs a little bit of money to do this, but not all that much. You do need at least one router
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that will let you set up AP isolation, though…or you do if you connect more than one device to the
(b) network above—the one with internet access but not with access to your home network. Or
maybe even that’s not true…do you really care if your Roku is trying to hack into your Wi-Fi-
enabled thermostat? Or your Wi-Fi-enabled light switches? Well, perhaps you do at that. And
speaking of your thermostat…

(And yes, if you’re some sort of geek—it’s quite possible to put even, say, a printer that
generates its own Wi-Fi network into your home’s Wi-Fi network, give it a static IP address, and
tell your router to disallow communication between that particular IP address, or even a MAC
address, and the internet. But it’ll still be a vulnerable device right in the middle of your home
network. Maybe an attacker could, I dunno, change the IP or MAC address of the printer? Or do
any of several other things, like attack your TV next? Or maybe they’d prefer to start their attack
with your kettle and have it send your Wi-Fi network’s password in the clear? That last isn’t even
a joke, though you might think it would be…check out the link for some grins and additional
warnings, and a use of the clever authentication code “000000,” if you’re interested. Anyway,
make your own decision as you see fit and I’ll be happy about it.)

Maybe this will all seem like a lot of work. You know what? It kind of is. Whether you decide
it’s worthwhile to take these measures will depend on just how inherently interesting you find this
sort of activity, how important it is to you that your systems not get hacked by the first person
who tries, and maybe also on whether you currently believe you’re the sort of person who can
actually take care of these issues.

I think you can do it yourself. If you’re having trouble, find my website and ask me a question.
I may be able to point you in the right direction. Or maybe you can hire someone (after giving
them this book to read?) who can do the work for you.

Another thought: if you don’t want to mess with a separate network for things like your printer,
or your Roku, or your kettle, or whatever…maybe you could just turn them off when they’re not in
use? It’s not ideal, but it’s nonetheless a pretty effective way to protect the rest of your network.
Of course, in the endless pursuit of perfection, you could combine use of the power switch (if
there is one—my Roku didn’t actually have that feature, which kind of inspired me to wonder
about the company’s motivations) and separate networks. And don’t forget the tin-foil hat! Or that
your TV may be listening to you. Oh, but don’t worry about that last. I’m sure no recordings or
transcripts are being kept. By anyone. Because, you know, policies. (Chapter Two.)

Most people have no idea just how vulnerable their systems are. I think you’re quite likely to
understand, by now if not before you started reading, that the usual answer is “very.” The more
techie toys you tend to buy and allow to connect, to anything, the more vulnerable your systems
generally become. This might or might not matter to you, and to my mind you’re the best judge of
your own circumstances. Go forth, and make the call! (Though “Telephony” is actually in Chapter
Eight.)

While we’re on the topic of routers and such—it’s also possible to set up a router to
automatically connect to a VPN. In fact, I strongly recommend it, especially if you’re otherwise
tempted to install some VPN vendor’s software on your computer (which will almost certainly ask
you to authorize “administrative” or “root” access not only for the installer but at all times while
running on your machine), instead of choosing to install an open-source alternative. (I’ll assume
that by this point you can see for yourself why admin-level access for always-on software, written
by unknown parties, might not be ideal.)

Generally a search for the VPN provider you’d like to use and “dd-wrt” will provide all the
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links you need to set things up. Even if you do accidentally install some sort of easily hackable
script on your router (I’ve seen versions that tell the router to pull instructions, over an
unencrypted connection, to run each time the router boots, which means that even if your VPN
provider is being honest with you, it really wouldn’t be too hard for an attacker to take over your
router by changing the code your router receives—sort of the same thing Verizon was doing to my
wife’s email, as I described in the “ISP” section above), at least it’s the router that’s compromised
instead of your personal computer. But I’ll go ahead and further recommend, here, that you find a
way to set up the VPN that doesn’t depend on a script supplied by your VPN provider. Even if that
means you end up with a theoretically weaker form of encryption as a result. Because you
shouldn’t rely on the VPN for much of anything beyond (imperfect) location anonymity anyway.

Here’s an admission: I haven’t yet figured out how to use DD-WRT to configure some virtual
interfaces (aka Wi-Fi networks running on the same router), but not all of them, to connect to the
internet via a VPN. But it’s probably possible. Chances are it’s even easy…I have a theory that
it’s just a checkbox, but I haven’t tried it yet. Meanwhile it’s perfectly reasonable to use more
than one router. And possibly a bit safer than doing everything via a single device, anyway, on the
grounds that hacking one device is generally easier than hacking two (or more) of them. Though it
could work the other way…against any particular hacker, one of your devices might be reasonably
secure while the other isn’t. Nothing in this area is set in stone, so again: you’ll have to decide for
yourself.

Bear in mind that any devices you connect to your home network, especially if you’ve
identified yourself to the company that built or operates them (such as by setting up an account or
“registering” a device), whose traffic does not pass through a VPN or some similar technology,
will (assuming they use the internet) be at a bare minimum telling all the servers they connect to
where you live, and incidentally also which ISP you use. Because geolocation of IP addresses is
cheap and easy. Or, often, even free. Is that important? Beats me. It’s information you don’t
actually have to reveal, though.

I have quite a bit more to say about the information various products send over the internet,
under “Automatic Software Updates” and “Anti-Virus Software” in Chapter Six. Also, the
security/privacy problems when combining smartphones and Wi-Fi are not trivial—that’s Chapter
Eight. (Though, yes, you can mostly avoid them by turning off Wi-Fi when you’re not at home.)

I’ve pretty much completely skipped over “ad hoc” vs. “infrastructure" mode for Wi-Fi
networks you might set up—just go with “infrastructure” any time you have a choice, unless you
know of a good reason to do something else. Which could and probably should mean you always
go with “infrastructure.” Basically, it means a central device will mediate all traffic on that
network. Which might be either good or bad, depending on the circumstances. But most of the
time it’s a better choice (although an ad-hoc network may be much faster, if that’s a
consideration).

But if you’ve never head of either ad-hoc or infrastructure mode, don’t sweat it too much. I
have seen a situation in which a computer was configured by an IT department not to connect to
ad-hoc networks…this was supposed to be a security measure, though I’m unconvinced it was
actually very helpful. So the computer’s user connected to a cellular data network with a
smartphone (which could, in the absence of an enforced IT policy, have shared its access directly
via an ad-hoc network), then “tethered” the phone to a different laptop, then shared that
connection via a network cable, which he then plugged into a standard wireless router. He then
connected his work laptop to the router’s wireless network.
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Voilà. Infrastructure mode, on his so-well-protected laptop, out in a cabin in the woods. And,
I’d argue, not a problem worth thinking about too much—the risks are essentially identical in
either mode, except that “AP isolation” is pretty much unavailable for an ad-hoc network. If
you’re relying on that, well…it only helps a little bit, as I’ve covered above. Differences that only
exist when there’s nobody actively attacking a system aren’t, in my mind, all that darned
important.

So. Summary time!
Go infrastructure if you can, do AP isolation if possible, use WPA2 without WPS if you can,

avoid WEP if possible (though it’s still much better than nothing), use good passwords (and
change them occasionally, and see Chapter Six for much more on passwords), seriously consider
whether offering either free or paid Wi-Fi is actually essential to your business, think about it
before you connect to someone else’s network whether it’s Wi-Fi or wired, be aware of the
relevant risks and mitigation strategies when you allow devices—all of which, including Great-
Aunt Matilda’s phone, laptop, and tablet, are potential weak spots—into a network you control,
and let’s move on to something else.

Oh, and turn off Wi-Fi entirely on devices you’re carrying around, at least until you’re sure you
need it. Just trust me for now on that one. We’ll get back to it in Chapter Eight.



Chapter 4: Downloading Files

Download Sites

This section won’t be too complicated. It boils down to this: don’t use download sites if you
can help it. (Actually, for some operating systems, you can almost completely avoid the necessity
of downloading and installing software from websites at all—more in Chapters Seven and Eight.)

I’m not talking about BitTorrent or Usenet here—I’m talking about the kind of site you go to
that seems to have a lot of “download” links that are largely unrelated to whatever it was you
actually wanted. Any kind of timer that counts down the seconds before you can proceed is a BIG
clue that you’re in the wrong spot.

Maybe you’ve found a site that has a well-written, well-thought-out review of a piece of
software you’re thinking of purchasing. Or downloading as a free trial, or maybe the software’s
open-source and free anyway. Whatever. The thing is, you’re much better off if you will return to
your search engine and find the website of the company (or person) that actually created the
software. Don’t follow the link from that review.

I’m not talking about “intellectual property” laws here. I’m saying that there’s malicious
software out there. For instance:

 
Some sites that are otherwise okay (at least sometimes) will try to trick you into
downloading and installing the wrong software. They’re a bit confusing to navigate, and it
takes a sharp eye to realize what’s happening.
Many times, legitimate software will be “bundled” with other things. (And it’s worth
mentioning that even Adobe’s own installer, from their website, is currently a bit sleazy this
way. Though that doesn’t mean I recommend getting their software elsewhere, either. I tend
to assume that sleaze in one area implies sleaze in others.) Some of these are other semi-
legit bits of software that you might actually want. Again, the software installers can be
more than a bit creepy about how they try to con you into installing their stuff—a button
that, at one stage of an “install wizard,” might mean “don’t install” is suddenly swapped out
at the next stage for a “do install” button. The terms will change as you go along, in ways
intended to confuse you.
Unfortunately, installing (most but not all) software requires giving the installer
“administrative” or “root” privileges. Once you’ve done that, you’ve pretty much trusted
whoever built the installer with everything on your computer. A friend once decided to
install LibreOffice, a very good (says me), open-source, free package that (in my opinion)
more than adequately replaces Microsoft Office. Unfortunately she didn’t notice she was
getting it from a download site instead of from the LibreOffice project’s site. I managed to
uninstall a bunch of spyware she’d inadvertently installed before it was too late, but it was a
near thing. More than once, because friends and family tend to look to me as their personal
(free!) tech support, I’ve ended up wiping hard drives, saving what data I can, and strongly
suggesting that people use a different operating system. Oh, and avoid download sites.
Incidentally, you should probably avoid scammy offers to remove malware from your
computer too. Or speed it up, or whatever. Because they’re…you know…scams.
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There are some good programs out there whose developers don’t have their own websites. I
think that’s a little bit silly (and would provide links along with further argument if this book were
titled Take Back Your Code: The Barefoot Anarchist’s Guide to Owning Your Own Work), but it’s
true. Many well-intentioned people have posted their work at SourceForge or GitHub…or
wherever. Thing is, not all the software on those sites is legitimate. And, if I were in your position
(which I sometimes am) I would do a few searches before trusting a particular download site—for
instance, SourceForge used to be considered legitimate by nearly everybody, but has apparently
changed for the worse. Searching for terms like “[sitename] scam” can be helpful. It takes a bit of
time to check things out this way—but it also takes time to recover once your system has been
infected with something nasty. So you’ll need to make a decision about how to proceed.

I’ll have more to say on this in Chapter Six, when I get into operating systems and virtual
machines. But for now, just remember: as a general rule, you’re much better off if you download
applications (if you must do it at all) directly from the software creators.

Meanwhile, some sites will offer you a “digital signature” along with the actual download link
on their download page. This is a good sign! If you take the time to verify the signature, this will
help to verify that the download process worked properly.

Incidentally, if terms like “digital signature” and “public key” squick you out, because they’re
clearly geek-speak and you’re not fluent? Don’t worry about it—I’m including a (very) basic
encryption primer in Appendix A. For now, you can keep reading. If you want to understand the
terms a bit better, you will before we’re done. These things aren’t really as complicated as they
can sometimes appear.

I know, I know…some people will tell you that you can use the digital signature to verify that
the file you downloaded is the correct one. And you can. Sometimes.

Some downloads happen over HTTP (instead of HTTPS, which browsers tend to label “secure”
connections and are generally at least encrypted anyway), and it’s pretty easy for any attacker
sitting between you and the web server you’re downloading from to modify the file you’re after.
Sometimes there will be a signature you can download, and a public key, all on the same web
page. Maybe some or all of this will be done via HTTPS.

Did you notice the immediate problem with this approach? If an attacker is modifying the file,
the file’s signature can be modified too. If you’re downloading a developer’s public key to ensure
the download is signed by the right developer, and you’re downloading it from the site using the
same method you used to download the signature and the file…I’m going to stop now, because the
point’s pretty obvious. No, wait, I’ll say it: if you can hack a web server or a “secure” connection
to modify a download, and the signature and public key are stored (or even just linked to) on the
same server, you can hack all three with very little extra effort. Which means you may be
downloading a file that was signed by someone else.

So, it helps at least a little if you’re not downloading the public key used to verify the
download from the same website. Many developers use “public keyservers” for the purpose.
You’ll know this is happening when you look at the public-key download URL and see that it
comes from somewhere else. It’s clearly a good idea…but if your “secure” connection to the
developer’s website (assuming it’s HTTPS rather than HTTP) is being intercepted (more on this in
Chapter Nine), in principle the same could happen to your connection to the other server, the one
storing keys. Since your connections to both are probably via your ISP, or your VPN server, or
your Tor exit node, or whatever.

Or the link to the public keyserver might be modified by the same hacker who modified the file
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you’re trying to download, and modified the signature, by hacking a single web server. Or just by
hijacking your connection to that web server. So…yeah, the public key comes from a different
server, which is good. I guess. But the attacker got to choose the server. How’d that help you?

I’m not saying this sort of attack will happen every time you download software, or even often.
But it does happen sometimes. Safely downloading software is a bit trickier than it seems on the
surface. Generally, you just have to play the odds and make a decision.

Luckily, for some (but not all) downloads, there are other methods you can use that may be
even better than a direct download from a developer’s site. Such as the much-maligned
BitTorrent…

 
Use BitTorrent?

BitTorrent, like Tor, gets a bad rap. I think it’s unjustified. Further, I’ll argue that (if you’re at
all concerned about malware and spying) when you can, you should go out of your way to use
BitTorrent. And only partly because this is the opposite of what others will tell you.

The basics: when you’re downloading via BitTorrent, you’re downloading (usually) little bits
of the file…in a torrent, get it? And all the pieces of the file don’t have to come from the same
source. In fact your download is both faster and safer if they don’t!

Once you’ve obtained the file you wanted via a particular “torrent,” and in fact as you
download it, you can also share it with others (who are in general called “peers,” as in peer-to-peer
or P2P, which is the sort of application we’re talking about). This sharing with others is generally
called “seeding” (the act of downloading is called “leeching,” which improves my mood every
time I see the word). When you’re downloading a torrent from multiple users, you’re pretty well-
protected against the sort of attack I talked about toward the end of the last section.

Don’t misunderstand: the entire file may turn out to be something horrible, of course. And you
probably won’t really know where it came from, either. But, if the torrent (or “download”) is at all
popular (as many legitimate torrents will be), you can go search for it on a torrent site instead of
just using the torrent link on a download page. Yes, this is exactly what many online articles will
tell you to avoid—but there are a couple of reasons to do it anyway, and I’m going to suggest a bit
of a twist, too.

First, the reasons:
 

1. If you’re getting the torrent link from a website, and the website’s been taken over
somehow, the torrent link can be a scam just as easily as the standard download link, the
digital signature, and the developer’s public key (last section, on avoiding download sites).
So how’d that help you?

2. Also, and this is important, the torrent sites will often have a place for people to leave
comments. And the sites usually give you a rough recent count of seeders and leechers,
which you can use to judge a torrent’s popularity. Like online reviews of, say, books
(ahem…?), these comments can give you a good idea of what people think of a particular
torrent. If the comments are all sweetness and light, with plausible errors in spelling and
punctuation? Good. If people are warning others off…there may be a good reason. If you
think a torrent should be popular, and should have a lot of favorable comments—but the
torrent site shows something else, or maybe the comments all seem written in the same
style? Maybe you should keep searching. (A torrent’s age can be a useful indicator, too. Are
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you downloading something that’s been out for a while? Was the torrent posted to the site
yesterday? Maybe you should keep searching.)

 
Here’s the fun twist. (If your brain works at all like mine, anyway—I get amused pretty easily.)

I gave you a link in the section on “Download Sites” that showed you how to (in principle) verify
digital signatures. Sometimes a signature is included in a legitimate torrent, too, as a separate file
(individual torrents can contain multiple files). You could use that signature to verify the file you
downloaded. Which is sort of reassuring, I guess, though in practice it’s almost entirely irrelevant
for technical reasons having to do with how BitTorrent works. But! If you go ahead and get the
file you want via that torrent (which is usually faster than a standard download anyway)? And then
you get the signature directly from a download page? And not, to be clear, via that torrent? Via
your web browser, instead of your BitTorrent software?

Then it’s really hard for anyone to be giving you a faked-up version of the file you wanted.
They’d have to hack the developer’s website (or your connection to it) to mess up the signature,
and hack that popular torrent, on which people leave comments, and do it undetectably—at least
for the lifetime of the particular torrent you’ve downloaded, anyway. And potentially the site
storing the public key the developer used might have to be spoofed as well.

(Though, yes, the torrent site and/or its comments could be a fake or compromised too, and all
the “peers” you’re downloading the torrent from could be fakes. For all I know this even happens!
But following this approach will make it much harder for casual hackers to mess up your
download, yes? It might be that perfection is unattainable, here. But that doesn’t mean you can’t
improve your chances of a safe download via good habits.)

So there are a few questions you probably ought to ask at some point, if you haven’t already
answered them to your own satisfaction:

 
Don’t I have to worry about my computer getting infected with something horrible if I
go to a torrent site? Well, not in my experience. In fact I use them all the time. But I
always use the Tor Browser Bundle for these sites. It’s very hard to infect that browser, and
it doesn’t store a lot of information between sessions.
Should I worry about my ISP or some copyright-enforcement people bothering me for
visiting a torrent site? I’ve never heard of this actually happening. But…maybe! People get
hassled for all kinds of reasons. So, in response, you might consider doing something weird.
Like, you know, using the Tor Browser.
What if I’m really, really worried that my ISP, or my employer, or somebody, is going
to go after me just for using BitTorrent? I can’t promise that won’t happen. Maybe it’s
even likely in your situation, for all I know. So…this is one of the reasons people use VPNs.
Or BitTorrent proxies. Or both! (And, yes, it did amuse the hell out of me to include that
link, because someone put the words “completely anonymize” in the headline, and I really
hope we all know better by now. But, you know, that kind of thing gets said a lot.)
Hey! All this sounds great! But if I’m going to download via BitTorrent, don’t I need
software to do that? Which program should I use? Yes, and…it beats me. I like Deluge
right now. It seems pretty good (but not perfect!) at honoring proxy settings, and it’s not
showing me ads (which, let’s note, lest this seem to be some anti-corporate screed, would
require the software to reach out and reveal at least some data about my system to an ad
server, in a potentially really inconvenient context). But I’ve liked other applications in the
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past that became much less useful over time for one reason or another. So…try reading
online reviews? And be careful about your download of your BitTorrent software. And don’t
trust the BitTorrent “proxy” thing by itself completely, if you’re actually doing something
illegal or otherwise dangerous over BitTorrent. Also, you might consider not doing that. Just
a thought.
Hey, how do the copyright-protection folks catch people, anyway? I mean, you know,
theoretically? Eh. They may have other methods. The only way I know about, though, is
that they find a torrent for some piece of so-called intellectual property that they’re trying to
“protect”…and then they become one of the “peers” you might connect to. At that point,
absent successful use of a proxy server or a VPN, or both, or maybe another anonymizing
thingy like I2P (which is kind of a small project, that has never struck me as being ready for
prime time, which is why I don’t cover it elsewhere in this book, but who says you should
pay attention to my opinions?), they’ll get your IP address and do nasty things like notify
your ISP. So, yeah, if you’re using the McDonalds free Wi-Fi you’re pretty safe. Though
you should probably just cut that out, you know? It’s not polite. Even McDonalds deserves
consideration…says me. There are also lists of “peers” you can choose to block because
somebody or other suspected them of being copyright-narcs or otherwise malicious. But I’m
not recommending so-called piracy in this particular book.
Should I just do BitTorrent over Tor? To be anonymous? No. At least…not yet. It won’t
work, and on more than one level, though I do agree it would be neat if it did. Go read about
Tor in Chapter Three.

 
How About Usenet?

The first rule of Usenet, the joke goes, is that you don’t talk about Usenet.
Yeah, well. I’m claiming to be an anarchist, right? So we’ll forget about rules. Meanwhile,

Usenet is pretty cool. It’s a relic of days gone by, when it seemed reasonable that enough “news”
to seem meaningful could be collated and organized in a single hierarchy. It’s a place where geeks
go to argue.

But we’re not focusing on that aspect of Usenet in this book. (Take Back Your Geeky Flame
Wars: The Barefoot Anarchist’s Guide to Out-Trolling the Trolls?)

Instead we’ll talk a little bit about downloading applications, movies, and so forth from Usenet
—since this is a chapter on downloading files. Because, yes, Usenet has been changed, or maybe
corrupted, for the purpose of sometimes-illegal file-sharing.

Many people will tell you that Usenet is much safer to use than BitTorrent for downloading
files. It’s a distributed system (though less so than BitTorrent), so files are copied across servers
all over the globe. Various legal arguments (the relevant internet abbreviation here is IANAL,
which stands for “I am not a lawyer,” though I’ll forgive you if you thought of something entirely
different the first time you saw it) (or is that actually so completely different after all?) that you
can find will tell you that it’s sharing of copyrighted content that’s illegal, whereas simply
downloading it isn’t, and that’s why nobody seems to be able to point to a single example of a
Usenet user being sued or prosecuted. Whereas that’s not quite the case with BitTorrent users.
Also, DMCA takedown notices only affect a single Usenet server, so people’s posts can be very
hard to kill. Plus, Usenet servers typically use HTTPS connections, so they’re all secure and
encrypted and anonymous and your ISP won’t know what you’re doing. Oh, and nobody logs that
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stuff, so we’re all safe.
I have a few things to say, here. And then I’ll stop.
 

1. Seriously? Nobody logs it? How on earth do you know that? See Chapter Two, under
“Companies & Policies,” for more if you didn’t read it earlier. And the NSA’s semi-eternal
storage of encrypted data also makes this a bit of an iffy proposition. Maybe an organization
like the NSA is unlikely to try to go after you for copyright violations. Or maybe their
records will just sit around until someone finds a use for them. I don’t know. Neither do you.

2. What is or isn’t illegal depends on jurisdictions and interpretations, both of which are
outside of my control. Quite possibly outside yours, too. IANAL. Are you? In what
jurisdiction(s)? Do courts always agree with you?

3. Another very good explanation for the lack of Usenet user prosecutions is this: to do so, any
copyright-enforcement types would basically have to hack a Usenet server. Or set up their
own Usenet service as a trap, which would quickly get a bad name if those who connected to
it were suddenly all sued or prosecuted or both. Not to mention that it would mean breaking
the same laws the copyright-folks claim to be trying to enforce. (Though it could still
happen.) Whereas setting up a BitTorrent client and connecting it to your BitTorrent client
is fairly easy—the comparison is much like the difficulty of setting yourself up as a VPN
operator to spy on people vs. setting up a Tor exit relay to spy on people. The first, while not
all that difficult, is considerably more trouble than the second.

4. The notion that an ISP won’t know you’re using Usenet (because encryption!) is ridiculous.
True, they won’t necessarily—unless they’re messing with your so-called “secure”
connection (Chapter Nine)—know exactly what file you’re downloading. Or uploading. But
even “secure” connections go to specific IP addresses. If you’re connecting to Usenet
servers, that fact will be completely obvious to anyone looking at your traffic. Unless you
figure a VPN might help? Or Tor? Because they might…though, again, they’ll both just shift
the identities of some of the people who can most easily log your Usenet traffic. Possibly in
a helpful way! Or, you know, not so helpful. You’ll have to make that decision for yourself.

5. The notion that you can pay for a Usenet account with a credit card in your name, and
connect to it from your own computer in your own home, and nevertheless remain
“anonymous” in any sense, is kind of dumb. If you’re sufficiently careful about payment
methods (Chapter Five), and you’re careful to always use a VPN or Tor, and nobody
successfully monitors or hacks or logs what you’re doing, even if via the back door by
hacking your computer (Chapters Six, Seven, and Nine), then yeah: you’re as close to
anonymous as you’re likely to get for these things. But that’s a lot of iffy stuff. What if your
VPN connection goes down every once in a while? What if that means your traffic’s going
in the clear, even if only for a moment? Is that getting logged, or not? Does it matter? Beats
me. You don’t know either. Are you sure nothing will go wrong, here? Maybe you’ll decide
the risk is worthwhile for you, and maybe you’ll decide it’s not. But please don’t believe any
claims that there isn’t a risk.

6. Really, that last couple of points are the only reason I even covered Usenet in this chapter.
I’m not writing a how-to on so-called piracy, here. (Take Back Your Inherent Right to
Everything: The Barefoot Anarchist’s Guide to Owning All Data?) But I am addressing
baseless guarantees of privacy and anonymity. They kind of piss me off.
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Chapter 5: Digital Purchases

Credit Card Options

Generally, I don’t have a lot to say about credit cards that are in your own name (as opposed to
prepaid). No matter what company (or companies, really) you’re getting your cards from, they’ll
have access to a lot of information about you. I frankly have no idea whether it would be better to
centralize that data, storing it all at one bank or credit union—plus VISA or MasterCard or
whatever—plus the bank’s “partners” and contractors and so forth—plus government(s)—or
whether it would be better to spread the information around. Farther.

I will come out and say that prepaid cards, which can often be purchased with cash, strike me
as a pretty good choice for hiding your identity. (I’ll just mention here that not divulging your
personal information is not equivalent to terrorism. Does telling your VPN vendor exactly where
you live, and giving them other information about your finances via a credit card, protect you…or
anyone else…from terrorists? In your honest opinion? Yeah, I don’t think so either. But hey, a
politician might disagree with us.)

Nothing’s perfect, of course. Some vendors, online and otherwise, don’t accept prepaid cards. It
may be possible for some organizations to identify the date and time of purchase of the cards you
use. If you use a phone to “activate” a card, that phone number may well be recorded. But for
those of us who aren’t completely paranoid in every possible context, for many purchases (online
and not) a prepaid card makes a certain amount of sense.

There’s a twist here, too: some banks, and at least one company, offer one-time (or “masked”)
cards for online purchases. The idea is that you, through their software, create what’s essentially a
prepaid card for the amount of a single purchase. Whoever set that up for you gives you the
information you need (card number, billing address, name—though these last two may be up to
you—etc.), and you supply only that single-use card for whatever purchase you’re making online.
Because the online vendor won’t have access to other payment information, you’re in a much
better position when their records are (almost inevitably) someday hacked.

The most convenient solution I’ve personally tried is offered by a Boston company called
Abine. They’ll do a lot more than offer what they call “masked” cards, too. They’ll offer you
password management, a single “masked” number for incoming calls, what they describe as
“secure backup” for your account information, masked/anonymous emails, and even what’s
described as private searching of Google.

I used to like Abine quite a bit. True, they got access to all the online purchases I made with
their masked cards. But I figured that was preferable to letting my bank have that information,
especially since I was forever getting calls from the bank to “verify” my online purchases—and
until I verified them, my standard-type credit card would stop working. Annoying.

But these days? I do not trust Abine at all. Back in Chapter Two I talked about companies and
how they like to reserve the right to change their Terms of Service and other policies whenever
they like? Well, Abine came up with a nice twist on that. I’ve seen plenty of online scams, but
I’ve never encountered this one anywhere else.

First, I prepaid for a year of their “premium” service. Then, a few months later, they decided to
start charging me a fee for each use of that service. When I complained, they explained via email
that they’d unilaterally changed the terms of our agreement, which change was allowed by their
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policy that said they could change their policy. And no, they wouldn’t give me even a pro-rated
refund. Nice, yes?

It seems to me that the point of prepaying for a year is that I get to know what my costs are
going to be. It seems to me that, yes, a company offering prepaid accounts is taking a risk—but
that’s on them. If they don’t want the exposure, they probably shouldn’t offer long-term
agreements. Especially the type that are prepaid. And to not offer a refund? To tell me I’m not
entitled to it, because their policy says so? Sheesh.

I immediately quit using Abine’s service, and now I won’t use anything Abine produces.
Sleaze, says me, begets sleaze.

Maybe that strikes you as an overreaction? Well, it’s your call. I saw their actions as a fairly
profound violation of basic trust. If they’ll screw me around that way, I wondered, what else will
they do to me…if I choose to allow it? I figured I was better off not finding out. You may decide
otherwise.

Yes, I saved the relevant emails. And I’ll probably forward them to you, if you contact me and
ask for them, but I didn’t want to quote them here because Abine (or the person who wrote them)
may own the copyright to those emails in some jurisdiction or other and I don’t want to give these
folks any grounds for a lawsuit. No, I don’t think that’s beneath them at this point.

But let’s let that go, and move on. There’s another point I should make, which doesn’t depend
on how much I do or do not like that particular company: even when I used Abine’s service, I only
used it for a few things. Because I thought using a single vendor, which incidentally was not using
open-source code or otherwise subject to any other form of audit (of which I was aware), to
“protect my privacy” by potentially storing information about my email, phone calls, online
purchases, and online searches was a bit silly. This doesn’t mean there’s no way to use at least
some of Abine’s (currently?) free services in a reasonably anonymous fashion, and I’ll talk more
about that in later chapters as the possibilities fit in.

 
A Note on Card/Banking Security

I’m only talking about this at all because I was once employed by an organization that ran a
network connecting several credit unions and some banks to make it easier for them to offer ATM
cards that would work in multiple locations.

Well, sort of. Actually I was officially an employee of a credit union, but then contracted out to
the network folks. But I never worked for that credit union in any other capacity. Er…let’s move
on to something that matters, shall we?

While there, I discovered that ATM machines generally run Microsoft Windows. The ones I
saw were generally not at all hardened, definitely not patched, and thus amazingly wide-open to
attack, if only an attacker could get access to the network they were on.

I don’t want to be too specific here, but I also found out that the computer networks the ATMs
were connected to, in the majority of the institutions where I had access to that information, were
easily accessible from the same computer networks that bank and credit union used for other
purposes. Like, you know, desktop machines that could also be used for web browsing. And
printers, and everything else they had. So if someone were to compromise one of their computers,
or the Wi-Fi, or the wired network, or just plug in another computer in some out-of-the-way
location…well. Happy ATM hunting!

To my mind, that’s all completely ridiculous.
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Also, I found out that the “default” PIN on ATM cards is generated from the visible numbers
on each card. This was very handy when the network I worked for needed to decide whether to
approve or deny a transaction when the issuing credit union’s system was temporarily offline—
which happened almost daily, for one system or another. See, different institutions use different
methods to generate the default PIN, which is good. But each institution (at least at the time?)
used the same method for all of their cards. The convenience of this is obvious…but so is the
flaw: if any attacker were to learn the method used for a given institution, all their default PINs
would be compromised. Instantly.

Various forms of ATM theft are also rampant. (That second link is very useful, by the way, if
you’d like to avoid being a victim…but the link I gave before it points to a type of attack against
which users have no defense I can see.)

I’ll add this to the advice given in the second article I linked to above: change your PIN from
time to time. At least do it once, okay? I mean, from the back room, with various security
measures in place, we would mail out the ATM cards once they were prepared—and we’d even
have different people sending out the PINs later on, never on the same day the associated cards
were sent. But another, even easier, compromise would be pretty straightforward for an employee
with a camera pen (I have one of those! It also records sound and video if I want it to!) and a
partner who was also equipped with some form of camera.

Look, we all know that banks and credit unions are highly regulated. Normally in this book I
don’t ask you to take what I say on trust. But I’ve personally identified, and complained about to
no visible effect, many major security holes that—because regulations for financial institutions
are so rigorous—are in effect illegal to fix. But for this stuff, I’m not giving details. None of it’s
out where customers can see it, anyway, and I’m not actually writing a manual for setting up
secure banking systems (Give Me the Money: The Barefoot Anarchist’s Scheme for Financing His
Retirement?). So, maybe I’m making that up. Even if it’s true, I don’t see what either of us can do
about it. So let’s move on.

On a related but not actually identical note, it’s probably worth mentioning that the whole idea
of those magnetic strips on your ATM and credit cards comes with drawbacks (also known as
“trivially easy theft”). Christopher Burg, self-described anarchist and author of a blog I often
enjoy (“A Geek with Guns”), points out how even European banking users with cards that are in
principle more secure aren’t safe…because a criminal in Europe who gets the data from a
magnetic strip (included on European cards for backward compatibility, and compatibility with
backward nations) can simply create a new magnetic-strip-only card and use it in the US. Or have
a confederate do so. He’s actually quoting someone else on that, and is using the situation to argue
against maintaining backward compatibility in general, but I figured I’d take the opportunity to
point you toward his blog if you’re into such things and haven’t come across it before.

A few bits of somewhat-related advice, which you can of course ignore as you please:
 

Do not set up a magical password for account access that you give to people over the phone,
if it will be the only thing necessary to access your account over the phone in the future.
Unless, maybe, you don’t keep much money in that account? Or you feel the future risks
from divulging personal information are worse than whatever that password can be used to
do to you before you change it? No question: it’s horribly insecure to give out your personal
information each time you want to ask your institution’s customer service people to do
something. But at least they’ll occasionally ask different questions. Setting up a password

https://en.wikipedia.org/wiki/Personal_identification_number
http://krebsonsecurity.com/2014/05/thieves-planted-malware-to-hack-atms/
http://www.bankrate.com/finance/savings/4-tips-to-protect-you-from-atm-thieves-1.aspx
https://blog.christopherburg.com/2015/12/15/why-magnetic-strips-on-credit-and-debit-cards-need-to-die/
http://hackaday.com/2015/10/21/smart-cards-used-to-hack-smart-cards/


for long-term use means there’s no chance an eavesdropper won’t be able to access your
account afterward (until you change that password, which could be every time you use it…
but my bank only lets its customers do that in person or via a fax, and I have no way to find
out how many people can see that information). Also, today’s financial-institution employee
may be tomorrow’s thief, or a confederate of that thief. Same issue. More on cell-phone
eavesdropping (spoiler: it turns out to be pretty easy, for anyone who has an interest in doing
it) in Chapter Eight. More on passwords in Chapter Six.
Do not do business (if you can help it) with a financial institution whose customer service
people like to ask for the first four digits of your Social Security Number over the phone
(USA only on this, obviously). Chances are, at some point they’ll need to transfer you to a
“fraud protection department,” or whatever they choose to call it, and that so-called
department (quite possibly a contractor) will then ask for the last four digits. On what is,
from your (or an eavesdropper’s) point of view, the same phone call. If you must break this
rule, at least be sure they’re separate phone calls, and from separate physical locations? Just
generally, it’s probably not such a great idea to regularly give out eight of the nine numbers
in your SSN over the phone if you can help it (though all nine would be at least a little bit
worse, right?). Even if you never get transferred to a “department” that asks for the last four
digits…does any other entity you do business with ask for or otherwise use the last four
digits? I’m sure someone, somewhere, thought this “first four” thing was a great idea—after
all, the last four digits are used so often that they’ve become very close to public data. But
institutions that do this are essentially protecting themselves against the possibility of
fraudulent activity, at the expense of your personal security from that point forward. Don’t
let them. Even if it means you have to drive somewhere. Assuming that’s practical—which,
yeah, it might not always be.
If you get a call one day from someone claiming to be from a “fraud protection” (or
similarly named) department, and the caller demands that you reveal sensitive information
“to identify yourself” before proceeding? And you don’t recognize the number? (Not that
Caller ID can’t be spoofed easily, ’cause it can, and sometimes with unfortunate results.) If
you can manage it (circumstances do vary), do not give that caller any information. This is a
common scam—but it’s also, unfortunately, quite likely to be a legitimate call. I once had
this happen late on a Friday evening. The caller had left a message with a call-back number.
I was forced to choose between (a) trusting that the voicemail was not a well-timed scam—
since it turned out that my credit card in fact did not work when I tried to check into a hotel,
which was also when I got into an area with signal for my phone and discovered the
voicemail—and (b) trying to exist without being able to pay for food or shelter…or gas for
my car, and I was on a road trip with a deadline…until the following Monday morning,
when I could contact my own financial institution. Incidentally, I was in the middle of the
Yukon, in January, and it was a bit chilly outside. The correct number for the fraud-
protection people was not published anywhere on my bank’s website, when I called my wife
to ask her to look it up. When I tried the only working number I did have available to me—
for lost/stolen cards—that turned out to be an automated system I couldn’t do anything
with…unless, maybe, I first said I wanted to cancel the card. Possibly, after that, I would
have been transferred to an actual person who might have been able to help with my actual
problem? But how could I tell? What if trying that just made the situation worse? Anyway,
it wasn’t a lot of fun. And is probably a good argument for having more than one card, from
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more than one financial institution. Or carrying cash for emergencies. Or both? Or, maybe,
writing down the numbers you might need in advance of a trip. Sometimes I’m kind of
dumb, but that doesn’t mean you have to be. My only defense is that I was on my way to a
relative’s funeral and perhaps not thinking too clearly about potential banking issues before
starting out. Anyway, I caved. But resolved not to put myself into that sort of position again.
So far, I haven’t.
If you can, set up some form of two-factor authentication for online banking and (ideally)
phone calls. It would be nice if, when you call your bank, and especially when they call you,
they would both ask you for a password as described above and send or exchange something
else (text messages? emails?) that would not only verify your identity to them, but would to
some degree verify their identity to you. But even two-factor authentication is not perfect,
especially if you can be enticed into making a mistake. It might be worth reading the paper
at that second link, just to see the lengths some people will go to in order to get your
information, in case the word “paranoid” gets said in your presence often enough to make
you wonder. Still, though: two-factor authentication is, at the very least, helpful. Along
these lines, if you have a chance to semi-permanently “authenticate” a device (which often
amounts to nothing more complicated than setting a cookie in your web browser), so you
can skip the two-factor authentication from that device in the future…you probably
shouldn’t. Even if you’re very careful, and encrypting your whole hard drive. More on the
security of your device and its data in Chapter Six.
This is probably clear already. But. If you do get a call that purports to be from your bank or
some related organization? It’s a good idea, as a matter of policy, to hang up and call your
bank back before divulging anything. If you can. And not at a number, or even an extension,
that you just got from the potentially malicious caller, unless you can verify the number
elsewhere. Why shouldn’t you call the extension? Isn’t that crazy paranoia? Well, maybe.
Even if the extension is not actually hacked, which it probably isn’t—though it could be—a
scammer can work for a bank’s customer service department. Probably that’s not the
situation either, but what do you gain from taking the risk? Wouldn’t it be better, just as a
matter of caution, to talk to someone at a different extension? Though that, too, could
backfire, since it probably means you’re doubling the number of bank employees who get
access to your account on a given day…it’d be nice if we always knew whom to trust,
wouldn’t it? But I’m going to go with “people who call me bad; people I call good” as a
general rule for these things. When I’m doing the calling, there’s a much better chance I’m
actually talking to the folks I think I am. Before you fire off an email or a smoke me with a
bad review (though you can still do either or both; this is free-speech-world here), I agree
with you: it’s definitely a stretch to think that people who have hacked caller ID have also
hacked a phone extension. So you could call this paranoia. But let me ask you something:
how many people, who first hack a bank’s phone system, won’t think of spoofing caller ID
too? Or possibly even using caller ID legitimately, because they’re using the bank’s phone
system in the first place? It kind of depends on where they start, you know?
In general, it’s probably better to avoid cooperating with people who are asking you for
sensitive data any more than you absolutely have to, and to keep in mind at all times just
what sort of assurances you have in a given situation. Did an attacker get you just by making
a scary-sounding phone call and (I hope this was necessary!) giving the correct name of your
financial institution? Very bad. By spoofing Caller ID plus the foregoing? Still pretty bad.
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All that, and hacking an extension in your bank’s phone system? Much better. All that, and
getting lucky when you called back because you happened to be transferred to the right
(wrong) person? Ain’t your fault nohow, and I’m sorry I couldn’t help more. Except that
(according to me) you should still be wary at least until the person you’re talking to
demonstrates knowledge he or she would have to have access to the back-end banking
systems to know…if you ask specific questions to which you already know the answers,
about your own account(s), and can’t get correct answers to any of them, it’s probably time
to hang up and try another call to contain the damage. Be nice if the bank had automated
two-factor authentication in place for phone calls as well as online banking, at least if you
want that feature and opt in to activate it, so a malicious employee couldn’t do much to you
without leaving traces, wouldn’t it? And a hacker would have to compromise that system
too, to get you over the phone. My financial institution won’t set that up. They, uh, say they
can’t. Because US federal regulations define their allowable security measures regarding
passwords that are given over the phone. Maybe that’s true, and maybe it’s not. Will yours
do it for you? Might be worth asking. Or you could just refuse to do banking business by
phone. If that works for you.
Nothing’s perfect, but if you conduct yourself in such a way that an attacker has to
compromise multiple systems to take advantage of you, you’re better off than if you’re
susceptible to a single exploit. That’s the idea behind two-factor (or multi-factor)
authentication, but it can be considered a useful principle in general too.

 
A Note on Credit Itself

I’m not sure how well this topic fits into the rest of the book—I’m not going to talk about
anything you necessarily do on your own computer. But look…a close friend of mine ended up
leaving a 15-year career with the US Federal Government in a way that probably (maybe?) could
have been prevented if he’d known about this sort of thing. He’d had a background check done as
a condition of continued employment, and it turned out he’d previously been a victim of identity
theft. (In addition to the fact that, along with members of my own family and more than twenty
million other people, all of his information gathered via the US Office of Personnel
Management’s background checks was later stolen by hackers.)

By the time my friend found out about it, there wasn’t much he could do to fix the situation. He
got questioned about “his” various aliases and previously-undisclosed addresses, was asked very
intrusive questions about his current finances, was told he would be required to let his employer
monitor his ongoing repayments of so-called outstanding debt, was restricted from doing parts of
his job that involved signing contracts obligating the government to pay money…and generally
didn’t have fun at work anymore. When he pulled his own credit report, though? There was
nothing particularly bad to be seen. In fact, it looked pretty good. The investigation was only
supposed to go back three years, but it had taken several years to complete. If any of that stuff had
ever actually been on his credit report? It wasn’t any more. So what could he do?

He basically had a choice: agree to pay well over a year’s salary to so-called creditors who had
never even contacted him themselves (raising the obvious question: why not? if these debts were
even vaguely valid-like?), even though those “debts,” even if they’d been real, were by relevant
state law not collectable in court…or quit his job. So he quit his job.

Now, I’m all for people quitting their government jobs (anarchist! maybe!), and I’ve certainly
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never worked for those Federal people. But that whole situation…sucked, for him. And other
victims of identity theft have had considerably worse outcomes. So there are, maybe, at least two
steps you might consider taking, at least if you live in the United States:

 
A “Fraud Alert” might be useful to you. It will, if it works, protect your credit from
unverified access for anything from 90 days to seven years, depending on whether you’ve
already been a victim of identity theft. I’ve never done this, so I have no idea how well it
does or doesn’t work in practice. It’s supposed to be free, and you supposedly only need to
contact a single credit reporting company to set it up.
A credit freeze will make it much harder for people to create new credit in your name. Of
course, this makes it harder for you to set up new credit, too. And it costs money. Primarily,
the credit freeze works by…wait for it…restricting the ability of so-called consumer
reporting agencies (Equifax, Experian, TransUnion, Innovis) to sell your data. Yeah, you
read that right: you have to pay them to keep them from selling you out. You also need to
contact each agency directly. But if all goes well, it might mean your privacy is being at
least a bit better-respected. Except, of course, for when the credit bureaus themselves get
hacked. (Though…since these organizations’ sole reason to exist is to sell information about
us, what’s the real downside of a hack to the actual people involved? It just means the credit
bureau didn’t get paid to give our info out that time, right? Well, darn.)
I personally strongly suspect “credit monitoring” to be (at least mostly) a scam. After all, it
“works” by…giving people access to your credit. But I have no real-world experience with
it, so…caveat emptor, and good luck.

 
PayPal & Similar Services

This is obviously another method for making (or receiving) online payments, and is similar in
principle to the one-time credit cards I mentioned above. It means you don’t have to give out
credit card information to every website you do business with.

PayPal isn’t accepted quite as widely as credit cards, though. Other sites are accepted less
widely than PayPal.

You know what? I used to have a PayPal account, which I used mostly to receive money when I
sold monthly subscriptions to a web-based service I’d created. I used Tor and other outré methods
to access my PayPal account. One day I was notified via email that my account was suddenly
“limited” (meaning I couldn’t actually use it anymore) until PayPal verified my identity. Which I
thought was strange, since they had already verified my Social Security Number, they had access
to my bank accounts, and they had previously required a picture of my driver’s license. Hmm.

So I called them, and was told it would only take a few minutes to resolve the issue. An hour or
so later, the person I was talking to said they were unable to verify my physical location, or my
identity, and that all funds deposited to my account would remain stolen-I-mean-frozen until I
sent them a bunch of documents.

Then it turned out that, even if I’d been willing to cooperate further (I, suddenly, really wasn’t),
I didn’t actually have any documents that would satisfy them anyway. See, among other problems,
their system didn’t believe my Alaskan home address was valid. Nor did I have a lease or any loan
paperwork, because…you know…I owned it. Outright.

Well, it was a valid address—but what, exactly, could I do about their system’s “No it ISN’T”
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response? I mean, true, the US Postal Service refused to deliver out there. And online maps sent
people in entirely the wrong direction. But there was, nonetheless, an actual there there. Though I
was thousands of miles from home at the moment. Hmm.

The PayPal guy on the phone didn’t seem interested in verifying my address via the proper
Alaskan borough’s website. Wasn’t part of his normal workflow, I guess? But if he’d looked, there
it would have been, with my full name on it. He could have downloaded a copy of the deed, even.

Well…truthfully, in spite of all the hassle involved, I was at least slightly happy with that
result! It meant I had at least some privacy, right? Sort of? If I couldn’t be easily pinned down to
any particular place by any of the records PayPal could (or was willing to) access? In spite of all
the (no, really!) valid info I’d already supplied?

But on the other hand, for all I know? It may well have just been a weird scam on PayPal’s part
to somehow get more information about me to use for advertising purposes. And, yeah, it wasn’t
really that they couldn’t identify me. It was that they didn’t want to bother to do so. Possibly they
just disliked my use of Tor, for all I know.

Regardless, I never did regain access to that account. I never set up another one either. I told
PayPal the account was closed, but they said I couldn’t close it unless I was…you know…me.
Which they didn’t believe. Or said they didn’t believe. All quite goofy, if you want my opinion.
But this happened years ago, and I still get occasional spam from them about “my” account.

So, yeah, that account closure-I-mean-freeze-for-my-safety ended up costing me money. But
my first novel sold fairly well, and by the time this happened I’d been kind of moving away from
running that software business anyway. It had worked better as an ad for freelance software
development than as a money-generator in its own right, which had not been my intent at all. (My
fault, there—I’d do better now. Maybe.)

What the heck. Lesson(s) learned. Friends have told me stories far worse than mine, but I can’t
verify them, so I’ll remain somewhat silent.

Maybe you should just disbelieve all of the above, though. I mean, could be I’m just a
disgruntled kook? I have to tell you—even I think that’s true!

Plus, none of the above means I’m going to say you shouldn’t use the service, or maybe an
alternative. True, PayPal is widely thought to be at least a bit scammy at best. Or maybe even evil.
But it still may be a better alternative than giving out your “actual” credit card number to every
website that has (or claims to have) something you want to buy.

I’d love to say you could just substitute another company’s service for PayPal’s. Except that
they’re not as widely accepted. And not so useful, for that reason. Plus, they (too?) may be evil.

You should do what you think is best, here. I don’t have anything good to say about any of
these companies. But your mileage may vary.

If it were me? I’d find a way to generate one-time-use credit cards instead, for online
purchases. Probably via my bank, so I’m not involving yet another company in my finances
unnecessarily. It strikes me as an unlucky sort of process. And the cards may be accepted more
widely than PayPal anyway.

But you know what? Even I still use PayPal for sending money, in some circumstances, such as
when a vendor simply doesn’t accept credit cards directly. PayPal has declined some of my one-
time cards in the past, when I’ve tried to use them to pay without setting up yet another PayPal
account—so I’ve had to choose between borrowing someone else’s PayPal account and simply not
purchasing whatever it was I’d wanted. Or trying a prepaid card from another source. It’s a hassle,
no matter what.
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Possibly I’d even use PayPal for occasionally receiving money, if I were (directly) selling
something online. But I wouldn’t set things up so I’m depending on PayPal for my livelihood.

It’s up to you.
 

Bitcoin and Friends

I think this section will annoy almost everybody who reads it. (Go ahead and post a bad review
on that basis—trust me on this, and you won’t even have to read this section…yeah?)

In some ways it’s tempting just to keep my mouth shut, or my fingers nice and still, on the
subject of Bitcoin. But I think that would a more than a bit irresponsible, given the fact that I do
have a chapter on digital purchases in the book. Plus, I don’t actually mind being annoying.
(Surprise!)

I really am tempted to write a book on belief systems and human behavior, you know? It would
be a lot of fun. What I’m getting at here is that it seems to me that people’s positions on Bitcoin in
particular tend to follow from their political positions, rather than from any analysis of Bitcoin
itself. If I come out in favor of Bitcoin, then I’m probably in favor of drug sales and terrorism in
some people’s minds. If I’m against it, then others will conclude I’m against technology, or
freedom, or something.

I’ll come out and tell you this: I have a strong bias in favor of distributed vs. centralized
systems. My favorite analogy to use when describing what I mean is the Irish potato famine.
Maybe you’re already familiar with the history? If not, well…for a lot of (very bad) reasons,
much of Ireland was dependent on a single crop. Yeah, you guessed it: the potato. It could be
argued (though not by me) that this was efficient. Economies of scale built in, maybe. So from a
certain point of view all was well—until the blight struck, and potatoes rotted in the ground. With
the nation made artificially dependent on a single food source, the result was catastrophic.
Whereas, if Ireland had been a nation of independent farmers, they’d have been growing a lot of
different crops. Some people view processes that lead to the proliferation of consumer choices as
evil, and some don’t. I’m not getting into that here. I’m just saying that a single point of failure is
a really big problem in systems design.

In other words, I’m predisposed to like Bitcoin, mostly because I feel the idea of a single
national (or international) currency is…well, a bit silly. It’s a completely unnecessary single point
of failure. In the software world, if I came across a design like that I’d call it a rookie’s mistake.

If I want to buy things in Farmer John’s Next-February Wheat Dollars, and you want to give
me change in silver coins, well…as long as there’s some exchange rate we can agree to use,
where’s the harm? No currency failure can bring down a nation of people who switch currencies
all the time. It’s that crazy “anarchist” part of me poking out again.

But my recommendation, nonetheless, is to steer clear of Bitcoin. Mostly. This is in spite of the
fact that I’m in favor of digital currencies in general. And it’s not because I think it’s “fake
money” or some similar argument. I think scarcity is a key concept in economics, and when it
comes to regulating the supply of money I trust algorithms (or arguably-natural limits, such as the
actual supply of precious metals, or wheat, or whatever) over governments. It’s because, in my
opinion, this particular digital currency is not and possibly never will be ready for prime time.

In some ways, this doesn’t matter. Bitcoin is fairly popular, and you can use it to buy stuff. In
some places. And, yeah, I do actually like Bitcoin better than PayPal! Nonetheless, if you decide
to proceed in spite of my goofy opinions, I will still urge you to be extremely cautious in your use

http://faculty.ucmerced.edu/sites/default/files/hhuang24/files/propaganda_as_signaling.pdf
http://www.overcomingbias.com/2009/05/political-signaling-theories.html
http://www.bit-pac.com/
https://en.wikipedia.org/wiki/Great_Famine_%28Ireland%29
https://en.wikipedia.org/wiki/Single_point_of_failure
http://www.investopedia.com/terms/f/futuresmarket.asp
http://en.wikipedia.org/?title=Futures_exchange
https://en.wikipedia.org/wiki/Scarcity


of Bitcoin. (As well as PayPal.)
Some people will tell you Bitcoin is good for anonymous payments. Well, sometimes it can be.

Depending on how much trouble you want to go to, and whom you trust, and how you’re defining
“anonymous” at the moment. And how often you plan to use Bitcoin. I’m not going to argue
against the possibility, though I do think it’s a hell of a lot of work to achieve anonymity this way.
Perhaps it’s worthwhile for you…but please study the subject in depth, first? And then think about
all the ways whatever scheme you’re using can go wrong. And then make your decision.

Just as one point among many: you’ll often read that you should generate a new address for
each Bitcoin transaction. Well, I agree. Only…did you want to accept Bitcoin payments from, say,
a website? Are you posting an address to which people can transfer coins? Well. It’s the same
address each time, right? And anything posted online really ought to be considered permanently
public.

So maybe that’s okay, if you’re running your site as a Tor hidden service (Chapter Three) and
you choose to believe that will be sufficient protection. And if you ignore (or deem irrelevant) the
fact that every single purchase or transfer you make with any coins you received at that address
can then be tracked back to that website.

But I’d want a better solution—so here’s one: generate a new Bitcoin address for each web-
page request. Either do it offline and upload a large list to your server (ideally deleting each
address as it’s used, so future server-hacks won’t reveal the entire list) (oh, and try to be aware of
when your server’s been hacked or copied—see “Virtual Servers” in Chapter Six—so you can
upload a new list, which is damn near impossible…maybe upload a new list each day?) or use an
online wallet your server has access to and generate addresses in real time. From the online wallet,
you’ll then need to transfer coins to an offline wallet. Totally doable. But a bit complicated, and
vulnerable to anyone who can get control of (or access to) your server…and I’d really prefer to
use a currency with more built-in support for anonymity.

Or, you know, any support for anonymity.
Suppose you do as I suggest, and you’ve created lots of new addresses for your website? And

your website remains unhacked? And the algorithm generating your addresses remains unbroken,
so the addresses can’t be traced to your wallet that way? Well, suppose somebody (such as a
government agency, if you’re doing something illegal—by which I mean “illegal in some
jurisdiction or other, which might be anywhere in the world, so how the hell can you even
guess?”) says to hell with pure theory and pays you at one of your addresses just to track where
the coins involved go next? To get past that, you have to jump through quite a few hoops. And the
more often that sort of attack is tried, the more the odds of your remaining anonymous go down.
When you’re combining multiple small payments to you into a single larger purchase, or doing it
the other way ’round, the situation gets even worse.

This is clearly not a problem for most Bitcoin users. But it is a built-in problem with the
currency, and with popular conceptions of how Bitcoin works in practice.

Here’s the next problem, once we get past “anonymity” somehow, possibly after you decide
you don’t care about that aspect so much: you probably will end up using a Bitcoin exchange. The
exchange owner will have control of whatever coins you leave in your exchange-based wallet (in
the Bitcoin world, “access to” and “control of” are synonyms). And exchanges are a really ripe
target for hackers. That kind of thing is always risky, yes?

While Bitcoin can in principle be considered a distributed system, this widespread use of
“exchanges” strikes me, at least, as inherently dangerous. Let’s just leave aside any requirements
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that you identify yourself, provide documentation, and all related nonsense—and we’ll just
assume for now that the exchange you’ve chosen is not logging anything on their end besides the
built-in distributed transaction recording that’s inherent (and necessary) to Bitcoin. Because that
would be nice, right? And we can be sure that their website and databases won’t get hacked,
because that too would be nice. It’s all irrelevant, because we got past the “anonymity” issue
somehow. And we picked a hack-proof site, anyway. Yay!

I still have a problem with exchanges. What if the exchange owner is unscrupulous? And just
disappears one day, after transferring all coins to…wherever? What if that’s the plan from the
start? I’d like to argue that it’ll work the way eBay and other sites do, where a buyer and a seller
build up reputation scores and can decide on that basis whether to do business. But if the exchange
itself is a scheme…there won’t be any notice. There are already clear examples of this in the links
above, and I have to tell you: I’ve always been suspicious of the Mt. Gox so-called “hack” too.

Also, their very design may leave you more vulnerable than other sorts of exchanges, and
maybe “exchange” is not even the right word to use here. (Yes, this problem could probably be
fixed. Go place your bets however you like.)

Yeah, I know: you can keep your Bitcoins reasonably safe in your own wallet, if you know how
to do it. Only…that’s all iffy, to my mind. Suppose you lose your internet access, or your backups,
or whatever? What if you go to jail for six months by mistake, you can’t pay for your encrypted
“cloud” storage (Chapter Ten), you can’t get online, and you lose everything? What if you keep
everything on a supposedly offline (“air-gapped”) computer, and someone steals it? Or its hard
drive fails, or whatever. (Read the next chapter for lots more about difficulties with encrypting
and otherwise protecting even supposedly “offline” computers.)

Okay. You could also accidentally lose a big pile of cash, or some gold ingots, or whatever.
Bitcoin is not special in this way. Bad things do happen to piles of money sometimes. So we’ll say
you won’t lose access to your coins. Cool.

Suppose something suddenly happens to Bitcoin itself? What if your country’s government just
confiscates your coins, either as part of some general crackdown or just because it turns out they
came from a supposedly criminal source?

To my mind, trusting Bitcoin over national currencies is a lot like the must-hoard-gold notion
that some people who are expecting significant currency collapses will espouse…and then they go
buy gold-mining stocks or “certificates” claiming that “their” gold is stored in a vault. Maybe it
even is. How much of that is still true once it becomes illegal to own gold? I mean, the United
States has already done that to its citizens more than once. (And the previous links demonstrate
that they’ve already confiscated Bitcoins too.) I’m not saying it will happen again, or to you, but I
do think it’s kind of funny that people who talk about collapsing national currencies then
recommend placing assets into such fragile locations as a viable alternative. Not to mention that
disposing of illegal physical gold can be problematic too. And, hey, it’s my book and I can say
this stuff if I want. I’m skeptical in all directions, you know? Or at least I try to be.

I’m not the only person warning against Bitcoin. Here’s one of the lead developers on the issue.
He seems more concerned with current technical constraints than the issues I’ve raised. But those
do seem fairly severe. And it turns out there are significant “people problems” in the Bitcoin
community as well.

No argument from me: the idea of Bitcoin is (was?) in many ways wonderful. But we need to
switch to a different crypto-currency for long-term practical use. Especially if we care about
anonymity. At some point this will become clear to enough people that the switch will happen.
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And Bitcoin’s value will drop to zero, or nearly. It’s sort of guaranteed, you know? Though…
maybe, instead, there’ll just be lots of currencies in use, and Bitcoin will always be one of them.
That’s certainly fine with me. Though even in that case, it’ll still drop in value when it finally
loses its new-car smell and the beautiful people start driving newer models.

But! For now? Maybe you can use it. If you’re not risking large amounts (whatever that means
to you), why not? Go educate yourself, if you haven’t already, and have fun while the party lasts.
Meanwhile, maybe you can get into other digital currencies too. Maybe you’ll stay ahead of the
curve and make a lot of money. Whatever that means to you.

If you think I’m crazy, and you want to invest in Bitcoin anyway? And you’re sure it’s a good
idea? I can’t convince you otherwise? Well, good. More power to you. I hope you’re right,
actually. It’s not inconceivable that one scheme or another will arise that solves these problems to
even my satisfaction. Maybe one already has, in your opinion, that I just don’t know about? Cool.
I’m in favor. It’s very possible. Or maybe, even if I am right, you can ride the current bubble
(yeah, I said it) and get out in time. That kind of thing always works, for somebody.

For most readers, for today, I just want to say: do not assume your Bitcoin transactions are in
any sense anonymous, unless you’re willing to dive into the technologies involved and become an
expert on the topic, including digital-security issues not directly related to Bitcoin itself (bright
side: this book ought to help quite a bit). Do not trust any Bitcoin exchange with more cash than is
strictly necessary for the transactions you’ve already decided to get into. And, you know, maybe
look into your local tax (and other) laws too before you get too heavily into this stuff. They can be
interesting.

In the US, if you didn’t follow the links: Bitcoin is apparently considered, at least sometimes,
property rather than a currency. Which you might think would exempt it from money-laundering
laws, but not so. Instead, it means taxes work oddly and coins can be confiscated via various
means of asset forfeiture without your having to even be accused of a crime…yes, it’s happened
already.

Since you may proceed in spite of all the above (and maybe you should!) I’m going to suggest
trying out some open-source Bitcoin wallets, and ideally settling on something that’s fairly widely
used and scrutinized. I’ve found both Electrum and Armory to be fascinating and useful, and there
are many others out there with good reputations. (Though I do think even more caution is a very
good idea when using a mobile wallet, meaning one that lives on your phone or tablet, and that
link suggests what I think is a pretty good workaround.)

One more caveat here. I think Armory’s “paper backup” solution is pretty neat, but I also think
it’s more than a little funny that the developers clearly understand just how hard it is to keep
digital backups both secure from digital-style attackers and safe from accidental data loss—and
then essentially ignore the possibly even more problematic issues surrounding the idea of
protecting a piece of paper.

Where’s the paper? Who has access to it? Access equals control equals ownership.
Go forth, and do what you feel is right for you.
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Chapter 6: General Computing

Virtual Machines

Does it seem funny that I’m talking about virtual machines first, in a chapter on general
computing? It sort of is. But I think it’s important to understand their uses, and drawbacks, before
deciding on other things…such as which operating system you’re going to use, and how you’ll use
it. Or them.

Because you can use more than one! Essentially, to most users, a virtual machine is like
running a complete operating system in a window. You could install and run Microsoft Windows,
or buy a machine with Windows pre-installed, and then run a flavor of Linux that you happen to
like too.

Let me say right now that I think that’s a bad idea. Not the notion of virtual machines…but the
notion of running Windows as your base (or “host”) system. Microsoft Windows is notoriously
targeted by hackers. Linux is considerably safer.

What if, instead, you ran Linux as your host system? And then you ran Windows in a virtual
machine? I do this all the time. There are a couple of software packages I use (Dragon
NaturallySpeaking for voice transcription, and Adobe InDesign for PDF creation for paperbacks)
that require Windows. I might be able to run either or both via a tool called Wine that creates
virtual Windows environments for Microsoft software to run under Linux…but I find Wine to be
buggy at best.

Windows is only running when I want to use it. More than that, I don’t give my version of
Windows access to any network—let alone the internet—at all. I like using the free and open-
source version of VirtualBox to run virtual machines, and with it I can either (a) disable the
virtual network cards Windows would otherwise use, or (b) click a checkbox to “unplug” the
“network cable” that’s sort of virtually connected to my Windows installation. I do give Windows
access to my “Downloads” folder on my Linux system, though. So, if I decide need a file? I just
download it via Linux, and it’s available to Windows.

Using VirtualBox, I can and do make snapshots of my virtual machines. This is even better
than the Windows “System Restore” option, because I’ve seen malware that removes Windows
Restore Points…but I have yet to run across anything that has infected Windows, corrupted the
host (Linux) system, and corrupted the VirtualBox snapshots. So I can, and often do, use Windows
in a way that leaves few if any traces of my previous activity. It’s a fresh start, every day.

This probably sounds more complicated than it is. I’ll get into some details about installing
operating systems later on, but the main thing to remember is that, once you have an installation
DVD? Or a bootable USB stick, or whatever? Installing an operating system (OS) in VirtualBox is
virtually (heh) identical to installing it directly on your machine. Except that it might be easier to
use VirtualBox. And it’s not hard to find online help for this sort of thing.

Some of you know all this already, and you run virtual machines all the time. Some of you
might also use them in a very different context: you may run your own servers out in the cloud
somewhere. I do that myself.

I want to point out at some point in this book, and here’s as good a spot as any, that nothing on
virtual machines hosted on systems beyond your control should be considered even vaguely
private or safe from snooping. At best, you get a different kind of snoop out of the deal.
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If you’re not running virtual servers on machines belonging to someone else, and don’t really
care about the issues relating to doing so, well…the following discussion may still be relevant if
you’re using a service (like, say, Dropbox) that runs on virtual machines administered by some
other company. But it gets a bit technical, so feel free to skip to “Physical Security” below if
you’d rather. If you’ve decided to believe me already when I say nothing on virtual machines
should be considered private.

The above will strike some as a strong stance, I know. But I’m not aware of any virtualized
operating system that can be protected from an attacker with the equivalent of physical access to
the machine—with the more theoretical than real exception of full-disk encryption systems, which
are silly in this context. (You get “console” access via a browser, so you can connect to your
virtual server and decrypt stuff manually? Over an encrypted HTTPS connection? Um, who owns
the certificate providing that encryption? Once the encryption/decryption key is in memory, who
has access to and can therefore read that memory whenever they want?)

That virtual server you’re running on someone else’s system? You can create an image of it at
any time, right? Just like the VirtualBox snapshots I referred to above? That’s a very useful trick.

But that means whoever’s hosting that virtual machine for you can copy it whenever they want.
And why would you assume they’ll tell you about it? If they’re doing it to surreptitiously read
your data and leave no traces on the original virtual machine? Since the copy is made at a level
not accessible to your operating system, you won’t be able to find any traces of the copying
process in your log files. Then, when they play around and read your data, that won’t be logged on
your copy either. It can’t be.

So. Virtual machines can be very useful. But be aware that remotely hosted virtual machines,
convenient as they may be, are inherently not private from the company providing the hosting. Or
from anyone else with sufficient access to their systems, however that access is obtained.

I’ve actually done some stuff on my own virtual servers, playing with code at different Linux
“runlevels” and the like, that have made the automatic copying process at Rackspace (a provider
of virtualized servers) fail in what I considered amusing ways (such as hanging indefinitely). This
doesn’t mean that my virtual servers can’t be copied—it only means that there’s a chance
Rackspace employees would have to modify their existing systems to do so, which may or may
not be relevant if they were (for example) served with a warrant, or just asked nicely, for
something like, say, all my email. For all I know they’ve already got systems that work slightly
differently, that are already in place, and they wouldn’t even notice my goofing around.

I just thought I’d make it a bit harder for Rackspace employees who might be grabbing stuff
like this via an automated process. It only took me a few minutes, so why not?

I’ve also never installed the server-monitoring software Rackspace recommends, which is
written by New Relic. Because that too is a potential attack vector. So I install my own monitoring
software instead.

But this goofing around with virtual servers was just a game I was playing. I was thinking
about the security of email in particular (see Chapter Eleven) and kind of…doodling, I guess. I
even went so far as to set up one virtual machine with full-disk encryption (see a later section of
this chapter), which served no purpose at all in that environment, just to see how it would work in
practice. (Just fine, by the way, but there was a little hassle involved.)

Um. Not for nothing…but, when installing Linux (or other) systems, it’s necessary to download
the files for the operating system from somewhere. Even ignoring the benefits of physical access,
Rackspace provides their own “mirror” sites for this purpose, and its servers come pre-configured
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to trust those. It makes perfect sense, as a bandwidth-saving measure, for Rackspace to do it that
way. Data transfers happen in their own datacenters. It could even be argued that it’s safer for
Rackspace’s customers. But this too is an exploitable hole in your virtual server’s security, if
Rackspace chose to use it. If they needed it. Which they don’t. So, you could change that too, if
you wanted. But it doesn’t really matter any more than the rest of these things do.

I set up a system to automatically change the root user’s password on reboots, and kill any
terminal windows opened by the root user, and change the password then too. That’s also easy to
defeat: if nothing else works (there are almost certainly better choices), my hacked-up virtual
drive can be mounted to a running system, and the files I modified can be changed back (or my
data could just be read), from that system.

I know how Rackspace could defeat every single measure I’ve either put in place or played
with, in theory. It wouldn’t be at all hard for them, and they may well be much smarter than I am.
I’ve also used Amazon’s similar service, and found no significant differences (meaning none that
changed my conclusions). There are other providers out there, but these issues generally apply.
They have to. That’s what “physical access” really means: control.

Maybe you’re much more intelligent and knowledgeable than I am? And you think your virtual
machine is safe?

Cool. I look forward to your rebuttal. And I hope you’re right.
I’ll just place my bets where I think I oughta, in the meantime. Feel free to do likewise.
So, how come I say physical access means control? Well…
 

Physical Security

Here’s another topic that might seem strange to cover so early. But this, too, is an important
consideration when thinking about your choice (and management) of operating systems. And
whether you choose to store data you truly need to keep private electronically, in the first place.

Generally, “physical security” issues involve an attacker who can physically touch your
computer. A twist is that simply being able to be near your computer can be very helpful for an
attacker. In most cases, assuming the attacker is relatively sophisticated, physical access means
your computer and data are extremely likely to be compromised. This is especially true if the
attacker is going to have that access on more than one occasion.

Some examples (for now, we’ll assume you’re not encrypting your hard drive):
 

If you’re running Windows, there are free utilities that will give anyone who wants it access
to your machine. They can clear passwords, promote non-administrative users, stuff like
that. It’s easy.
If you’re running Linux, anyone at all can change the root password and then do whatever he
or she likes—or, for convenience, the attacker might boot your computer into a LiveCD
version of Linux (which is more likely to be a DVD, but could also, in spite of the name, be
a USB stick). From there it’s pretty easy to get a terminal window and either use the Linux
command “chroot” to essentially move over to your hard drive (and thereafter use your
system just as if she’d logged in using your root password) or just modify system files
directly.
You may be feeling smug because I didn’t mention your Mac. Well, think again. On the
bright side, it’s good to be able to reset your password if you forget it, right?
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Or maybe you have a Chromebook. Not a bad choice, in some ways (though I’d never
choose to own one). But generally, physical access is (nearly?) impossible to defend against.
Incidentally, booting to a Linux LiveCD and then modifying system files will work
regardless of your operating system…if the system partition of your drive is not encrypted
(disk encryption is covered in the next section of this book). Unless you’ve set up a BIOS
password on your machine, and disabled booting from USB or DVD? That’s admirable.
However, an attacker could then remove your hard drive, attach it to her own system, and
proceed to modify your files as above. Maybe you should put stickers with really strong glue
on your machine, so they’ll be noticeably damaged if someone opens the case? Couldn’t
hurt.

 
How about Apple’s iOS? Well, it’s pretty damn good…if the phone/tablet is turned off, or at

least locked and with a good password set for backups. But there are always new vulnerabilities
being discovered. So, if your phone is stolen or confiscated at some point in time, and the attacker
is willing to hold on to it…are you sure the version of iOS you’re currently running will remain
hack-proof even if right now there aren’t any exploits available? For how long?

Then there’s Android. It’s much like iOS in that (a) it can provide good security against data
theft if you choose to encrypt your data, and (b) new vulnerabilities are always being discovered.

In some ways, phones can actually be more secure than other computers (in some situations).
But…Edward Snowden has said that most smartphones can be hacked by measures as simple as a
text message. He’s not the only one warning about the security of these devices. I’ll have (much!)
more to say about phones (also known as tracking devices which let you make calls) later in
Chapter Eight, but for now let’s just say this: they’re very useful. But not just for you. I personally
don’t give my phones or tablets access to any information I consider important.

Defending against attackers with physical (or near-physical) access is actually much harder
than even the above may make it seem. For instance:

 
Do you use a wireless keyboard? At home, you might decide that’s a reasonable choice—
after all, they’re convenient and anyone with access to your home can probably find lots of
ways to gain access to your computer. But…how about at a library, or an internet café, or at
work? Because your keystrokes can be captured by a device that’s merely nearby. Are you
logging in to anything? Hmm. Guess that’s not private anymore.
Do you use a non-wireless keyboard? Well…good for you, I guess. But there’s still a chance
that someone’s able to monitor your keystrokes remotely. Even on a laptop.
About that link above: your monitor may be able to be, er…monitored…too. Remotely.
(Though this is still, as far as I know, not common.)
Even a simple video camera might capture your passwords and other sensitive information
(think coffee shop, again, here).
Maybe Bluetooth for your keyboard, then? Or maybe not. Turns out there are tools to hack
that too.

 
So all that’s a bit scary. But perhaps the attacker can’t or won’t actually get into your home, or

gain direct access to your computer? There are still issues:
 

Did you put a USB stick into your computer? Where did it come from? I hope you got it,
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yourself, from a store. It turns out that USB sticks (or any USB device) can be used to
corrupt your system and tell it to…do stuff. Like, record your passwords. Bizarre, I know,
but it’s not a joke.
Oh. Guess what? Starting with a pristine USB stick won’t necessarily help you either. It
turns out that, if you put a USB stick into an infected computer, that computer can then
infect your USB stick. Which can then infect another machine, if you re-use the USB stick
afterward. This isn’t theoretical stuff, by the way. And at the moment I don’t know of a
reasonable defense…other than buying a new and presumably uninfected stick, and keeping
it with you, and only using it in a single computer. And keeping that computer with you, too.
Which…isn’t very helpful. Perhaps you could keep track of the USB stick, and only use it in
a presumably safe and uninfected computer until it’s inserted into another machine? From a
security perspective, USB is horribly, and probably permanently, broken. I’ll be happy when
USB goes away.
Um, did you leave your computer running while you were out of the house? Or did someone
else turn it on? The USB stick may have been inserted and removed in your absence. Ouch,
yes? Even full disk encryption (see next section) won’t necessarily help with this scenario,
even if your computer wasn’t left running, because your hard drive isn’t the only system that
can be infected. There’s also the BIOS. More on that in the next section.
Oh. Maybe you shouldn’t plug your phone into random USB chargers either.

 
Which brings me to the notion of an “air gap.” I mentioned this before in the context of

Bitcoin. The idea is that you keep a computer isolated from the internet (and from your home
network! see Chapter Three if you haven’t already), so it’s totally safe from attack. Ahem.

Incidentally, since after all anyone who’s interested in keeping their data private must be a
terrorist, let’s all cheer because Osama bin Laden apparently used an air gap. Yay.

So, yeah, bad people can use good tools. It sucks. Moving on.
Only it turns out that an air gap is pretty hard to maintain. To give what’s probably the most

famous example of this sort of thing: the Stuxnet worm, apparently built as a joint American and
Israeli project, used USB stick malware to infect machines running Windows, and successfully
sabotaged Iran’s nuclear program. Um, your home’s security is at least that good. Right?
Compared to some stupid nuclear program that used an air gap?

Once an air gap is breached, and I’d like to stress the word once, by malware from any
source…well, your “secure” computer doesn’t necessarily need to transfer your data out via a
USB stick after that. The software may turn your computer into a radio, and the
receiver/retransmitter might be something over 30 meters away…or it might be your own phone.
Again, this is not just theory. Or the information might be carried via sound beyond the
frequencies humans can hear, up to 65 feet or so. Once again, this is a real thing. There are other
possibilities, too, but again: how many do we need?

I’ll just throw in another reference to inaudible sounds, this time as exploited by advertisers to
link you across your various devices, while I’m at it. In case you thought this stuff wasn’t weird
enough yet.

There’s a lot more to say about the exploits that could be used against our devices. But for most
of us, I think we’re way past the point at which specific methods of attack and specific potential
defenses stop making any practical difference. The real message hidden in all this talk about
physical security ought to be clear by now, but I’ll be explicit: we should all consider defending
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our data against a determined, sophisticated attacker to be next to impossible…once we’re
actively targeted by such a person or organization. Especially but not only if the attacker can get
physical access to the devices storing that data. So far, I think most of us are pretty safe against
this stuff. Though the attacks do seem to be getting easier over time.

In other words: it’s probably a good idea to avoid being targeted in the first place. Maybe, as I
suggested earlier in the book, we might think about being nice to people? As, you know, a security
measure?

Oh, but we were assuming the hard drives weren’t encrypted. Will that save us?
 

Disk Encryption

This is often presented as very nearly a panacea, a cure-all, for those concerned about security
on their computers. After all, if an entire hard drive is encrypted, and the password is known only
to the device owner, and the encryption algorithm is good (not deliberately compromised, say),
and the chosen password is nice and strong, then all’s well. Right?

Not really, no. Almost never, in fact.
I went back and forth on where to put this information. Truthfully? I think disk encryption

really belongs in the “Physical Security” section. It generally only matters if someone gets
physical access to your disk(s), after all (more on why that’s true in a bit). Which means, to me,
that it’s unlikely to matter at all except in one specific scenario: someone gets access to your
device holding encrypted data, you know it happened or could have happened, and you never use
that device again for any purpose.

So. Maybe your computer gets stolen. Or maybe it was seized when you crossed a national
border. Or maybe someone had a search warrant. That might be about all that any form of
encryption will actually help you with. In the real world, against a determined and reasonably
clever opponent.

But before we get into the various forms of attack that lead me to say the above, I do
occasionally run across articles that suggest full-disk encryption is unnecessary and it’s okay only
to encrypt certain files. Or that fully encrypting even all user data (the “home” folder in Linux-
like systems) is overkill.

If you’ve read the book up to this point, I’m pretty sure you’ll agree it’s silly to think that
encryption of a home folder, or of specific files, while leaving the operating system open, and
especially if this is for a computer somehow connected to the internet, will provide any security at
all against a sophisticated attacker who’s willing to (a) compromise your computer or your
workspace in some way, and (b) then leave your system in place for you to use it again.

Are you planning to decrypt those files at some point? Well, then. Maybe your password(s) will
be recorded by a keylogger, or maybe the files will just be uploaded or stored in unencrypted form
once they’re decrypted. If your computer can do something, your computer can be made to do that
thing by an attacker with access to its operating system.

It’s also silly to suppose that even full-disk encryption will help you against that particular
attacker.

Which might be hard to believe. Well, here’s a reality check.
 

Did someone turn your computer on and insert a USB stick? That can (unfortunately this
appears to be fairly easy) infect your machine’s BIOS, which runs sort of underneath the
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operating system on your well-protected encrypted disk. So…once you decrypt your drive,
or just type your password, the malware has access to your keystrokes. Or the files
themselves. Whatever.
Speaking of infecting BIOS, it can still help you, against certain attacks, to set up a BIOS
password. If you do it, you’ll need to type it in every time you boot up your machine, and
also you’ll need that password (or another one, for some systems) to modify your BIOS
settings. It’s part of the “defense in depth” thing I mentioned earlier. Nothing you can do
will give perfect security, but lots of things will help you somewhat. And this one’s pretty
easy.
There’s a thing called an “Evil Maid” attack specifically designed to target encrypted hard
drives. Even “full” disk encryption typically leaves an unencrypted section for what’s called
a bootloader. The attacker merely overwrites the bootloader with something that captures
your password the next time you enter it. And, yeah, here’s an actual implementation you
can test for yourself if you want to. Its author says the whole infection process takes about
one minute to execute. The BIOS version of this that doesn’t depend on overwriting your
bootloader is called an “Evil Cook” attack.
You can avoid Evil Maids (named thusly because, see, an evil maid might come into your
hotel room and infect your laptop if you leave it behind…clever, huh?) by encrypting the
entire disk, choosing not to leave an unencrypted bootloader—but if you do, that means you
actually can’t boot your machine from that hard drive anymore. What are you going to do,
carry the bootloader on a USB drive? See the information about USB drives in the last
section. Maybe a DVD would be better? Doesn’t really help, if an attacker just goes with the
Evil Cook variation instead. Unless you can disable USB entirely? Hmm.
Disk encryption and/or file encryption provide no benefit whatsoever against any malware
that is installed and running on your device, once you decrypt your files during a computer
session. The decrypted files are all of a sudden precisely as available to your operating
system as they would have been if they’d never been encrypted. And the key to decrypt them
at a later date is suddenly in your device’s memory, too. People seem to miss this point
fairly often, but I’m not sure why.
Speaking of memory? There’s also a thing called a cold boot attack that’s useful against a
computer (or a computing device, if that means something different to you) that’s been left
running, with its drive currently unencrypted and accessible to the operating system. The
attacker turns the computer off via the power button (or a plug) so its operating system
doesn’t shut down cleanly. Then the system gets booted up into something like the LiveCD
versions of Linux I’ve referred to before, and the contents of the computer’s memory chips
are read. (Or the memory chips are removed and placed into another device to achieve the
same goal, which is actually sometimes preferable from an attacker’s point of view.) The
keys used to decrypt the drive (or sections of a drive, or individual files) can often then be
recovered from the computer’s memory. This can be made to work over a longer span of
time by cooling the memory chips. Even compressed air can help with this. It’s kind of a
James Bond sort of thing that you could actually do yourself. Neat, huh?
New installations (not upgrades) of Windows 10 encrypt your hard drive by default. This is
a good thing! However, if you log in with a Microsoft account (as opposed to a local
account), the decryption key is automatically sent to Microsoft. Supposedly this doesn’t
happen otherwise, but that’s one of those “company policy” things that I don’t know is even
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a policy. It’s more of an assumption. I’m also bothered by the way Microsoft weakened their
BitLocker encryption with the release of Windows 8 in such a way that a clever attacker
may be able to run code, or change security-related settings, the next time you boot up your
system and your drive is decrypted—which is a very neat trick, technically speaking, but
doesn’t leave me feeling good about BitLocker’s design. Even assuming it hasn’t been
deliberately weakened in other ways. I suspect it hasn’t, for whatever that’s worth, but the
FBI has tried to influence the system’s design. So…beats me. But I’d rather use something
else. (Luckily, I get to choose!)
Even with modern hardware and BitLocker in place, it’s still possible for an Evil Maid
attack to work. There are other, sneakier variants that have occurred to me (the researchers
in this case caused the system to reboot once their software had captured the user’s
password), but why go into it?
Oh yeah. Modern Macs also come with encryption enabled by default. They use a system
called FileVault, which has also been defeated in the past by Evil Maid attacks. In addition
to that, there’s software called “Passware” that can extract your encryption/decryption key
from your machine’s memory in roughly 40 minutes, if you leave it running when you’re
away. (Interesting company behind that software, by the way.)
Incidentally, though, none of this stuff helps you at all if your hardware (potentially
including your hard drive) has simply been replaced in your absence. You try to log in, you
get a screen that looks absolutely normal, you enter your password (or you geekily provide a
keyfile on a USB stick, or whatever), and the attacker gets sent (via whatever method seems
best to her) the key to decrypt your hard drive, which may already be in her possession.
Depending on what happens next, you may think there was just a hard drive failure. Or…
whatever. Definitely scope for creativity here. And, hey, that was off the top of my head. I
wonder what a real hacker would come up with? So, yeah, definitely use distinctive stickers
or fun designs on your duct tape that you wrap around your computer, so you’ll know if it’s
been opened. Maybe. Incorporate tinfoil into this scheme for extra points!
Turns out there’s extant malware that will essentially reprogram your hard drive itself. Not
common out in the wild (yet?), but it’s another vulnerability. A hard one to spot, too. And
how many openings does a determined attacker actually need?

 
Of course a hardware keylogger (not sure how long that first link will be up, because it’s to a

skeezy internet site selling keyloggers for as little as $20 US; the second is to a keylogger that
monitors wireless keyboards) can make the password-capture process even easier. When was the
last time you checked your computer and its surrounding area, or maybe thoroughly searched a
coffee shop, for one of those? Would you even know what it was if you were looking at it? How?

As I said in the last section: we really can’t protect even encrypted devices against a
determined attacker…unless we stop using those devices. So, will disk encryption help you? Ever?

The answer, as always with this stuff, is “maybe.” But it’s unlikely to hurt you…except…
There’s a technique called “rubber hose cryptanalysis,” too. This is the one where somebody

just skips the fancy stuff and compels you to divulge your passwords. It might be via a court
order, or you might be required to log in to a laptop or other device when crossing a national
border.

(This happened to me, once, when I was entering Canada of all places—I had a truckload of
hundreds of mostly first-edition books my wife and I had been collecting for years, and I had my
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laptop with me, so naturally I was suspected of transporting pornography. It was apparently
necessary to set our books out in the rain, and also walk on them. Border crossings are such an
adventure, you know?)

Or it could be some other form of compulsion. Like…maybe…a rubber hose? I hope not,
though. That would suck.

There are some counter-measures you can take against this. The once-popular TrueCrypt
software would allow you to set up your encrypted (Windows only) hard drive with two passwords
in order to gain a form of plausible deniability.

The first password would decrypt your hard drive, running Windows, but that copy of Windows
was actually there just to mislead. There would be lots of apparently empty space left on your hard
drive.

The second password, if you chose to enter it instead of the first, would decrypt the apparently-
unused remainder of the drive—where your “real” Windows installation would live. That second
copy of Windows, the one you would actually do stuff with, would know not to accidentally
overwrite the first one.

In theory the first (fake) portion of Windows might not look too real, though, if it appeared you
hadn’t used it for months. And if you did use it, it might then overwrite the second, more “real”
copy of Windows, which had by design no particular protection against this. Nothing in this world
is perfect.

I personally still like TrueCrypt, for some things. Development has been discontinued, by the
original team at least, but the code is public and I’m not aware of any major vulnerabilities (other
than that it can be bypassed via an “Evil Maid” type of attack as above). The code was audited,
and was actually apparently in pretty good shape. I like what the VeraCrypt team is doing, starting
from TrueCrypt’s codebase. Or…I guess I should say I like what they say they’re doing. I haven’t
actually looked at a single line of code.

But…TrueCrypt is/was a Windows-only solution for deniability purposes. And besides, how
plausible is the deniability when it’s a well-documented feature?

So, just to give you an idea of the possibilities here, I once installed a version of Linux as my
“host” operating system on a laptop, using open-source software called BleachBit to remove all
traces (that I knew about) of my activity on that system every time I logged off. I encrypted the
whole drive, except for the bootloader as described above. Then:

 
I stored various virtual machines in a second, apparently unformatted (by which I actually
mean separately encrypted, which had the benefit of being indistinguishable from
unformatted) partition on my hard drive. Each virtual machine was set up for a particular
task—writing fiction, browsing websites I logged in to, browsing all other sites, writing
software, and the like.
The idea here was that I could at any time log in to my laptop and show a functioning
operating system. If anyone looked further and wondered why it didn’t seem to be used for
much, well, BleachBit was there to show that I generally removed traces of my activity from
that computer (including all signs of access to virtual machines). My books and stories were
accessible to the host system, as were the tools I typically used for writing and web
browsing—though I actually modified my files only via the “proper” virtual machine and
never gave the host system direct internet access in its own right.
The various virtual machines were at least somewhat protected from each other, so that any
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malware I encountered might not infect my entire system.
I was careful about which operating systems I used for various tasks, too, as those with
network access might give out that information over things like Wi-Fi networks or browser
sessions and I made sure I was publicly revealing only information that was compatible with
the original “host” system.
Along the same lines as the above, I installed the Tor Browser Bundle in the host OS, and
also a separate version of Tor, because I was clearly using Tor (at least sometimes) from
that laptop, and since Tor often re-uses its first relay (or “entry guard”), and I was
sometimes using Tor from more than one virtual machine, I wanted to have plausible
deniability for the use of multiple entry guards. I also had BleachBit deleting Tor’s files, so
it would get a new entry guard whenever I started it up.
I made sure my host OS (Linux Mint, if you’re wondering) had an onscreen keyboard
installed too, just to defeat keyloggers, at least when I was entering passwords and
decrypting things.

 
Did I ever “need” that level of protection? Or, you know, that level of hassle? Nope! Basically,

I just did it for fun. As an exercise. Well, possibly also because that Canadian border crossing
irritated me and it felt good and almost productive to prepare for the last war, as it so often does.
But someone out there might actually need to do something like this, and now the idea is public.

But. I should probably never try to rely on that setup, for myself, after this, huh? Now that I’ve
written this book? Because plausible deniability might be a bit out of reach now. If anyone ever
catches me with a currently unformatted partition, or USB stick, or whatever.

Come to think of it, it might be kind of hard to prove anything, there. Hmm.
Mostly, I included the above to show you how I think about these issues. So you can design

something for your own privacy/anonymity needs, if you want to. If you enjoy that sort of thing.
But there are other, and almost certainly better, solutions out there for people with less time on

their hands and maybe even with actual problems to solve. I already linked to VeraCrypt. The
most obvious example of an alternative strategy is Tails, aka The Amnesic Incognito Live System,
a Linux distribution that’s wonderful for anonymity. I’ll talk about that more later in Chapter
Seven, so let’s move on.

 
Passwords & Logins

I’m sure you’ve heard, over and over, that you should choose “good” passwords. And that you
shouldn’t re-use them. And that you should change them from time to time. It’s clearly a good
idea.

Well, okay. But then the obvious question arises: how in the world do we remember all these
passwords?

The most-common answer: use a type of software application called a password manager.
There are several of them out there.

But…uh…do you trust that password manager? There are clearly potential issues involving
both the competence of the software’s design and the actual intentions of the software’s creator.
More than that, passwords that are made available to you by a password manager are also in your
device’s memory. Do you know who has access to that, at any given moment? Well, I don’t.

I’m bringing this last bit up because password managers with both browser-based and mobile
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device apps are extremely convenient. I won’t argue against using one. That convenience is
exactly why they’re so useful, here in the real world of limited time and brain-space. But I will
suggest that you not store anything critical in a password manager that can be accessed via either a
web browser or a mobile device. I’m actually not, for once, talking about your Facebook account
here. It’s just that browsers and mobile devices present large attack surfaces, meaning that it’s
very difficult to protect them. So I wouldn’t bet my livelihood on that sort of password manager.
But I would use it for Facebook. If I used Facebook.

We covered various sorts of hardware and software keyloggers earlier in this chapter, so I’ll
skip over them here except to say that they’re, you know, bad for password security. If possible, if
it matters, it wouldn’t be a terrible idea to avoid them. If you want to access a password manager
from your laptop in a coffee shop, say, and you have to enter its so-called master password?
Actually, that’s already a lot better than entering individual passwords for websites, if we look at
it from a “what can the keylogger learn and use against me?” perspective. Especially if your
password manager also requires a username, and you don’t have to type that in.

But you could also use an on-screen keyboard, which you operate via your mouse or other
pointing device, just for that particular password. The keylogger may be still able to learn your
login credentials for your operating system (and possibly your encrypted disk?), because you
probably typed them, but those passwords are actually even more difficult to exploit, given a good
firewall and some basic steps to protect yourself (see “Wi-Fi” in Chapter Three) without knowing
your identity and gaining physical access to your system at a later point in time.

I don’t have a perfect answer for you. I will say that I, personally, feel that using a password
manager is probably much better (in most scenarios) than either re-using a password or trying to
remember a lot of them.

My wife and I use LastPass. I don’t really like it, but it’s a reasonable compromise between
what I want to do and what she’s willing to put up with. And this way we can share passwords,
which is often convenient. One of the nice features of this app (and many others) is that the
passwords and any other secure information we store are encrypted by a “master password,” which
is (supposed to be) kept local to the machine on which we’re using the software. In other words,
the master password is never (intentionally) sent over the internet.

Though caution is still a good idea—in a recent presentation, a researcher showed that the
LastPass web browser login window could be spoofed by a malicious website. Which could allow
that website to capture a user’s LastPass login credentials.

(Incidentally, along with defeating keyloggers and general convenience, this sort of thing is a
good justification for not setting up software to require that you type in a username as well as a
password. It’s not intuitively obvious, but in many situations typing only the password is
preferable. A captured password, by itself, is clearly less useful to an attacker than when it’s
paired with the login ID. Especially if you don’t use the same email address as a login ID all over
the internet…damnit, LastPass does use an email address for that, but as I said: my wife will use
LastPass, which makes it an excellent password manager. And anyway, we have an email address
set up for it that we reveal nowhere else. My original point, finally: if a login window is suddenly
asking for your login ID and your password, when it usually asks only for the password, you might
be inclined to be a bit more suspicious, which is all to the good. Or the converse: if the app is
showing you the correct login ID, to some degree it’s authenticating itself.)

LastPass has responded to this issue, and revealed some ideas for the future, in what strikes me
as a very good blog post. But things are always changing in this world. Who knows what’s next?
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There are plenty of other password managers out there, some of them open-source and some
not. I can’t recommend one over another based on my personal experience, but it’s probably worth
looking around for a bit.

All that being said? I do strongly recommend that you memorize—meaning “fail to write down
or store electronically”—at least your master password. And that you don’t re-use it. Ever. For
anything. And use the same level of security, if you can, for things like the passwords for your
encrypted hard drives. And incorporate several words/phrases if you can, ideally from different
languages, because the difficulty of guessing passwords is in some ways not intuitive at all. (That
link is both informative and sort of funny, if you’re in the mood for it.) (But not actually a good
idea, at least when used by itself, because the method shown is extremely vulnerable to a thing
called a dictionary attack that’s designed specifically to target such passwords.) (But that second
link has good suggestions for the next time you’re creating a password that you’ll need to
remember.)

I’ll also suggest that, if you happen have some especially sensitive passwords that you
nonetheless want to store electronically, and you’re worried about them being stolen or
compromised—you might want to encrypt those passwords yourself even at the price of some
inconvenience when retrieving them, and set up your own storage for them while you’re at it. I’ll
talk more about this in Chapter Ten. Spoiler: it’s easy to do. The only trick, really, is deciding how
you want to do it.

Now…why is it that you need unique passwords, everywhere? Am I really going to say that it’s
likely that people who run Website A are going to try to log in to Website B with your password?
Nope! I mean, they might. But the primary issue lies elsewhere.

Look…website passwords are often a bad joke, once you get to looking at how various sites
deal with storing them behind the scenes, and you can sometimes see the traces of their bad
choices as you browse the sites themselves.

Main concept: the sites shouldn’t be storing your password itself in the first place. Instead, they
should be storing a thing called a “hash” of the password (yes, I’m simplifying a bit here, and
thanks for pointing that out in the middle of my sentence), which is a string of characters that are
created in, and this is critical, a one-way process. The hash can be generated from the password,
but the password cannot be generated by the hash. A small modification to a password results in a
large modification of the hash.

When you log in to a well-designed website, a new hash is created from the password you
submit. That new hash is compared to the hash that’s stored in a database. If it matches, you’re
logged in. If not, then not. (I have more about hashes in Appendix A, if you’re interested.)

The reason this matters: A password hash cannot (generally) be used to log in to an application,
whereas a password can.

If a database full of password hashes is stolen, and your password is well-designed, you’re still
reasonably safe, because it’s really hard to figure out a long and complex password from its hash.
But if a database of actual passwords is stolen? Ouch.

It gets even worse when you consider that most people seem to re-use the same email address
everywhere as a login, which is another terrible idea we all seem to have become accustomed to.
My theory: it’s convenient for website owners, because it’s a reasonably unique ID that most
people will remember even without specialized software to help them, and it means they and their
advertising partners can now contact you at that address.

But here’s another trick: if a site allows you to create your own login ID, you may be able to
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use password-generator software to create a reasonably unique login ID instead of using that email
address. Or just enter random-ish characters.

Or use a one-time email address (Chapter Eleven).
But most people use only a few passwords…everywhere. Put that together with re-using the

login ID, and what do you get? Unfortunately, not chaos, but too much…order. (Ha. Sort of a joke,
going back to that “anarchist” thing, and also people could order stuff with your account. Sorry.)

The point, if there is one: you really shouldn’t rely on website operators to protect your
passwords for you. They might not be very good at it.

So. Storing the password itself is kind of irresponsible. And yet it happens all the time. Want to
see if you can tell when it’s happening? There’s no perfect method, other than hacking into their
database and taking a look, but…

Lots of websites you’ll run across will tell you to choose a password with a maximum length of
(some small number of characters). That’s a horrible thing to see, anytime, anywhere. A longer
password is a more secure password. So…every time I see that, I get a bit squicky about it. It’s
just as bad if you’re told certain characters are not allowed.

 
1. In some databases, it’s true, certain characters can be used in some forms of attack. But your

password, un-hashed, shouldn’t be stored in the database anyway. So what difference do
those odd characters in the password make, again?

2. If the hash is being stored instead of the password, the length of the hash is not tied to the
length of the password. If the lengths corresponded, the hash algorithm itself would be much
easier to hack. They’re generally better designed than that. So “storage space” isn’t a good
reason for these weird draconian password-length limitations either.

 
These are danger signs for the aware, which group includes you.
Oh, wait. You’re a website developer or site owner, and you’re a little bit offended? (Feel free

to skip this really long paragraph if you’re not.) Because you think I’m missing something? Since
a super-long password (or anything else) may cause what’s called a buffer overflow or some other
potentially scary security issue? Dude…we’re talking about a website. How are you preventing
that stupidly long password from being submitted to your server, exactly? JavaScript in the user’s
browser, maybe? Plain HTML limits on field length? Both? What if an actual attacker just directly
sends the HTTP(S) request to your server without even using a browser? Especially if, up till that
point, they’ve been using your site normally? You can’t tell. It’s not possible. So. Limiting the
password length for average users helps you not at all against even slightly clever attackers.
Right? Are we done? Cool. We can now agree that nearly all of the existing password-length
limitations on websites are kind of stupid. Though I don’t blame you if you still want to limit it to,
say, 100 characters just out of a sense of history, or personal style, or a tendency to frown on
excess. Or whatever. No skin off your nose if the password’s longer than you think it needs to be,
but I get it: we’re way past overkill well before 100 characters…but why not let users decide for
themselves? At least, I dunno, 20 characters, maybe? 21? 22? 19? 18? Why on earth do you care at
all? Nor do I think building in a safe way of handling humongous passwords (and any other data
fields that require processing and storage) that people find a way to post to your server is a bad
idea. Look, everybody has holes in their knowledge, and there’s always something a given person
hasn’t considered. Me too, and that’s why this game is still fun. Let’s move on. (Except that I’ll
also point out you could just truncate the really really long passwords instead of bugging your
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users about them, discarding extra characters as necessary, if for whatever reason you’ve got no
better options. Since you’ll do that the same way every time, the hashes will still match for
verification purposes. If you ever change your mind in favor of allowing a different number of
characters, you could always verify passwords via the original method and migrate your hashes on
the fly as necessary. Users are most unlikely to ever be in a position to even notice. So, in other
words, there’s no particular need to publish your actual password-length limitation, if you have
one, to begin with.)

Most existing password-length limitations, in addition to quite possibly being behind the times
already, are also an unnecessary hit to your ability to future-proof your data-security practices. If
you’re into that sort of thing. Which I’m not going to express an opinion about, except to say that
it’s an interesting topic.

So: why for the stupid rules on all these sites? It’s either an accidentally left-over bit from an
old (bad) design of the website, or that site is still storing your actual password. Ouch. Don’t re-
use that password, ever. And consider carefully what information—if any!—you want to share
with those guys, too. If they’re screwing up something so basic, what other mistakes are they
making at the same time? Chances are, you can’t find out before it turns out to be too late. They
won’t know either. Because they probably mean well, you know? People, in my opinion, usually
do.

Does this issue matter to the average user? Sure, if that’s you and you want to get a rough idea
of how securely your data’s being handled. You might even ask a website’s owner for a change in
password policy. If enough people ask for it, it might improve matters for everybody. Hey! Tell
’em to read this book!

That there is a happy thought. Or…is it just me, here?
Another, quite possibly more useful, thought: you may be able to store more than just

passwords in a password manager. LastPass has “secure notes” built in, but if that’s not a feature
of the password manager you settle on, you may be able to abuse the password and login ID
storage fields by creating fake sites with a standard naming scheme (“facebook-security-question-
1.com” for instance—more on this in a bit) that you can access as needed.

This can be handy when, for instance, some silly website or service insists that you answer
those so-called “security questions.” In theory these will help you if you happen to forget or lose
access to a password. But they’re also another “attack vector,” aka vulnerability. You know what?
I have yet to see a site that had this feature that didn’t also have an email-reset capability for
forgotten passwords, so I can’t figure out how this “security question” business actually helps
people—unless they lost access to their email address, or forgot which one they used, at the same
time they lost access to the site’s password? And there was no way for them to recover any of that
information? I guess it’s possible. I wonder how often it happens, vs. compromised user
information resulting from badly designed security questions. If I could place a bet, though, I
probably would.

Anyway. Sometimes you can’t really do anything about the security questions, other than make
a decision about how important it is to use a particular website. I’ve seen a major site this week
that asked me for normally-private data…but then insisted on supplying me with both the security
questions and the answers. I could only choose from drop-downs—which turned the whole
exercise into (what the designer of an automated attack would consider) a very small number of
combinations, and (to my mind) essentially said the site owners prefer to make any information I
give them public. Nice. But I declined to continue using that site.
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If you can? On sites that are at least somewhat well-designed? You could make both your
“security questions” and their “answers” into strong passwords. Maybe even long ones. Which
you don’t even have to remember on your own, because you’re storing them in your password
manager. Much better than your mother’s actual maiden name, right? Which is, by the way,
probably public data.

I guess this is as good a place as any to talk about OpenID and its cousins, because they’re sort
of alternatives to having a lot of passwords.

The idea is that you use your login credentials from one site to identify yourself to another.
This is supposed to be a good idea, security-wise, and in fact it might be…under some
circumstances. But I break out in hives, personally, just thinking about it.

If I’m using credentials from, say, Facebook (can’t help it—though for accuracy I should
probably point out that Facebook seems to have their own similar system that they use for
authentication rather than going with OpenID), that means Facebook just found out about
whatever other website it was that I was using. And will continue to be told about it, every time I
log in to that other website.

We covered online advertisers earlier. If you don’t mind having your webbish activity tracked,
I guess it’s not a problem. If you also don’t mind that anyone who gets access to your Facebook
account also gets access to whichever other sites you use Facebook’s authentication for.

It also bothers me that the smaller site often gains access to far more information than is
strictly necessary to confirm my digital identity. Hell, I don’t necessarily even want ’em to know
my name. Sharing “friend” data or the equivalent strikes me as not only foolish but irresponsible
on my part. They’re friends, right?

Really, why isn’t this authentication process just a binary yes/no sort of thing, with its result
being some sort of “sticky” random-looking authentication token, always the same for each site
but different for different sites, that otherwise reveals nothing about me? Did I authenticate, or
not? Why is any other information given? Ever?

It could work that way, and sometimes does. In general…not so much.
It doesn’t tend to make me happy when I see these things. You may feel differently. (In some

situations, I probably would too.) (Also, Facebook uses email addresses as login IDs, so I guess I
suddenly don’t like them anymore…for that reason. Darn.)

There is one clear benefit to OpenID and other similar setups that even I won’t argue with: it
means you don’t have to trust every single website to correctly store and secure your password
information. But given that there are more ways to hack websites than just password-based
attacks, and that you can and should be using separate passwords—and login IDs too, when
possible, meaning not re-using a single email address!—for each site, the supposed benefit of
“single sign on” systems is perhaps not worth the privacy/security hit.

But that, too, is a decision you’ll have to make for yourself. And for some sites you can specify
an identity provider of your choice, which (for the truly geeky) might even be something you set
up on your own. I’m not recommending that, though. I’m just including it to satisfy the sort of
person who’d complain if I didn’t. My opinion: it’s a hassle, and not worth the additional risks
when using a password manager is so easy. Especially since most sites won’t let you use it. But
it’s up to you.

Let’s suppose you’re using some site’s authentication methods at other sites anyway, in spite of
the above. Okay. Password managers can still be helpful to you. It’s very common for sites to give
you a popup window for your username and password as part of the login process. Ever wonder if
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you’re actually logging in to Facebook from that window? Because, if the site giving you that
popup is either scammy or currently hacked, you might just be giving your Facebook credentials
to someone you’d prefer not to. The popup window generally doesn’t show you the browser’s
address bar, so…you’re either going to have to put at least a little effort into confirming the site’s
identity, or you’re going to proceed without bothering. Quick: how’d you handle it the last time
that happened?

Yeah, I generally wouldn’t investigate that pop-up either. Life’s too short. Though it might be
reasonable to close the popup, log in to the correct site via a normal tab in the browser, and then
try again. But you don’t get extra longevity that way either.

So: a password manager probably won’t auto-fill your Facebook credentials if the popup didn’t
come from Facebook. It’s sensitive to the site’s actual address for these things. If the auto-fill
doesn’t happen, that should probably inspire you to investigate before typing in your login ID and
password. Or just figure something’s a bit off, and do something else instead of typing a username
and password. It’s a useful feature, if you pay attention to it.

As a side note, auto-fill via a password manager, all by itself, is actually pretty risky…but I
think it’s a reasonable trade-off between perfection and convenience.

You will, of course, have to make your own decisions about all of this.
There’s another sort of Master Password out there. It’s a very interesting algorithm (and

application) that doesn’t actually store passwords, yet does provide access to them. To “retrieve” a
password, you give the app your name, a master password…yeah, that bothers me too; it’s a
confusing sort of name for the application, and I assume it was picked because “master password”
is a term people search for…and a site name. The password for each site is generated from that
information. The application will always generate the same password from a given set of data, so
you don’t need to remember anything else. Generating the password is very much like the “hash” I
described above: your passwords can always be generated from the data you give the app, but your
data cannot be deduced from the password.

It’s neat in that there’s no need to sync data across devices, and in fact there’s no obvious need
for the app to have network access at all. You could even add an extra layer of security by using a
site name that doesn’t actually correspond to a website (“facebook123.com”)—but you will never
be able to retrieve that password unless you can re-enter the site name correctly, so it’s probably
worth thinking about carefully. Or coming up with a standard naming scheme. Which I guess you
could think about too…come to think of it. (Sorry?)

I haven’t used Master Password. But I do like the idea very much. At the same time, I strongly
disagree with a lot of what they currently say on their website, such as the suggestion that users
turn around and store the passwords it generates directly in their web browsers. I guess that
probably makes the app seem more palatable to users from a convenience point of view (because
there’s clearly no auto-fill capability via the Master Password app), but storing passwords in a
browser (pro tip for those who didn’t follow my last link: if you’re doing that via a browser other
than Firefox, cut it out…and with Firefox, please set a master password) does sort of invalidate
the gains the app provides almost entirely. At that point it’s just a password generator combined
with a reasonably foolproof backup scheme. Though that is still useful, I suppose.

I also wonder how well Master Password deals with the annoying websites that limit us to
things like 8-character passwords. I suppose you could just use the first 8 (or however many)
characters of the passwords it generates, but it seems likely to be annoying in practice. How do
you even remember how many characters you’re allowed to use?
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So, if I were to use this application, I would still use some other password manager for most
sites, and reserve Master Password for especially sensitive data. Or I might just encrypt and store
my more important passwords myself, as described in Chapter Ten. Those that I don’t just commit
to memory, anyway.

You know what? I know a lady who makes up her own passwords and stores them in a physical-
type notebook. (Remember those? They use paper.)

I wish she had a better idea of how to create a good password, and my memory doesn’t work
the way hers does—I can easily remember multiple passwords, but I’d lose that notebook in a
heartbeat—but that system’s actually pretty good. For her.

Wait! I just remembered that I didn’t even talk about websites that generate passwords for you.
Eh. You can probably figure that one out on your own.
 

Smart Cards & Biometrics

Smart cards are nice. They make hacking more difficult, usually. But for most things, we don’t
use them. Too bad, I guess. Okay, that’s all kind of a smart-ass approach to the topic. Especially
since the snark is somewhat disguised within the links, and what if you don’t click on them? Like
everything else, smart cards can help…but it’s really up to us, individually, to manage the security
of our own data. As the links show, hacking does happen. Caution is a good idea.

Do I think a PIN is better, or do I prefer a signature, for “chipped” credit cards? Truthfully I
think they’re both kind of weak. The PIN approach makes it hard for the buyer to repudiate a
transaction, because the PIN is the same for everybody who might use the card. Whereas a
signature, in theory at least, might be analyzed/compared later to determine whether the buyer was
actually present. But a signature provides no particular protection vs. a given transaction’s being
processed in the first place, and is therefore only good as a retroactive sort of security measure
upon later analysis. Maybe…both? But people mostly won’t want the bother.

Anyway. I don’t know how to carry around a device that does any sort of
encryption/decryption, that has a key stored on it, that can’t in principle be hacked by an attacker
with physical access (see those links above for examples). I think the combination of a smart card
and some form of strong password, though, might be a good idea. Unfortunately I don’t know how
to keep the password from being stolen either.

I started theorizing here, but just deleted it as being too geeky. Other folks will probably come
up with better ideas than mine anyway.

The best overall suggestion I can come up with, for now at least, might involve having lots of
systems in use in different places, so maybe they won’t all be hacked simultaneously, or at least
by the same people. It’s that crazy-anarchist part of me again, plus I think having a plethora of
competing systems will work to weed out the weaker ones over time.

I’m not a big fan of one-size-fits-all systems that everybody’s expected to use. Single point of
failure, and all that.

Which brings me to biometrics. (See how I did that? I’m laughing right now. One size fits all?
Biometrics? Get it?)

By biometrics, I mean using physical-bit readers like fingerprint scanners or iris scanners for
both identification and authorization. Thousands will disagree, but I think the way this stuff’s
currently being used is a horrible, horrible idea (in my opinion that last link has by far the best
analysis I’ve seen, but it’s pretty geeky), and in more ways than the obvious. Fingerprints in
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particular are extremely problematic, because you leave “latent” fingerprints everywhere you go,
and those can be used against you. Low-tech methods of fooling fingerprint scanners can also be
pretty horrific. Biometric information can also be stolen from databases. Generally, fingerprint
readers can be fooled in many ways.

If you don’t follow my links, you don’t get to find out about how the cosmic significance of
Gummi Bears extends even to your digital security. Sorry about that.

Then there are current legal issues. If arrested, you may not have to give your passwords to a
police officer. You’ll almost certainly be fingerprinted. How are you logging in to your phone,
again? A fingerprint? Hmm. You think you might be required to do that at a police station?
Seriously, this has already come up. Biometrics are…inherently problematic, for privacy.

One of the larger problems with (current?) biometric identification measures is that it’s really,
really hard to change the biological features that are used to identify you. That’s sort of the point!
But it comes with a downside: once your data’s been made public, you can’t change your
fingerprints to keep other people from pretending to be you. Well, you sort of can, just like you
can change your iris(es). Or at least, as the links above show, you can seem to change them. I’m
having trouble seeing this as an actual benefit of the biometric scheme, though.

Let’s not forget that biometric readers, too, are electronic devices. How do they communicate
with other systems? Is that method hackable, maybe even in a completely ridiculous way? Does
that mean the biometric reader might simply lie, or seem to? Of course it does.

Do you want to assume that other, near-future forms of readily-used biometric data will be,
somehow, inherently more secure? And simple compulsion or body-part removal won’t work?
Someday? Or that scanners themselves will become so secure that hackers might as well give up
on spoofing systems they connect to? Well, that’s completely up to you. Maybe they will.

Or maybe we should be very cautious with biometrics.
In the crypto-world, we normally distinguish between identification, authentication, and

authorization. In biometrics as most often used today, and in many other ways not relating to
biometrics, these concepts (especially the first two) are inextricably confused…and to our
detriment. Or so I say, anyway. Though there are still fun projects!

But this isn’t a book about redesigning the digital-transaction world (Take Back Your Body’s
Identity: The Barefoot Anarchist’s Guide to Touching Only Your Smart Card, Which Doesn’t Have
Your Name On It Anymore Either?)—it’s a book about managing our data. In the real world.

Perhaps you’ll want to distribute your biometric markers far and wide, and log in to systems
containing private data with your fingertips. Personally, I’d really rather not.

Moving on.
 

Sending Anonymous Data

It’s not unusual for an application developer, or a software company, to ask users to participate
in a scheme that provides “anonymized” data in order to improve a given service or application.
It’s tempting (for me) to participate, especially in an open-source situation where I’m not being
asked to pay for the product or service.

But I’m going to argue, here, that while participation in anything like this is perhaps a nice
thing to do…it is not compatible with maintaining your anonymity. It’s very likely a serious error
on more than one front.

From the US President’s Council of Advisors on Science and Technology comes a report on
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“Big Data” that, among quite a bit that I found of interest, says this:
“In general, as the size and diversity of available data grows, the likelihood of being able to re‐

identify individuals (that is, re‐associate their records with their names) grows substantially.
While anonymization may remain somewhat useful as an added safeguard in some situations,
approaches that deem it, by itself, a sufficient safeguard need updating.”

Another point: “Today, although they may not be aware of it, individuals constantly emit into
the environment information whose use or misuse may be a source of privacy concerns.”

Another: “Individually, each data source may have a specific, limited purpose. Their
combination, however, may uncover new meanings. In particular, data fusion can result in the
identification of individual people, the creation of profiles of an individual, and the tracking of an
individual’s activities.”

One more, with emphasis (mine): “Some technology building blocks (for example,
cybersecurity standards, technologies related to encryption, and formal systems of auditable
access control) are already being utilized and need to be encouraged in the marketplace. On the
other hand, some techniques for privacy protection that have seemed encouraging in the past are
useful as supplementary ways to reduce privacy risk, but do not now seem sufficiently robust to
be a dependable basis for privacy protection where big data is concerned. For a variety of reasons,
PCAST judges anonymization, data deletion, and distinguishing data from metadata (defined
below) to be in this category. The framework of notice and consent is also becoming unworkable
as a useful foundation for policy.”

I recommend reading that entire paper. But let’s assume you won’t! For some reason, that
makes me laugh.

The first recommendation that group came up with? Essentially throwing up its hands and
saying “not gonna happen” in the area of limiting data collection, or analysis, and saying that
future policy should focus on the use of all that collection and analysis. This strikes me as both
eminently practical from the perspective of trying to deal with the real-world situation we’re in,
and more than a bit chilling when I start thinking about how—even if we assume pure motives on
the part of all involved businesses and government agencies—this nonetheless means there will be
an increasing number of individuals with access to increasingly complete pictures of what we
might like to think of as our private activities.

And not necessarily just by so-called legitimate means. Just to take a random example:
Anthem, the second-largest health insurer in the USA, reported a breach in February 2015.
Apparently hackers got the personal information of tens of millions of customers. Supposedly that
included addresses, birthdays, medical information numbers, social security numbers, and some
income information.

While we’re on the subject of healthcare data? Here I’d like to point out that it’s been shown
that simple so-called demographics (that word, as generally used, irritates me) can often identify
people uniquely. 87 percent of Americans, in that particular study, could be uniquely be identified
using only three pieces of information: ZIP code, birthdate, and sex. One researcher exploited
publicly available data plus supposedly anonymized data showing hospital visits, and sent
William Weld, then Governor of Massachusetts, his medical records—including diagnoses and
prescriptions. I’m sure that was a fun day in his office.

Similarly, it turns out that US Social Security Numbers can often be inferred from publicly
available information. “Any third party with internet access and some statistical knowledge can
exploit such predictability in 2 steps: first, by analyzing publicly available records in the SSA
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Death Master File (DMF) to detect statistical patterns in the SSN assignment for individuals
whose deaths have been reported to the SSA; thereafter, by interpolating an alive person's state
and date of birth with the patterns detected across deceased individuals' SSNs, to predict a range
of values likely to include his or her SSN.”

Oops. Interesting paper there, with lots of public sources for the necessary information given.
I’m not gruntled. This SSN-as-identifier thing is not only a broken promise to begin with…it’s
also seriously behind the times from an implementation perspective.

This stuff crops up all over, and in ways that often seem surprising. Netflix once published an
“anonymized” dataset and offered a prize to whoever developed the best algorithm to predict user
ratings for films. In a 2007 paper titled “Robust Deanonymization of Large Sparse Datasets” that
combined IMDb.com film ratings with the anonymized Netflix data, it turned out that 80% of
Netflix users who used IMDb to rate three movies could be uniquely identified. This could then be
used to show a complete Netflix rental history (prior to 2005, for some users, because Netflix
hadn’t released all its records), which might be embarrassing for some and could also show
political preferences and other potentially “useful” information. In a FAQ concerning the study,
its authors state that, while the confluence of IMDb and Netflix users was convenient for their
purposes, any other source of (very little) data about a person’s movie-watching would also work.
In their own words: “Here is how our algorithm works. If you already know someone's identity
and a few of the movies this person liked or disliked, you can use the Netflix dataset to find their
entire movie viewing history prior to 2005 (provided, of course, they were a Netflix subscriber
and their record was one of those released as part of the dataset).”

It also seems that, in the US, people’s biological bits they leave behind—even including such
things as leftover blood samples the patient may have believed were only to be used for a
particular test—can be used for research without permission or notification…if the medical data
is first “anonymized.” Only it turns out that the DNA involved, plus so-called metadata such as a
person’s age and state of residence, are all that are required to re-identify people. Well, that stuff
plus web searches. Of free, publicly accessible internet resources. Oops.

So, back (finally!) to the software you’re using. How many of the vendors tell you they’re
collecting anonymous data? How is that defined, exactly? Once they’ve collected it and it’s
potentially combined with other datasets…just how anonymous do you suppose you are now?
How about five years from now? Ten?

I am extremely leery of even suggesting it might be okay for you to allow the collection of so-
called anonymous data. Ever.

Unfortunately, many vendors do this sort of thing all the time, relying on their posted policies
(Chapter Two) and a general “allow this or don’t use our service” approach. That report to the US
President I linked to above indicated that “Notice and Consent” was pretty well broken in this
area. I have even stronger opinions.

I’m not suggesting evil intent, here. I am saying that the more data you give out, regardless of
how anonymous you’re assured it to be (generally, says me, by people who have probably never
studied this subject), the more of your private life will become available for online perusal. And
correlation with other datasets. In ways that I suspect none of us can yet predict, going forward.

Then there’s the fact that transmitting the data has inherent issues completely unrelated to its
storage at the other end. If my system is always contacting certain IP addresses, it makes
identifying my system as mine easier for observers. It’s even worse if the data it sends includes
anything specific about my machine, especially if the so-anonymous data is sent over an
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unencrypted connection.
What you do with all this is, of course, up to you.
 

Automatic Software Updates

Spoiler: I don’t think you should allow these.
There are immediate, and obvious, downsides to that recommendation. If you’re not getting

automatic updates, your system is likely to remain unpatched (obviously!) and vulnerable to
various exploits. For most users, this is ridiculous. It’s irresponsible to suggest that people will
magically be safe if they turn off this feature of various software programs—those that will allow
them to turn it off, I mean. It’s an invitation to digital carnage!

Yep. I agree completely with what I just said there. So what?
Start with this: I don’t think you should be like most users. Plus, I’m going to weasel a little

bit. I’m not against the sort of automatic update you get in a walled-garden sort of operating
system. What I am against is the typical Windows user’s experience, with various software
packages all individually phoning home to their vendors’ (and other?) websites, supposedly
anonymously.

For one thing, we already covered software downloads in Chapter Four. Just how secure and
well-designed are these automatic update processes, anyway? How do you know? How would you
ever find out?

Another, possibly larger, concern: applications that phone home must include at least some
data about you and your system. Even if it’s just an IP address. You’ll typically be assured that
this information is anonymous or not personally identifiable. For that, if you haven’t already, see
the last section of this book.

Actually taking this advice is going to be moderately difficult for most people, at least without
large changes in their current computing habits. For that, see the next chapter…on operating
systems.

 
Anti-Virus Software

This is a huge vulnerability. Probably you’re not surprised that I say that.
But I’m not actually talking about the viruses themselves. I’m being opinionated again.

Surprised? Thought not.
Your anti-virus software is, in my mind, just another form of spyware. Possibly the most

pernicious you’ll ever run across.
Does that mean you don’t need it? Well, I don’t know. It depends partly on who you are and

whether you download and install software in a safe manner. I used to use Windows all the time,
with no anti-virus software, and never had an issue with viruses except when running a web server.
But just being careful is a fragile sort of defense—a moment’s inattention can undo all your
effort. I was almost certainly, from the sort of issues I’ve seen others run across, just very lucky.
But I do feel compelled to tell you how that worked out for me.

Perhaps you might choose another operating system, and (maybe?) completely sidestep this
issue? Operating systems are covered, in a highly opinionated way, in the next chapter.

But first: why do I class anti-virus software programs as spyware?
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Um. Because they gather large amounts of data about your system, and send it out over the
network. They generally (not always…but alternatives may be worse) require or encourage
automatic updates, too. That’s self-updating spyware, which you’ve given full control of your
computer. Maybe you think that’s okay? Well, it’s up to you of course.

I have personally watched anti-virus software send information including a list of software on
my machine, the precise version of my operating system including a list of applied patches, and
information about my Wi-Fi network…over an unencrypted connection. I’ve read about other
(even worse!) info being included, too.

Not only do I strongly dispute the software vendor’s need for any of that information in the
first place, but in addition I was most displeased that it meant anyone sitting between my
computer and that vendor would gain quite a bit of information that might be useful in attacking
my system. In addition, this unencrypted data could easily serve to identify my computer on
another network…if anyone were to, you know, correlate data. Which some people might do from
time to time.

Actually, as I mentioned under “Sending Anonymous Data” above, the mere fact that my
computer connects to a particular vendor’s website on a regular basis gives out information that
can be used to identify my computer—this might sound silly at first, but the collection of sites a
system phones home to is one of many methods to “fingerprint” a given computer. So encryption
is good, but is an incomplete defense on its own.

As far as gathering system information goes, it can be extremely comprehensive. Some
software actually uploads huge amounts of data (and complete files) so that it can all be analyzed
in “the cloud”…maybe entirely in the cloud, or maybe it just “uses cloud based behavior analysis
of unknown files.”

Weird stuff gets bundled in, too. Maybe your so-helpful service will want to take over your use
of DNS (the system that translates names like “facebook.com” into IP addresses like
“173.252.120.68”). There are a few immediate downsides to this, regardless of the value of the
service: (a) most people don’t use that provider’s DNS service, so it makes your computer easier
to fingerprint, (b) it puts your anti-virus provider in an even better position to monitor and record
all (or nearly all) of your internet traffic, and (c) in general—even if you decide to go with an anti-
virus software provider—it might be worthwhile to at least try for a “separation of concerns”
approach.

Maybe your anti-virus software includes a spam filter for your email too? Nice. I guess. So,
they can see your email. Too.

Or perhaps they’ll be so kind as to track your computer’s location for you. That last link points
to ZoneAlarm’s site. Years ago, I used their software for a brief period and liked it. They’ve
changed, and (more to the point) so have I. In particular, it’s probably worth mentioning that I
recently created an email address to use for a free trial of their software, and subscribed to one of
their mailing lists, while doing research for this book. I have since unsubscribed at least four
times. I got two emails from them today. I can of course trash that email address whenever I want,
since nobody else uses it, but so far it’s still amusing me. Draw whatever conclusions seem
reasonable to you from that. If any.

This all-in-one, trust-them-to-hell-and-back approach is undoubtedly efficient in some ways.
But at this point in the book I doubt I need to spend a lot of time talking about the downsides of
giving people (strangers!) this much access to your system. Even if they’re not, currently, actively
selling your information. Though they might be (already linked above, but here).
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If you’re a typical Windows user, well, it may be that you won’t have a better choice. Maybe
you’ll decide it’s better—and cheaper?—to give one company all your information than to try to
split it up among various vendors. I mean, one company plus Microsoft plus other software
vendors whose products you’ve installed. Plus whoever is looking at any unencrypted data or files
your system is uploading. But if it makes you happy…

Maybe you can sign up for some form of free antivirus software, give a false name and
anonymous email account (Chapter Eleven), and connect via Tor (Chapter Three)? It’s worth a try,
I guess. But…go read the earlier links about the data that gets sent from your machine before you
decide you’ll get meaningful privacy with this approach? Please?

If you decide to design your computing experience in a way that needs to include anti-virus
software in the first place. And if the software you choose isn’t an outright scam to begin with.

https://en.wikipedia.org/wiki/Scareware


Chapter 7: Operating Systems

Windows?

I hope you’ve read everything from the General Computing chapter before deciding on an
operating system. Especially if you’re going to choose to run Microsoft Windows.

I’m not going to spend a lot of time on this, because Windows is closed-source software. And
so are most of the applications that Windows users tend to choose. I don’t like closed-source
software. And Windows, especially but not only the most recent version, is pretty much a privacy
nightmare.

Yet: I use Windows. Sometimes. I run it in a virtual machine (last chapter), and I give it no
network access—most of the time. I do not allow Windows Update to run, partly because it’s
possible that non-Microsoft parties might intercept the updates but mostly because I have serious
concerns about the information Microsoft collects in the process (see “Sending Anonymous Data”
in Chapter Six, but note here that “anonymity” and “globally unique identifier” are not concepts
that play well together in the real world). Oh, and sometimes the so-called update is just another
outright attack.

It’s actually pretty important that those steps go together: an unpatched version of Windows
with network access is a horrible idea.

If I were using Windows as my primary operating system, I would make these changes right
away:

 
I would download and install Firefox as my primary web browser (Chapter Nine)
I would set up the Tor Browser Bundle (Chapter Three)
I would replace Microsoft Office with LibreOffice, an open-source alternative, and
generally replace all Microsoft software on my system with open-source alternatives
whenever possible
I would download and install TinyWall, and set it to disallow all network access that I don’t
specifically grant. This most specifically includes blocking Windows Update and Internet
Explorer. And I’d block TinyWall itself, for that matter. Cool, huh?
I would give some thought, if I did end up running Windows Update at some later point to
fix a specific problem, to doing so over a VPN or Tor. But I wouldn’t count on hiding much
besides my current physical location from Microsoft. And I wouldn’t really believe in that
bit either. I have no idea how much data Microsoft collects and stores. I’m going to guess
it’s “a bunch,” though.
I would at some point start to ask myself: given all the above, what possible reason could I
still have to be using Windows in the first place?

 
I doubt I surprised many of you with that last question. But, you know, it’s not just Windows

itself that I feel the need to block off from the internet in my virtual machine. I use Nuance’s
Dragon NaturallySpeaking for voice transcription, which it does sort of well as long as I’m willing
to reformat all its text afterward. (I have a long rant about this, but I’ll save it for some other book
—Take Back Your Punctuation: The Barefoot Anarchist’s Guide to Quotation Marks and Spacing
Issues and for Chrissake the Definition of “Paragraph”?)
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Nuance helpfully installs a thing called the “Common Software Manager,” which name totally
fools me into thinking it’s, like, not spyware. That software runs at startup, and is in the system
tray. Since it phones home to Nuance, thus giving out information about me and my system, I
block its access. Call me crazy, if you like, but I can check for updates for my software on my own
whenever I want (see “Automatic Software Updates” in Chapter Six).

I have all sorts of issues with the commonly-used Windows software packages. Maybe you
should too…or maybe I’m nuts. Or both?

Regardless: some of you, or maybe even most of you, will continue to run Windows as your
primary OS.

Change is difficult. I get it.
So let’s talk briefly about TinyWall. It’s a very useful, comprehensive, and yet lightweight

firewall application. I tested it pretty extensively, and the version I used did exactly what it was
supposed to: it blocked my system’s internet access, except for applications I specifically wanted
to give that access to—and included nice features like the ability to give temporary access (five
minutes? half an hour? 24 hours?) in the bargain.

Now, for all I know it’ll behave completely differently on your system by the time you get
around to trying it. But I am deeply suspicious of antivirus-type software (Chapter Six) in general,
and of Microsoft’s intentions, and also of the non-TinyWall “firewall” Windows applications I’ve
tried. Somehow they’ve struck me as simultaneously overkill, invasive, and insufficiently
comprehensive. Plus, they talk too much.

You’ll do whatever you do. And you should make your own decisions. I’m just giving my
opinions here. And I am very far from an unbiased reporter, of anything.

 
Instead of Windows?

I think you should probably switch to Linux whenever you can, if you haven’t already. But
there are other choices that will be valid, for you, in some situations.

 
Mac OS is a UNIX-based system. So is Linux. One of them is (usually) open-source, and
free. The other isn’t. One is controlled by a single company. The other isn’t. Make the call
however you like. Incidentally, although Apple frowns on it, it’s perfectly possible to run
Mac OS in a virtual machine. So I guess you could even run it under Windows? Or, you
know, under Linux. If you feel the need. But, for the record? I don’t expect to convert a
single Mac user. Ever. Life just doesn’t work that way, and I’m not even going to try very
hard.
Android and ChromeOS are also basically UNIX-like systems. I view them both as just
more Google spyware. Tens of billions of dollars in advertising revenue in 2014 (Chapter
Two). They’re not fooling around with this stuff. I still might use a modified Android phone,
though, under some circumstances. More on that later.
Apple’s iOS strikes me, in many ways, as very nice. Also UNIX-based, and Apple does seem
pretty serious about protecting user privacy. In theory. This, in case you didn’t notice, is an
example of trusting a company’s stated policies. You should probably just laugh at me now.
And according to Eugene Kaspersky (who really ought to know, but for all I know may be
lying or twisting facts…see how I justify what I want to believe?) it’s the most vulnerable of
the bunch.
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I’ll discuss both Android and iOS, along with some other choices, further under “Telephony” in

Chapter Eight. For now, let’s focus on desktop/laptop scenarios. And not on those involving a
Mac, because it’s a waste of time. There are plenty of strong opinions on the subject. I have mine,
and you likely have yours. I just…well, I prefer an open-source system that is well-designed for
most users and nevertheless doesn’t get in my way when I want to do something weird. And it’s
my book. But I’ll admit I can’t give a definitive “this system is more secure than that system” sort
of answer.

Along those lines? I’m going to go further than “Linux” and aim you specifically at Linux
Mint. Linux comes in many flavors, called “distributions,” and they can all be good for the right
user or situation. Linux Mint is the fourth most popular operating system in the world. It’s based
on Ubuntu, which I think used to be pretty good, but it’s become (my opinion only!) harder to use
of late. Also, with Mint there’s no need to jump through hoops before doing things like playing
DVDs. Ubuntu takes a harder line on open-source-only, which occasionally gets in the way of
convenience. See? I’m impure, here.

Ubuntu, by the way, is itself based on a distribution (or “distro”) called Debian, which I’m only
mentioning because that name is funny—it’s based on “Deb” and “Ian,” who aren’t even together
any more. But it’s probably worthwhile for you to know that these distros stack up, and an update
to one generally becomes an update to the “downstream” projects. There are other distro
“families” out there, and I encourage you to investigate to whatever extent you’re interested in
that sort of thing. But if you want a recommendation to get you started? I’m going with Mint.

Linux Mint is what I install for Linux newbies who’ve come from Microsoft’s or Apple’s
various messes. I have yet to need to explain much of anything to a new user. It comes with
LibreOffice, an excellent and free suite of office software. And with Firefox for web browsing.
And Gimp for photo editing. And, really, just about everything most users need just sort of
automagically installs itself.

I do unpaid tech support for friends and relatives. I suspect a lot of you folks reading this do
too. After I install Mint for my peeps? The number of calls and emails for help drop to zero or
near-zero. It’s very nice, from my point of view.

Further, Linux Mint has very simple tools to help manage your software. There’s a catchily-
named “Software Manager” you can use to find free software for various purposes, and there’s an
“Update Manager” to handle, well, updates to already-installed software. You can always install
software that’s not available via these tools, but I’m going to go out on a limb and suggest you be
careful with that. Most users, in my experience, simply don’t need to bother. It can also harm your
anonymity if you choose to configure the other software to auto-update (because your system will
then be contacting servers other users of Linux Mint don’t bother with).

I think Mint’s Update Manager is pretty educational, too. When it decides your software is out
of date, it’ll give a list of “packages” it would like to update. Actually updating them is up to you,
though in general I’d recommend updating all of them. The interesting part? You can read a
description of each updatable package in the Update Manager, and you can also click to download
the “changelog” and see why the update was necessary. Often, there will be a security issue of one
sort or another. Updates of this sort are quite frequent.

I’ll mention this again under “Web Browsing” in Chapter Nine, but there is one issue that I’ve
seen discourage people from switching to Linux Mint.

That issue is…wait for it…Netflix. Netflix videos don’t run on the default Firefox browser for
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Linux. Ouch!
Yeah. Weird, I know. As if these companies stuck together against user convenience, or

something. Well, there have been several workarounds that have come and gone over the years.
Lately, there are two that I might be willing to use: install Google’s proprietary Chrome browser
(not the open-source Chromium version), or run Netflix in a Windows virtual machine.

Yep, there are downsides to both. I use Chrome myself. For Netflix only. Via a VPN. So
Google probably knows that someone who may not live near me uses Netflix. There are actually
some funny things to say about Netflix, user data, and anonymity that might fit here—but they’re
in Chapter Six under “Sending Anonymous Data” instead. Oh well.

One final point: modern computers may not be, out of the box, willing to boot into all versions
of Linux. This changes over time, so I don’t want to get into specifics. But if you run into this
problem, you can almost certainly disable something called “Secure Boot” (or enable “Legacy
Boot”) in your computer’s BIOS, which will fix it. I don’t want to get into arguments about what
is or isn’t safe in this context, but you can find plenty to read on the topic (including the amusing
notion that some people are apparently willing to believe that “secure” and “somebody paid
Microsoft $99 one time” are logically equivalent).

 
Other Linux Distros

I’m only going to mention a couple of these, because these things aren’t really the topic of this
book. (Take Back Your Distros: The Barefoot Anarchist’s Guide to Reading Geeky Crap All Day
Long and Pretending it Counts as Working?)

The first is Tails, or The Amnesic Incognito Live System. You can install it on your hard drive,
or—better—just boot into it from a DVD or a USB stick. Or an SD card. If used from removable
media (on your computer, or any other computer that will boot from that type of removable
media), it attempts to avoid leaving any trace of itself on the system’s hard drive. It forces
internet communication to travel via Tor. It even has an onscreen keyboard you can operate via
mouse, which will help defeat any nearby or attached keylogging devices. It comes with helpful
tools to help you manage email, online chats, file deletion, and much else. You can use it even
with persistent storage (meaning storage that will survive a reboot), in a way that may be deniable
under some circumstances (I’ll point out here that some encrypted storage may well be
indistinguishable from random unformatted space, but if an encrypted storage volume is opened in
a way that’s not read-only, the fact that changes were saved may later be detectable to certain
sorts of observers). I recommend reading this design document to get a clear idea of how and why
the system is set up. If this seems like the sort of toy you might enjoy.

The second is Kali Linux. I recommend it strongly if you think you might want to get into
looking at your own networks, or possibly consider a career in online security. Please note that the
download page for this does not, at the time of writing for this chapter, satisfy me. I recommend
getting the download via a torrent and verifying the signature separately, as described in Chapter
Four.

I thought about recommending a system called Whonix…then decided not to link to it. You
guys can go find it and check it out, if you want to. My concern is that it’s essentially a Tor router
as I describe in Chapter Three. In some circumstances it can make a lot of sense. In others, not so
much. Go forth and do as you like, as always. As long as that’s what you’re doing, I’ll be happy
about it.
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Chapter 8: Telephony

Location Tracking

I mentioned very early in this book that any device that you can use to retrieve information is
also a device that can be used to track you. Nowhere is this more true than with a cellular phone.
For one thing, you probably carry it with you. (Duh.)

Perhaps you think your cellular provider simply doesn’t care about where you are at any given
moment? Well, the ACLU has compiled information on just how long this sort of information is
stored by some of the major players. Short version: quite a while. But don’t believe me; go look at
the links. They’re also keeping the content of your text messages, and a list of the people you’ve
texted with.

Which means, if you buy my argument from Chapter One about the dangers of accidental self-
incrimination (regardless of your knowledge of, or participation in, any particular crime) and
talking to the police (incidentally, not to argue the point or anything, the ACLU got much of the
above information from a document marked “Law Enforcement Use Only”) that you’re…um.
Well, you’re shedding data. If you have a cellular phone.

So, how easy is it for police departments to get that data if they want it? We’re not talking
about information extracted directly from your phone, possibly without your knowledge, here. It’s
just information that your cellular service provider keeps, kind of automagically.

The ACLU and affiliates filed over 400 public records requests to find out. Apparently virtually
all of the roughly 250 police departments who responded (many chose not to respond) said that
they do in fact track cell phones, with only a small (“tiny”) minority reporting that they
consistently obtain a warrant or demonstrate probable cause before doing so. They don’t even
necessarily get a single person’s records—they’ll just get all of the cell phone numbers at a given
location at a particular time. If they want to.

So, maybe this is all okay with you. I’m not judging. But I am saying that carrying a cell phone
is effectively consenting to being tracked. Possibly this information (useful map included in that
link; it might tell you something about your local laws if you’re in the US) will always be limited
to cellular providers themselves and to police departments. Place your bets however you like.

But there are an awful lot of these law-enforcement requests made every year.
Also, if you think your prepaid “burner” phone is protecting your privacy? And you’ve

managed, somehow, not to give out the number to anybody in whom the police are interested?
And it’s not tied to your name in any database, meaning you’ve never entered it as a form of
contact information? I’m guessing you don’t take it home with you, or to work either. Right?

Sounds like a useful phone to me, for sure.
Okay, let’s consider one more thing about all this information in the age of Big Data. Can you

guess how much data is actually needed to identify you, just based on your location? Well, some
researchers decided to find out. After looking at fifteen months of “human mobility data” (and,
yeah, I’m squicked that they could get that in the first place, but let’s move on), in a dataset where
the location of an individual is specified hourly…it takes four data points to uniquely identify
95% of the individuals.

That’s a highly specialized sort of result. But it does strongly suggest that we may all be more
easily tracked and identified than we typically prefer to think about.
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You may be assuming at this point that those four points must all have been observed and made
available by cellular providers? Not so. According to that paper’s authors, some of those data
points might also come from publicly available information, such as home address, workplace
address, or even geolocated Twitter posts. Or, maybe (says me), Facebook posts. Ahem.

Location anonymity, says me, is pretty hard to either achieve or maintain. Especially if you
carry a cellular phone.

 
Cellular Eavesdropping

I’m actually less concerned by far with individual eavesdroppers than with mass surveillance.
But I’ve talked enough, and you’ve almost certainly read enough elsewhere, about mass
surveillance.

Let’s consider the in-between case of localized surveillance! It should be fun. Right?
Turns out there’s a device called a Stingray (or “IMSI catcher”) that mimics a cell phone

tower. It can send out signals to trick a target’s cell phone into connecting to it…but these devices
are not really suited to grabbing a single user’s information. Instead, they work on everybody in a
given area.

Plus, it turns out that Stingray use is generally not disclosed to the public. In fact, police in
Florida even claimed that they couldn’t be bothered to get a warrant before using these devices…
because the device’s manufacturer made them sign a non-disclosure agreement. So, get it, they
couldn’t tell a judge?

I’m going to take a moment to cackle maniacally.
Okay, I’m back. But that was funny. What will they think of next?
Anyway. Federal agencies have apparently instructed (really?) local law enforcement to keep

details of Stingray surveillance secret. Oh, and US Marshals have moved physical records
hundreds of miles to avoid at least one public records request.

Apparently “secret” means secret from judges providing police oversight as well.
And, yeah, Stingrays can be used to eavesdrop on calls. But this technology is not just for

police and government agencies!
Want to build your own Stingray surveillance Jeep, using open-source software and not-too-

expensive hardware? You probably can, if you’re at least a little bit handy. At any rate, it’s been
done. So has a lot of spying.

Want to know if your conversations are being recorded? That’s actually pretty much
impossible. There are just too many ways it could happen, and not all of them leave traces.

Or do you at least want to know whether your cell phone is currently being tracked…in
Stingray-like ways, anyway (given that they’re all tracking devices to begin with)? Good luck with
that. But it’s not actually impossible. Just expensive, is all.

I haven’t talked much about other methods of cell-phone (including text message)
eavesdropping. In some cases, it just requires a radio. In others, an attacker might need to crack
some encryption. Luckily, they can download tools to help.

The Stingray-esque approach above involves complex approaches to the encryption problem,
like…just telling a phone not to use encryption to begin with. In principle your phone could warn
you, but that feature’s generally turned off both in the SIM cards distributed by major carriers and
in the phones’ operating systems. Though it’s not necessarily impossible to turn the warning back
on.
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And if your phone’s using a non-GSM network that’s not susceptible to this particular
approach…well, even assuming that actually works out in practice, ignoring issues of signal
strength and network selection? That non-GSM signal can be jammed pretty easily. (Interesting
link there, by the way.) So your phone may then connect to the compromised base station after all.
Nice, huh?

Um, actually, though? Apparently US (NSA) and British (GCHQ) spies hacked their way into a
database belonging to Gemalto, the world’s largest SIM card manufacturer, and simply copied the
encryption keys for literally billions (the company makes two billion SIMs per year) of cellphones
around the world. This (according to the link above) affected AT&T, Sprint, T-Mobile, and
Verizon users…among others.

So all these agencies really need in order to listen in to calls at this point is a plain old radio.
Or…they could plant spyware directly onto their targets’ SIM cards via a text message, without
even bothering to try to compromise the phones themselves. Or maybe they would use their access
to the SIM cards to mount attacks on targets’ phones and the data stored on them? Beats me. It’s
kind of up to them, you know?

Want to bet on whether that particular spy-hack of Gemalto (based in the Netherlands) is the
only such move these guys have made? I’m willing to place a bet, here, especially since I don’t
see how I’d ever be proven wrong. Either we never hear of anything else and won’t know, or I’ll
win. So. Takers?

I don’t especially want to write a hacking textbook here, but I hope this is enough information
that you’ll realize your phone calls are only as private as other people choose to allow them to be.
Which may well mean “not very.”

So. Should you carry a cell phone around with you? Probably! It’s hard to deal with modern life
without one. As for me? Just for fun, and also maybe as “research” (because I’m writing this book,
so it’s serious business!) I’ve actually pulled my phone’s SIM card, installed custom software,
and now make and receive calls only when I can connect to Wi-Fi.

You know what? That’s nearly as bad…but let’s talk a bit more about cellular networks first.
Wait. What’s that? You’re a US government employee, or a police officer, and you don’t get to

use any cool spy-type equipment in your job? Gee, I’m sorry. Here’s a description of some of the
things you really might want to buy…and here’s an actual catalog you might want to peruse, with
what I assume are fairly recent prices (as of December 2015). Show it to your supervisor, maybe?
I mean, it couldn’t hurt. Right?

The rest of us may just have to build our own base stations for snooping. That particular link
will show us, step by step, how to do it for a total hardware cost well under $1000 US, and with
free open-source software. But the government budget is of course much larger. Why not take
advantage?

Okay, setting the snark aside for a moment…why did I turn around and show you that, after
saying this isn’t a hacking textbook? Because you might try to tell a friend about this, and get a
response like “Oh, that’s just paranoia—I don’t think the government’s really out to get me.”
Which may well be a valid point, but the thing is, it might be that weird long-haired kid across the
street who’s out to get…someone. You know, the kid who never ever seems to get a tan? Walks
around barefoot a lot, like a damn hippie or something? Or it could be someone your ex-wife’s
dating.

Whatever. Whoever. It doesn’t have to be someone with a lot of resources available.
Besides, that link is to a somewhat outdated procedure (gee, like, June 2014…ancient). I’d do it
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at least a little bit differently now, if I were building one of these. And this setup is missing a few
pieces a true snoop might want to have in place. Also? This isn’t exactly a secret, you know.
Anybody who can use a search engine can find the information. If they want to.

That snoopy kid would need a computer and a software-defined radio. And an antenna. And
time. And not much else.

Or maybe he’s just setting up his own cellular network for his friends and family, in an area
that otherwise has crappy signal (or no signal?), and then sending the calls out via the internet.
That’s doable, too. Illegal? Maybe, depending on where he’s doing it. Evil? Not so much. Might
even be kind of admirable.

Or maybe he’s actually a weirdo who built his own cellphone from scratch, just so he knows
how it works, and then moved to the next logical step. Or just a different kind of (paranoid!)
weirdo who wants to use his own modified SIM cards and doesn’t want to connect his phone to
anyone else’s base station.

Neat, yes? This is what free speech does to us. Go forth, and be aware.
 

Text Messaging

While we’re on the subject of cell phones, let’s talk briefly about text messages. It turns out
they’re also an “attack vector”—which you should expect by now, right? The more functions a
device has, the more the various possibilities for the device to be hacked will multiply.

This isn’t all that new. Here’s an article from 2009 that shows there were successful attacks on
both Android and iOS. Those particular issues have very likely been resolved…but that doesn’t
mean much to me. I don’t use standard text messaging at all. Maybe you’ll want to continue with
it, even though (see “Location Tracking” above) your cellular provider may well be storing those
messages for a very long time? That’s up to you. Though I’ll be pointing you toward some (very
likely) better alternatives later in this chapter.

Just a side note: you don’t necessarily know whether your phone is sending text messages. The
SIM card can do that on its own. If you have one of those in your phone. Or maybe your phone can
do it even if you don’t use a SIM (check out the link).

But here’s a description of the testing framework the security researchers in 2009 put together
to make it easier to find vulnerabilities. I wonder if anyone out there’s been working with things
like this more recently.

I was kidding. They have been.
Um, do you have an Android phone? Well, a single text message might be all it takes for an

attacker to steal data and photos, hijack your microphone and camera, or…you know. Whatever.
For that to work, they’d have to have your phone number first. Hard to get that, right?

I’m not saying there’s nothing you can do to protect yourself against this sort of thing (in fact,
it wouldn’t work against you unless you opened a specially-built MP4 movie that you received via
a text). That particular hack was called “Stagefright.” It’s been patched…in September 2015.
When was the last time your version of Android was patched?

Stagefright was followed by other, similar discoveries. This time the hacks affected MP3
(audio) files as well as videos. Google patched that stuff in October 2015. Is your phone still
okay? Maybe so.

Here’s another issue, in which the phones of text message receivers (who won’t even see a
message) who don’t have an “unlimited texting” plan might discover that their phone bill is much
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higher than expected…because the phone can be made to automatically reply. A minor complaint
compared to some things that could go wrong, I guess, but interesting.

I don’t actually know all that much about text messaging and how it might be used to attack
your phone. I’m pretty sure there are people out there who do, though. Supposedly intelligence
agencies can do this to any phone, and that link actually discusses the use of a “Faraday cage”
pouch for carrying a cell phone that blocks the phone’s radio.

Seems a bit extreme to me, especially since I’m not quite sure how it’s better than “don’t carry
the freaking phone, already” or even “turn it off until you need it” as a strategy. But I don’t know
your personal situation.

In the next section, we’ll talk about a design issue that, as far as I know, affects all modern
smartphones. It’s not going to be pretty.

 
Baseband Hacking...and Beyond?

If you’ve read Chapter Six’s discussions of physical security and disk encryption, well, it turns
out that physical access to your phone may actually be less of a problem than connecting your
phone to a cell tower or “base station” can be.

Yeah, we already covered surveillance issues relating to base stations. This is something else.
We talked about the BIOS running on your desktops and laptops. There’s something we might

view as conceptually similar running on smartphones, which is called the RTOS (“Real-Time
Operating System”). It runs on its own “baseband processor,” too. Think of it as a second
operating system, running underneath Android, iOS, or whatever you’ve chosen to use.
Incidentally, that same processor is likely to run things like USB and GPS, which I’m mentioning
because those imply a large attack surface (lots of potentially-weak areas). Did you think you
turned off GPS? Well, maybe you did…and maybe you didn’t.

It also has access to your microphone and camera. And can transfer data. In fact, transferring
data is exactly what this system is for.

The RTOS in your phone is not generally open-source. It’s also, by design, not particularly
secure. Not if you think “secure” means your phone should be under your control, anyway.
Hacking this sort of system was considered by some to be a “new” idea (though possibly not so
new for government intelligence agencies) back in 2011. Time has passed since then. (Though
some tech reporters seem to be willing to put up click-bait headlines that suggest otherwise,
possibly from remaining unaware themselves of this issue among others? But…hell, nobody’s
perfect. I’m sure there are errors in this book too.)

Using specially-crafted messages, your cellular provider—or any tower near you—can instruct
your phone to run arbitrary code. Phones don’t currently try to authenticate towers. I guess this
helps with roaming. But it also introduces a huge security hole.

Arbitrary code, in that last paragraph, means “whatever they want.” Your phone trusts the cell
towers. It’s all peace and love, there.

Now, let’s remember that fake cell-phone towers are out in the wild. You can build your own,
or buy one on the internet, or whatever. So can anyone else who really wants to. Put that together.
I know you can. You’re not the only one—this sort of attack has been done.

It gets worse. Your device may be vulnerable to this even if you don’t use it on a cellular
network.

Let’s suppose an attacker has gained physical control of your smartphone. You’re running
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around like me, with no SIM card in the phone. So, most likely (how sure are we about this,
really?) your cellular radio is turned off, so you don’t have to worry about baseband hacks. Sweet!

Your phone, we assume, is running a recent version of iOS or Android, which is fully patched
and up to date. We’ll assume the operating system itself cannot currently be hacked. All your data
is encrypted. And it turns out that the phone is turned off when the attacker grabs it, or at least you
haven’t initially logged in to the thing, so the encryption is actually meaningful at the moment.

Suppose that attacker puts a SIM card into the phone and connects to her own base station? (Or
just runs an attack directly from the SIM card, actually, but we’ll ignore that for now.) And then
takes the SIM out, returns the phone to you, and you’re either unaware that it was ever in her
possession or you’re smug that your phone was hack-proof? Either way, you’re going to use it
again, right?

Then you enter your passcode, or do whatever it is you do to decrypt the supposedly “NSA-
proof” phone. Are you sure there’s no keylogger-ish software running on it at this point? An Evil
Maid sort of attack (see Chapter Six) might be pretty easy to implement, here.

Or it might not. Maybe further hardware hacks would be necessary. It probably depends on the
phone, and I haven’t tried this. Nor do I actually know of anyone else who’s tried this particular
variant of Evil Maid.

Maybe something more immediately useful would happen, like a takeover of your microphone
and camera and background uploading of your files, or your location. Beats me, really. Probably
depends on the hacker, and the phone.

But I sure wouldn’t bet against this sort of attack being exploited, either by intelligence
agencies or motivated and clever hackers. Or security researchers. Or police departments, if
you’re a high-profile sort of person.

Call me crazy, if you want to. Once you start looking into this stuff, it seems an obvious thing
to try. To my mind, at least.

As far as the general applicability of “Evil Maid” types of attack to cell phones goes, it’s not
only obvious, it’s been done…via a malicious USB charger. Hmm. Guess that makes the situation
worse, doesn’t it.

Or there’s the variant where a phone that looks just like yours (maybe in your case?) is left in
place of your real phone. Then you log in. That information is then sent to the attacker, who has
your real phone. Oops. I mean…maybe you’ll figure it out, at that point, when you don’t see what
you expect? Or maybe you’ll just think your phone glitched somehow? Depends, I guess, on what
the phone you’re holding does next. Powers down, or appears to, maybe? Regardless, your data on
your real phone is going to be decrypted. An especially sneaky person might even give it back to
you later, somehow. Or just hope you’ll believe that your phone lost all its data, and you’ll keep
using the (almost certainly thoroughly compromised) phone you now have. Or whatever. Depends,
I guess, on the attacker.

Meanwhile? What if—and I have to say this seems much more likely—your phone was turned
on and you’d therefore already decrypted your personal data (via your initial login) at the time
when the attacker gained physical access to the device? Well, the attacker could then slip in a
compatible SIM card (ignoring, again, attacks that can be launched from the SIM card itself) and
connect to a “fake” cell tower. And run arbitrary code. Then it doesn’t matter much whether she
gives it back to you or not, as far as the files already on your phone go. They’ve been uploaded. If
your phone’s capable of being hacked via this method. Is it? Again, I’m willing to place a bet.

But your phone may be compromised from that point on, too. Just as icing on the cake.
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And maybe your phone is vulnerable to a cold boot attack, in which its memory is read directly,
too. Chilling, right? (Sorry.)

Does any of this matter to you, personally? Probably not! Almost certainly not, actually. Or at
least that’s my opinion.

I’m just mentioning it, in case you were about to decide you had a secure phone in your pocket.
And you were about to bet your life, or your freedom, on that. Personally, I’m not all that
interesting a target…but I don’t give my phone access to anything I consider important. Even so, I
probably let it do more than I should.

Maybe you’ll quit carrying a phone, or be more careful about how far you trust it, or just decide
not to worry about any of this stuff. Any of those might be the right choice, for you. In your own
particular situation.

Make the call.
(No, I don’t seem to get tired of that joke.)
 

The Metadata is the Message

Metadata, or “data about data” is…in spite of the fact that it almost certainly sounds pretty
boring right now, if this is your first exposure to it…a contentious topic. Let’s make it more
interesting: metadata is like the card catalogs (remember them?) in libraries (remember them?).

No, wait. Let’s start over. The metadata I’ll be talking about here is a lot more specific: it’s
records of whom you call, and who calls you. And texting too. Oh, and your phone’s physical
location(s), both when you’re actively making calls and, you know, the rest of the time too. That
kind of thing.

Unfortunately, if you want to keep any of that private, it’s going to be really difficult. And the
thing is, metadata is often considered okay to collect, even by law enforcement without a
warrant…somehow it’s not counted as “information” as long as the actual content of calls and
texts is not stored. Hmm. Okay, let’s move on.

Two thoughts that should immediately spring to mind: calls and texts are, here in the real
world, recorded all the time, and information about whom you’ve communicated with, and when,
and where, can be used to determine an awful lot about your life. Though, actually, even that is not
all that’s recorded under the umbrella of “metadata.”

It’s worth mentioning again, here, that the US President’s Council of Advisors on Science and
Technology has included distinguishing between metadata and data as one of the methods that “do
not now seem sufficiently robust to be a dependable basis for privacy protection where big data
is concerned” (emphasis mine, again). I agree. It’s a pretty serious problem, and avoiding sending
out metadata of various sorts is much, much harder than protecting the actual contents of any
particular communication session.

I talked earlier about cellular provider data retention, but here’s a link to data the ACLU has
gathered in the United States. Let’s just say that these guys keep your data around for months or
years, and there’s not much you can do about it. Governments keep that stuff too. Lately, I’ve seen
a couple of laws passed in the US that actually mandate that companies keep so-called metadata,
and make it available to government agencies, and also—just for fun?—immunize the companies
involved if it turns out they’re not very careful with that metadata…as long as they share
information with the federal government, as well as hackers. Which new laws were sold to the
public, somehow, as reining in the surveillance state and protecting against terrorists. So we’re
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safer now. Because it wasn’t about collecting even more data on ordinary citizens and protecting
large corporations, at all. That would be silly. So I’m glad it didn’t happen.

But we’ll move on. Not writing that book either. (Take Back Your Spin: The Barefoot
Anarchist’s Guide to Silly Shit People Say?)

Maybe, because of all the information you currently make public by carrying a smartphone,
you’d like to switch to a different way of making or receiving calls, such as Voice over IP (VoIP)
calling, possibly while connected to Wi-Fi networks? It’s geeky-cool, for sure, and I’ll talk about
that in a later section of the book.

One nice feature of this idea is that you can install an app on your smartphone (which suddenly
makes it a “softphone,” but for the life of me I can’t figure out why you’d care about that term)…
and voilà! You can make and receive calls.

Unfortunately, metadata tends to exist pretty much regardless of the way you make and receive
calls and texts. I use, among other things, a SIP provider (Callcentric), which gives me a free
incoming number and lets me answer all calls via any application I choose (there are lots of SIP
clients, for pretty much any operating system you’re likely to use). I can also open the application
and make calls.

But Callcentric keeps records. I can see a list of my incoming and outgoing calls any time I
want to. With whom do they share that information? I don’t see any way to find out.

More than that, the app I use isn’t always in the foreground on my phone. When it isn’t, the
company who developed the app I use (Acrobits) has a server running that logs into my
Callcentric service for me. If a call comes in while that’s going on, I get a push notification on my
phone. Since I use an iPhone and Apple rejects all iOS apps that try to use push notifications but
don’t use Apple’s push servers, that means Apple can (if they so choose) record all my push
notifications. So can Acrobits. So, that’s at least three companies with access to at least the
incoming calls that I receive via a push notification (which is most of them).

Who else can see this stuff? Beats me. But Acrobits is the only company I know of that offers
an app with push notifications that will actually work for VoIP calls on my iPhone, and giving
them my Callcentric login credentials (at least for that particular extension) seemed to be a pretty
good trade-off.

Maybe you’d rather use Android? Well, okay. But then you’re just using Google’s push servers.
(I do actually prefer Android’s push notifications to the iOS version, because they’re handled

by apps instead of the operating system and in principle could be encrypted, or cause the app to
pull the interesting bits directly rather than transfer them via Google’s servers.)

But there’s a larger problem that doesn’t go away. If your phone or tablet can receive push
notifications? That means it has a persistent connection to Apple. Or to Google. Which means that
your IP address, at the very least, is visible to these companies. Which probably means your
physical location can be tracked by them. Perhaps you’re using a VPN to obscure that? And not
connecting to cellular data networks?

Great, but is there ever a moment when your device is connected to, say, a Wi-Fi network?
Before the VPN connects? Well…too late, by then, isn’t it? If you wanted to keep your location at
all private, that is. (Much more on this, and countermeasures, in the next section.)

I’m not sure how important any of this is, to you. Personally, I don’t like the way these systems
work. But I do want to point out that things like the content of push notifications, and your IP
addresses over time, can be stored. Since we’re in the age of Big Data, my guess is that somebody
or other is storing all that. Worth thinking about, maybe. Speaking of Wi-Fi networks…
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Phones and Wi-Fi

Of course everything in this section applies to tablets too. Or laptops, kind of, if you carry one
around that’s powered on. In general, the issues I raise in this section have to do with mobility
more than anything else.

While we walk around with a Wi-Fi-enabled device, it is communicating with nearby wireless
access points. I guess that’s useful, right? Otherwise, how would the device be helpful?

Well, it turns out that our devices use a thing called a MAC address. I’ve mentioned this
before, but it’s basically just a number. They’re sometimes called “hardware” addresses too. MAC
addresses, by design, leak information—generally, unless your device is being sneaky, they are
not only unique to a device (or to a network interface on a device, but nobody likes people who get
picky about accuracy, so cut me some slack?), they also identify the device’s manufacturer.

So, guess what? It turns out that people track that information. When you go into a store,
there’s a fair chance the store is tracking you via your Wi-Fi signals—whether you connect to a
network in the store, or not. Personally I hate watching videos (information density is too low; I
can learn a lot more, a lot faster, by reading text), but this one’s pretty useful if you want more
information on how that works.

I’m not saying this is evil or wrong on the stores’ part, by the way. They’re just trying to figure
out more about their customers, to improve their service. Makes sense to me, when I look at it
from their point of view. How long did I stand around staring, they want to know, before I bought
that…uh…well, never mind what it was. But maybe I was just reading the articles while I was in
that aisle.

It’s not just Wi-Fi signals. Video cameras, sound waves, magnetic fields…whatever. But the
Wi-Fi MAC address is inconveniently unique to each device. Generally, I mean. Of course some
people will go around changing their MAC addresses just for fun.

How much do stores really care about this sort of thing? A hell of a lot, of course. Same way
Google, or Facebook, or Amazon, cares about tracking user activity. There are billions of dollars
at stake.

There’s a story you may have heard, about how Target figured out a teenage girl was pregnant
before her own father did. This was the result of a couple of guys asking a statistician this
question: “If we wanted to figure out if a customer is pregnant, even if she didn’t want us to know,
can you do that?”

Well, it turns out the answer was yes. Kind of cool, yes? But also creepy. Says me.
Let me point out, here, that that question was asked in 2002. What questions are being asked

now? What answers are being found?
Beats me. I figure cooperation on my part is not actually consistent with maintaining any sort

of privacy, though. (I’m also that weirdo who “forgets” his shopper-loyalty card all the time,
never has time to fill out the paperwork when he gets a new one, accumulates points, uses ’em to
buy cheaper gas or whatever, and then gets a new card as soon as the points are used…and uses
cash for purchases when possible too, which sometimes results in odd looks from people who’ve
apparently come to believe that using piles of cash is “sketchy” of late. Which is not a perfect
solution, but it’s what I generally do. Mostly, it’s true, for fun. One of many little games I play in
my brain. You’re welcome.)

It turns out that I’m not the only one who thinks this is a bit creepy, though. There was some
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notice when Apple decided to introduce randomized MAC addresses as part of iOS 8. Finally,
trumpeted the vigilant tech writers, we’d have some privacy! Trackers and marketers would be
stymied!

Except it, uh, didn’t actually work. Or to be fair, it only worked sometimes. And even when the
system is actually working, the “random” addresses only get used when you’re not connected to a
Wi-Fi network. Oh, and only if your phone is asleep. With its screen locked, and no data coming
in via, say, a cellular data network. And with GPS turned off. Or something like that, anyway. My
experience: my iPhone only started using apparently-random addresses when I took out its SIM
card. Useful for me, maybe, but probably not for thee. It quits working if I unlock the phone, even
so.

Actually, it’s worse than “doesn’t work.” It used to be easy to change your MAC address on a
(jailbroken) iPhone. Mine used to change automatically every time I rebooted, and at least daily
even if I didn’t reboot. And my phone would use the new address even when connected to Wi-Fi.

Now, thanks to this improvement…well, it might still be easy for somebody or other to change
my phone’s MAC address. But I don’t know how to do it. Not actually so very cool of Apple to
make this change. In my opinion, anyway. Though I do love the use of the term “Randomgate” to
refer to this issue, so that’s something. Right?

You can still change your MAC address on an Android phone. But there are, nevertheless,
worrying (if you want to let your brain get into that mode) issues relating to Wi-Fi and privacy.
Know what else your phone does? It broadcasts a list of networks it’s connected to recently. Do
you suppose it might be possible to get a “fingerprint” of your phone, at least one good enough for
tracking movement through a store or a mall, from that alone? Yeah, I think so too.

Also, if your phone happens to be sending its “real” MAC address, or the MAC addresses of
routers you’ve connected to (iDevice only?), those can potentially be looked up in, say, Google’s
location database. Or maybe Microsoft’s database. Which tells whoever’s interested where you’ve
been lately. Where you live, maybe. Because you turned on Wi-Fi in public, and did nothing else
to make that data available. Hmm.

Speaking of that—you know how you get told by your phone that turning on Wi-Fi will
improve location accuracy? Well, it’s true! Because there are widely available databases of this
stuff! In fact, some online gambling websites use nearby Wi-Fi networks to verify your physical
location. Do you suppose the mapping app you’re using is uploading that information as you move
around? Yeah, I think so too. Neat?

Oh, this may well apply to your laptop too. So…if it were me? I’d think about changing my
MAC address before turning on Wi-Fi. And, ideally, not just while wandering around. Be nice to
use a new address while actually connecting to networks, yes?

Let’s also bear in mind that, once you do connect to a Wi-Fi network, even if you think a VPN
is protecting you, your phone most likely gives out a lot of information before the VPN
connection is established. (Fun link there, to a “DIY stalker box” called CreepyDOL.)

I talked in general about Wi-Fi and security in Chapter Three, so I’ll assume you guys have
read that and are aware of the dangers of letting a phone auto-connect to a network just based on
its name—which is, sadly, how that works, and it’s especially worrisome when you consider that
your phone is broadcasting the names of networks you’ve previously connected to as you walk
around. Gee, I wonder how that could be used against you? Any of them open/unencrypted? Hmm.

But as an (ideally) interesting side note: I was recently in a Walmart, and fired up “Wi-Fi
Explorer,” a cool app available for jailbroken iDevices. I found eighteen Wi-Fi networks, on
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different channels, all named “Walmartwifi,” in that store. Were they all legit? Maybe. Maybe
not. Wi-Fi Explorer shows me MAC addresses, instead of a single listing for a given network
name. All the MAC addresses I saw that day identified themselves as Cisco equipment, which was
moderately reassuring. Assuming a hacker wouldn’t notice that and simply spoof a Cisco-specific
address, anyway.

Do what you like, as always. I recommend turning off your Wi-Fi entirely, in public places at
least, until you’re sure you need it.

Do I always remember to do this? Nope. I get lazy, and I get distracted, same as everybody.
Maybe you can get an app for that? Though of course then you have to worry about what the app
broadcasts, and to whom. Well, if you want to. Maybe you can block the app’s internet access?
Might work. Haven’t tried that sort of thing, myself, on any of my phones or devices.

(That was a lie. Just for practice. Did you believe me? Don’t.)
 

Near-Field Communication (NFC)

I’ll tell you up front that I don’t know much about this stuff. I don’t own a device that uses it. I
will also say that, as an additional type of networking technology on your devices, it must increase
the “attack surface” and add new attack vectors. In somewhat plainer English, I mean including
this technology in a device means there are going to be more ways to attack that device.

Does this mean its disadvantages outweigh its benefits? Beats me. You’ll have to decide for
yourself.

Here’s a 2015 story about a hacker using Android malware to capture credit card information
from “smart cards,” aka “contactless” cards. The idea is that, if you’re first tricked into installing
the malware, the hacker can then make NFC purchases with her own Android phone…as long as
your phone’s next to your credit cards at the moment.

Here’s a 2014 story about using an NFC-related hack to charge travel cards and ride public
transportation in Chile.

There’s older stuff too, and that link has quite a bit of information that might be of use to both
security researchers and hackers of whatever ethical stripe. But I don’t know how much of it still
applies. Just not an expert, here, is all.

And then there’s at least one weirdo (technical term) who installed an NFC chip…under the
skin in his hand. Which, yeah, would inject malware into Android phones if their users agreed to a
link. Slow day at the office, I guess.

In general…I’m not too worried about NFC. It’s short-range, after all. Can devices using NFC
be hacked? Well, sure. Any device can be hacked, or at least that’s the way to bet. And installing
malicious apps will always be a bad thing…the precise nature of the “bad thing” depends more on
the hackers’ ingenuity and particular interests than anything else.

But I worry less about this particular communication method than I do about many others.
Does that mean that people won’t screw things up? Nope. It just means that I’d rather they
screwed up NFC than, say, Wi-Fi networking. Because NFC is not only short-range by design but
apparently has some fairly stringent time requirements built in too, meaning that “relay” attacks
that artificially extend the physical range involved (such as via an app on your phone that reads
your credit cards, then communicates over the internet to my phone) are harder to implement
using this than they might be via other technologies.

Of course, I could turn out to be wrong, or even wildly wrong. I have a long history of thinking
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things are basically okay (something to do with the way my brain works; I’m a happy guy in
general), and then later on I find out just how silly that was. Luckily, this hasn’t killed me yet and
generally makes me laugh, sometimes quite loudly and in public, when it happens. People stare. I
figure it just means they weren’t thinking about anything really important anyway.

Be careful in spite of my semi-reassurances about NFC, okay? But, hey, no question: gadgets
are cool. I like them too.

 
Android vs iOS vs Others

I’m not going to spend a lot of time talking about the “others” here. Hell, I’ll try to dispose of
them in one paragraph. Here goes.

Firefox OS is pretty much gone. I’ve never even seen a Ubuntu phone—in principle they may
or may not be a great idea, but you’ll need to ask someone else. Use of a Blackberry is completely
antithetical to personal control and privacy—though I’ve never liked the things to begin with,
since they seem more geared to hierarchy-enforcement than individual empowerment…I’m being
that crazy anarchist guy again, but at least I’m not going to waste much of your time with it. And
if you’re on a mission to secure your Windows Phone, I applaud your quixotic determination and
assume your threat model doesn’t involve concerns about privacy from corporations…so there’s
not much reason for us to discuss actual methods, ’cause we’re living in radically different head-
spaces. But I’ll probably read your blog post or article if you want to write one about how and why
you did whatever it was you did.

So let’s get to it. There are several areas worth looking at. I’ll try to manage each in a
paragraph below. I’m going to violate my “link to everything!” policy and avoid linking to
individual apps that require root access or a jailbroken device, though—I don’t want anyone
thinking I’m somehow recommending any of the relevant apps in particular. There are definitely
some I like, but I’ve done a careful audit, or heard of a careful audit, for precisely none of them.
(Fun link there, if you’re generally predisposed to trust app developers to be even vaguely
competent.) (Which you shouldn’t be.) (Just saying.)

 
Update Availability: Here iOS is the clear winner, at least for phones and tablets with

unmodified operating systems. Yes, you can root your Android device and install something like
CyanogenMod, at which point you’ll be responsible for your own updates. Yes, you may well do a
good job with that. However, even in that case it may be easier for most users to keep their
devices updated if they’re relatively new and popular. But with iOS, normal users can update their
own software…whereas, with Android, most users are dependent on the carrier or company who
sold them the phone/tablet. Ick. It doesn’t work out well.

Push Notifications: Kind of a draw. Both Apple and Google have their own servers for this.
Apple’s notifications are basically dealt with by the operating system. In Android, apps do it
themselves…kind of, but it’s close enough. In principle this could strongly favor Android,
because the notifications could be encrypted or minimal in size and information carried. In
practice it may be a very slight win for iOS, because the notifications generally aren’t encrypted
by Android apps, and other apps can read them. I’m not an expert on this—I haven’t done any
mobile app development myself. But that’s the general impression I’ve formed.

“Device” Encryption: Beats me. I’ve read a fair amount about exploits involving Evil Maid
(ish) attacks on Android, and nothing about similar attacks on iOS. But that doesn’t prove
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anything, except that the people choosing to publish their results I’ve seen to date chose to focus
on the open-source option. Hell, so would I. But someone who knew what he was doing might
have strong reasons to believe otherwise. Slight nod to iOS, here, I guess. But I wouldn’t put a lot
of faith in either system if your threat model includes government agencies.

Open-source: Well, Android’s the clear winner, if you care about this from an ideological
standpoint. But go read this post on the Tor project blog, and the comments below the post, to get
an idea of just how much trouble you’ll need to go to if you actually want to keep anything about
your Android (or CyanogenMod, or whatever) device private from Google. Notice that there are
issues surrounding enabling Google Play Services, which can affect all apps relying on things like
Google’s push notifications (including Signal, which I otherwise like quite a bit and discuss in a
later section). Also note the fairly serious issues still listed as “future work”…but however
difficult and time-consuming this effort might be, there’s roughly no chance of achieving
anything similar with iOS. (You know, I said that just now—and part of my brain suddenly wants
to prove it’s not true. Hmm…let’s just say I don’t know of a comparable guide for iOS, instead? If
you start with a jailbroken iPad that doesn’t have any cellular network capability, then maybe…
hmm. Could be a fun project. If someone would pay me, I’d probably try it. Parenthetically, what
does that make me?)

Malware: There seems to be more around in the Android world. It’s just easier to develop and
sell apps for Android, since Apple’s app-approval process is thoroughly centralized (except for
jailbroken iDevices!), and that’s a force for good as well as evil. Careful and knowledgeable users
are quite likely to be fine, or compartmentalize their data to compensate for a potentially
compromised phone or tablet, though. Hmm. I think I’ll give iOS the win here, but bear in mind
that I’m only doing that under protest and because it’s probably safer for ordinary users in this
respect.

Hardware: I’m talking here about hardware that doesn’t actively lend itself to compromises of
your operating system or data. I’m going to say that iOS has the edge here, sort of, in the sense
that there are fewer variations and it’s quite possible that Apple was at least a little bit careful,
whereas “Android” refers to a bewildering variety of customized operating systems and
customized hardware choices. Though this could easily be argued the other way, since some
Android systems will no doubt turn out to be demonstrably better than others, and it’s kind of
reasonable that at least one or two setups will be superior to Apple’s. But given the baseband
issues, I’m going to say “meh” on this whole question and flunk ’em both. At least if you’re using
a phone, rather than a tablet. Bear in mind that even devices without (apparent) cellular
capabilities may have the baseband hardware and software in place, though. It may be disabled
before you purchase the device. Does that mean nobody can enable it? Beats me. Might that too be
entertaining as a project? You bet.

Permissions: Apple’s system lets you decide what to share (within limits) on the fly, and
change your mind whenever you want. Apple also currently refuses to allow apps to identify your
device by its “UDID,” or unique device ID. Instead, it gives them access to a combination of an
“Advertising Identifier” and a unique-to-your-device “Vendor Identifier”…you can change the
advertising identifier whenever you want from the Settings app, but the vendor identifier can
(currently?) only be changed by uninstalling and reinstalling all software from a given vendor.
Note that Apple’s system, even within these parameters, is not perfect! For instance, I’ve never
given the Camera app permission to view my location—but when I take a video the location
information is included anyway. (Though I do spoof that, via an app available for jailbroken
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iThings.) With Android, on the other hand, you pretty much give everything up at the time you
install the app. I’ve used an app called XPrivacy to ameliorate this. It let me decide at a more
granular level, and with the ability to change my mind, what information I wanted each app to see.
It also showed me—and, for me, this was much more interesting—what information each app
actually tried to read. Generally they want the device’s serial number, all my contacts, a list of all
my accounts, all sorts of Wi-Fi and other network information, and much else. It’s nasty and
creepy. I’ve also installed an email app (the same one recommended here in the very interesting
Tor project post on hardening an Android device I referred to earlier, by the way) and suddenly
received spam from the app’s creator. And when I checked my mail server’s log, there was no
outgoing mail…so it must have been via the app’s phoning-home behavior. XPrivacy, however,
seems to induce crashes in many apps—trying to track down which permissions each version of
each app actually needs to function, and then deciding which apps to install, would be a labor of
love if I loved that sort of thing. Since I don’t, it was a pain in my ass. In addition to XPrivacy, it’s
also possible to deal with the permissions issue via installing CyanogenMod. Or possibly by
buying a Blackphone. Putting all that together, I’m going to give iOS the win here, at least for
average-type users. But I strongly dislike both systems…if Apple were more transparent to
average users about either of its identifiers and how they work in practice, I’d be a lot happier
with them.

App-level snooping/tracking: Horrible. Everybody flunks this one. I strongly recommend
installing some sort of app-level firewall just so you can see, and potentially block, all the servers
your apps are connecting to. On iOS you’ll have to jailbreak the device first. You can also, with
the right firewall software, block each app from talking to servers you don’t like. It’s a lot of
work, though. And this may not even be possible if you’re using either a VPN or Tor, because all
traffic may appear to be going to the same address.

Tor support: Android wins. No contest. It is possible to install a browser that purports to use
Tor on an iDevice. If your device is jailbroken, it’s also possible to install Tor yourself. However,
Apple has built iOS so that you can only set up a proxy (which is how Tor works) for
HTTP/HTTPS traffic. In other words, only for some network traffic. Worse, the HTTP/HTTPS
proxy will not work if you’re connected to a VPN. Or to a cellular network. It’s only available for
Wi-Fi connections. And it’s a pain even then, since connecting to a Wi-Fi network may require
turning off Tor first. Whereas the Tor Project’s “Orbot” app is very nice for Android users.

VPN support: Android wins, sort of. You can use something like OpenVPN on either type of
device. But your device will still leak information before connecting to a VPN, and also if/when
your VPN connection is interrupted. With Android, it’s possible (but not easy, and involves less-
than-user-friendly firewall software) to limit an app to VPN use only. Which is nice.

Wi-Fi behavior: Well, if your device is broadcasting MAC addresses of Wi-Fi network
devices you’ve connected to recently, that’s very bad. I have personally seen this from my iPhone,
and not from my Android devices. But the names of Wi-Fi networks I’ve connected to in the past
are still things that shouldn’t be broadcast. And they are. And I can’t make any promises or
statements about how this works on either Android devices I haven’t tested, or other models of
iDevices (or other versions of iOS on any device). So…a very very slight nod to Android on this
one.

Incentives: This is going to be a weak sort of argument, but I’m going to make it anyway.
Google derives nearly all of its income from advertising, also known as selling access to its users.
Apple generally sells stuff directly to customers. So, according to me, Apple has more of a reason
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to focus on pleasing/protecting customers—meaning us—than Google does. And Android device
manufacturers can be really slimy—I bought one tablet, installed Twitter, and the device
manufacturer suddenly followed my Twitter account. Ick. You know? But, as far as what (if
anything) all this means about real-world security and privacy on your device? I have no evidence
of any such distinction.

 
Which should you buy? Depends on who you are and what you want to do. Depends on what

you want to spend, too. I’ve seen Android devices for as little as $10 US. If you don’t want to
worry about your device selling you out to either Apple or Google…well, good. Because that’d be
extremely difficult to prevent. If you want to install a custom OS and tweak settings to achieve a
particular goal, I’d say you should go with Android. If money’s not a controlling issue, and you
simply don’t want to think about it too much, I’d say iOS. No matter which you choose, though, I
strongly recommend that you be very careful about what information you allow your device to
access.

I guess that’s about it. But I haven’t really addressed the “should I jailbreak/root my device?”
question. I think…this will shock you…it depends.

 
If you’re wanting to make a few under-the-radar calls from a Wi-Fi-only burner phone,
using a (possibly) anonymous VPN and outbound SIP service, I have to say I don’t see the
point of rooting the device. Maybe you can get a phone like that for $10, and toss it when
you’re done. (Incidentally, I recommend Nate Hoffelder’s blog, The Digital Reader, for
reliable and well-thought-out reviews of phones and tablets. Actually I just like the way the
guy thinks in general—his blog doesn’t have a focus on digital security, but he seems both
smart and intellectually honest. A rare combination! Following his recommendations has
been a good choice for me, so far.)
If you don’t want to spend a lot of time or effort thinking about the way your phone is set
up, and either money at this scale is no object or you’re constitutionally unable to see how
something like $20/month adds up over time, I’d say you shouldn’t bother jailbreaking your
phone but you might do better overall with an iDevice. Though I could turn out to be flat
wrong about that. It happens to me a lot.
If you’re going to go for it and configure the heck out of your phone, well, obviously you’ll
need more access to that device than a typical user might. Have fun!
If you’re going to decide you’ve somehow figured out how to make and receive calls in total
anonymity on an ongoing basis with your device…so it’s okay or at least safe to do things
that would otherwise attract governmental notice, or that you can’t/won’t be tracked by
anyone that matters even while you’re carrying a cellular device, or that if you’ve got
nothing to hide there’s no reason for concern…well, you’re probably reading the wrong
book entirely. But got to this point somehow anyway. Welcome! As a Pagan friend says,
“An it harm none, do what ye will.” I personally like Crowley’s revision, but what the heck.

 
Voice over IP (VoIP)

Well, you can go and pay various people for this. Or do a lot of it for free. I guess it’s like sex,
that way. Depending on the sort of calls we’re talking about, maybe it’s very like sex. If your
imagination is up for it.
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Ahem.
VoIP is just making and receiving phone calls over the internet, rather than necessarily relying

on cellular networks or physical phone lines (though note that internet traffic can and does flow
over both of those). There are different protocols you might use for this. You might find
companies that offer you a complete phone-replacement service, or you might go set up a one-
time anonymous free account somewhere to talk to a specific person for a specific purpose.

I think companies tend to charge too much for this stuff. Especially the ones with the slick ads,
and that get mentioned in almost-useful pseudo-technical articles.

You know what? I think your best bet, for most readers anyway, is to go find what’s called a
SIP provider. There are lots of them available. Many offer free accounts. Once you’ve done that,
you’ll be able to make and receive calls, using specialized software, via something that looks like
an email address. If you choose to do so, you can encrypt those conversations. This will be, or can
be, free. I’ll start you off with this: try Callcentric as a SIP provider. And try Linphone, an open-
source app for SIP calls. It works for iOS, Android, Windows, and Mac.

Callcentric is mentioned above just because I happen to use them, and I really like the various
services they provide. You can get a free inbound number from them (or from ipkall.com, or
elsewhere). They don’t support any form of texting or SMS. They provide what I consider to be
reasonable calling plans for outbound calls.

Linphone’s mentioned because it’s free, it’s open-source, it runs on many platforms, and it
supports ZRTP encryption (but not by default; you’ll have to change the settings before you can
use that).

About that encryption: ZRTP is the current gold standard (my opinion) for end-to-end
encryption of voice data. Using it, on both ends of the conversation, means it will be very difficult
for an attacker to listen to your conversation. Unless they’re just monitoring your microphone, as
discussed earlier in this chapter…but (real, as opposed to “because we say so”) end-to-end
encryption is still a big win for those who want to keep the content of their conversations private.

There’s one major caveat for Linphone: for iOS, in my testing, it didn’t work at all for
incoming calls unless my phone was awake with Linphone in the foreground. This is actually true
of all iOS SIP apps I tried, except for the ones developed by Acrobits. Those do actually ring and
let me answer calls…but only after I gave my SIP provider’s login credentials to the Acrobits
server. That server then “registered” on my behalf with my SIP provider whenever the Acrobits
app was not in the foreground of the phone, and handed off the call back to the app via Apple’s
push notification service.

It’s a kludge. But it works.
I’d like to point out, here, that Acrobits currently tries to charge what I consider a ridiculous

amount of money to enable ZRTP encryption for outbound calls (and you’ll need to go into the
settings to enable it for inbound calls). This is easily avoided by installing both an Acrobits
product and Linphone on your iOS device. Use Acrobits for incoming calls, and make outbound
SIP calls using Linphone. It’s, uh, kind of easy.

How does using any of the above enhance anonymity? Well, it depends. It moves, potentially
(depending on the SIP provider you choose), the data about your incoming phone calls away from
major phone companies. You may well be able to give a false name, or no name at all, when
signing up for service. You may be able to use a relatively anonymous method of payment.

Bear in mind that this helps very little once your new phone number finds its way into a
database and gets tied to your name. Bear in mind that your SIP provider will have a list of all of
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your calls, if they want one. Use any number for very long, and the metadata-monster may well
lead directly to you. And remember that incoming calls using push notifications allow Apple or
Google (and potentially other companies) to log that data. Callcentric, via email, tells me that my
call history will “only be available” for eighteen months. Past that, is it deleted? They don’t say. I
don’t bother to ask.

Is this any sort of perfect solution? Well, no. I mean, if you set up a phone number with an
anonymous email account (more on that in Chapter Eleven), and you set up your SIP account
using Tor or an anonymously-purchased VPN that you don’t access from your own house, and if
you never connect to that SIP server to make or receive calls without using a VPN…or maybe
public Wi-Fi…then, yeah, your calls are pretty close to anonymous. For a while. Assuming you
were also careful with your payment method to the SIP provider.

Maybe, depending on your threat model, just using any old VPN will be good enough—after
all, your SIP provider’s quite unlikely to know or care anything about who’s using a given VPN
service, and your VPN provider’s most unlikely to know or care about your SIP phone calls. I
mean…that’s how it seems to me. Though I could be wrong.

But bear in mind that your calls involving standard phones, whether inbound or outbound, are
very possibly not encrypted at all. And that any encryption involved is most unlikely to deter any
moderately clever person or entity who’s interested in monitoring the folks with whom you’re
speaking.

Given a specific threat model, and specific goals, you can probably use the information in this
book to devise a system that will give you the privacy/anonymity you need. But, as usual, the
more privacy you want—especially where metadata is concerned—the more hassle you’ll have to
deal with.

There are some companies and organizations that say they’re here to help. We’ll get to them in
a bit.

 
Texting Alternatives

Standard-type texting, the sort also called “text messaging” or SMS (for “Short Message
Service”) is…well, in my opinion, it’s a horrible idea to participate at all. That sort of message is
not only available to your cellular provider…it gets stored. For how long? I have no idea. Here’s
some data from a 2011 data dump by Operation Antisec. It suggests that “a few days” was a
normal but not universal period. Is that still true? Was it, in fact, ever true? I really don’t know.
Since AT&T apparently kept “metadata” about text messages around for seven years…hmm.

That was 2011. What’s happened since then? How on earth would we find out? I figure it’s
better to just assume the answer works out to be “forever,” and proceed on that basis.

It gets worse. In the US, at the federal level, somehow the content of text messages is
considered metadata—meaning it’s not actually data. Hmm. So the US NSA operates a system
called Dishfire that vacuums up hundreds of millions of text messages from around the world
every day. This is used to monitor border crossings via roaming alerts, financial transactions that
find their way into text messaging for whatever reason, names and contact information exchanged
via electronic business cards, and geolocation data. The scope of the program is fairly impressive.

Maybe you think that’s okay? That information will only ever go to good people? Nothing
sensitive will be hacked? Cool. Go ahead and use the standard SMS texting system. I don’t.

There are alternatives, of course. The Electronic Frontier Foundation has created a “secure
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messaging scorecard” to help us evaluate various candidates. It’s probably worth taking a look at
their scorecard…chances are, if you have a system you’ve used, their information will point out a
weakness or two you may not have considered.

The EFF scorecard doesn’t consider metadata at all. Which is a shame…but I think that’s fair
enough. The act of using a system that connects you to other people, and allows messages to be
exchanged through a central server or group of servers, is essentially also giving consent to
metadata collection. Some companies will tell you they don’t store any. Perhaps it’s even true.
You’ll need to judge that, and any potential consequences you might be vulnerable to, for
yourself.

My own opinion’s pretty obvious, I imagine. But here it is anyway: if I make metadata
available, I assume it’s knowable. By somebody. Then I think a little bit about who that
“somebody” is—or who else might gain access—in a given context, decide how much I have to
care about the issue, and evaluate the importance of whatever it is I wanted to say. This is the
“chilling effect” I mentioned earlier in the book. I don’t think I, or you, should have to think about
this at all before communicating. With anyone. But the world is what it is (though it also changes
over time), and I think a little bit of care with the data we spew via our electronic devices is
currently a very good idea. I also think damn near anything we want to say can and should be said
in reasonable safety. If we put some thought into a threat model for a given type of
communication, first.

I have a lot of hope for Ricochet, though. It may or may not be ready for prime time…but the
developers are very concerned about metadata, and their messaging service runs over Tor, using
hidden services. Good signs, in my opinion.

For now, I use a couple of the systems mentioned in the next section.
 

All-in-one? Silent Circle vs. Signal

Before I get into this, I suppose I should mention both Skype and FaceTime/iMessage. They’re
similar to Silent Circle and Signal in that they offer both texting and calling, and to some degree
it’s fair to say they both use encryption.

Skype’s owned by Microsoft. Conversations over Skype can be monitored by anyone Microsoft
wants to allow to monitor them, and possibly by other parties. I still like it better than the phone
system and SMS messaging, but just barely. There have been rumors that Skype had true end-to-
end encryption prior to its purchase by Microsoft, but I think the problem probably goes back
farther than that. On the other hand, I can’t prove it, so…ignore this opinion, if you like. It doesn’t
matter at this point anyway. Not even to me.

Apple’s iMessage/FaceTime system is probably pretty good—as long as your contacts are
available within the iDevice ecosystem. Apple claims all communication is encrypted end-to-
end…but I see no practical way to verify that it’s even vaguely factual, as their code is not open-
source. Worse than that is that Apple keeps all the encryption keys hidden from users—meaning
that, yeah, in a strict technical sense everything may be nicely encrypted, but even if that’s true?
There’s no way for me to know a message came from your phone. Meaning I have no way to know
whether there’s anybody in between (a “man in the middle” attack) pretending to be you to me,
and pretending to be me to you, so that all our messages are in fact being intercepted and read or
logged. Does Apple do this sort of thing? Maybe not. But the thing is, they could. It’s not just an
opinion—it’s a logical necessity. If you can’t verify the keys in use, they could be switched
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without your knowledge. Unfortunate. In my opinion.
Given that the US government, at least, has used tools such as National Security Letters that

not only compel compliance but include a “gag order” forbidding the recipients from telling
anyone it’s happened—and this is what happens without a warrant being required, but so called
“general warrants” can happen too, and of course there’s always the possibility that you or
someone you speak to is being deliberately singled out for surveillance—I have to say that
company policies and promises (should) mean very little to me. Or, you know, you either. Even if
we somehow were sure that a given company’s system will never be hacked, and that no special
circumstances will arise that would circumvent those policies and promises.

I still like Apple’s system better than I like Skype, but I’m not sure there’s a rational basis for
that preference. After all, it relies on believing a company’s stated policy. Still, Apple does seem
willing to take some heat over the issue. So far. Interesting that they’ve left themselves an out,
though.

On to some other possibilities!
I’m going to start with Silent Circle’s Silent Phone (which now incorporates what used to be

called Silent Text), because it seems to be very close to the sort of system I wish I could
recommend wholeheartedly. There are versions of the apps for both Android and iOS.

If you’re talking to another Silent Phone user, their application uses ZRTP encryption, of which
I am a huge fan (the encryption uses keys generated by the app for each user, that are not sent to
any central server, making eavesdropping really difficult). Unfortunately, Silent Phone is a paid
service, and they do not (currently?) allow communication with out-of-network users of, say, SIP
phones. Why not? Beats me. It’d be nice. But unnecessary, since we can just do that via another
app.

If you want to talk to someone with a “normal” phone, your communication to and from Silent
Circle’s servers is encrypted…but, naturally, the remainder of the call can be monitored as easily
as any other other phone call, once the data leaves Silent Circle’s control.

But let’s not miss the good part: you can talk to people using a normal phone number! But you
don’t need one!

To make that work, the service includes both outbound phone service and an inbound phone
number. That’s nice. But you have to pay to get it, whereas with SIP phones you can have several
inbound phone numbers, with accounts at several SIP providers if you like, and the inbound calls
can be completely free. Or they can cost a little bit, if you’re picky about things like area codes or
nationality. Outbound calls to the standard phone numbers via a SIP phone will probably cost you
money…but very likely much less than it costs to subscribe to Silent Circle’s service. At least, for
now. People can change their minds about the prices they charge.

The company says “We don’t have the encrypted data and we don’t collect metadata about your
conversations,” which is a laudable goal. At least one researcher has extracted metadata from a
phone running their software, though, which appears to mean—among other things—that backups
of the phone can be an attack vector. I’m not saying that’s at all unreasonable, but it’s probably
worth keeping in mind. Also, things like push notifications and logging done by ISPs, government
agencies, and others with the ability to do so may well reduce at least some of the value of this
claim. (Which is at best just a company policy, after all, and thus subject to reality incursions.)

Their application uses your phone’s “Contacts” database, assuming you allow this, which
makes communication fairly convenient. If you’re a paying subscriber, you can make calls to
destinations within the service’s “Silent World” coverage area. (Actually I ran into an issue while
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doing research for this book when it turned out that, on some level, the company wasn’t aware that
Alaska was part of the United States. One of the company’s founders then promised me it would
be fixed, and I haven’t checked but I’m prepared to believe it has been.)

But I have other reasons to be suspicious of this company. There’s been a lot of online hype
about a device they produce called a “Blackphone.” It’s supposed to be, according to some reports,
“NSA-proof” and otherwise wonderful. It runs a private-label proprietary version of Android
called PrivatOS—except that it seems to have been renamed SilentOS lately—that actually sounds
pretty good (not perfect; among other issues, from what I’ve read I prefer XPrivacy for managing
app permissions, but that information could be out of date)…but the code for PrivatOS was
supposed to be open-source, and it just damn well isn’t. Why not? Is it because the company is
concerned with competitors using their code? (But they’ve open-sourced other software here.) Is it
because they know of security issues and want to fix them? (But it’s been years, now.)

I don’t get it. Or, actually, I’m afraid I do get it. I’ve worked for companies that over-promised
before. Many times. The behind-the-scenes story was always pretty damn ugly. I hope this
situation is different from my experience.

I don’t like Silent Circle’s “enterprise” stuff, either, because…anarchist, here! I think your
phone should be yours. Your opinion may be different. If you’re a weirdo. For me, y’know, this
book’s all about empowering you folks, as individuals. Not so much your supervisors.

Anyway, the phone can’t really be NSA-proof (says me). Even if all else were somehow
perfect, what about the baseband processor? Hmm. And I’m not the only person to raise that point.
(What, aren’t you following all my links? Sheesh.)

Further, the Blackphone comes with other apps installed. To help protect your privacy, right?
One of them is SpiderOak, which is created and sold by another company I really want to like, but
don’t. I cover SpiderOak further in Chapter Ten, but…various claims in online tech reportage
aside, the truth is that any time you use SpiderOak on a mobile device—such as the Blackphone—
it means you’re sharing your encryption key with the company. They have policies in place that
are supposed to protect you, but what provider of “cloud” storage doesn’t claim they respect your
privacy? SpiderOak may or may not be more secure than other options on the desktop, but in the
mobile world it’s just more of the same. Except that the mobile app can’t currently do anything
but read data, meaning you can’t back up anything created on your mobile device via their
software unless you first transfer it off your device via some other means. They also (say they)
can’t help you if you lose or forget your password…even though they clearly do have access to it
from time to time.

And the “can’t save data from the mobile app” thing actually makes no sense at all to begin
with—if they’re willing to trust the app’s connection to their web server with your password
(which is used for encryption/decryption of all your files), why not with your files themselves
too?

These factors (to my mind) mean that SpiderOak has made thoroughly weird design decisions
—they’ve sacrificed actual utility on the altar of not-actually-true “zero knowledge” hype. Why?
It beats me. Seems pointless.

But SpiderOak’s website has never to my knowledge been anything other than completely
straightforward about this issue. Damnit, I really want to like the company, because they say a lot
of neat stuff on their site and I sort of feel they’re sincere. But I’m also sensing cognitive
dissonance in the Force. At least until the day when they produce a mobile app that handles
encryption/decryption locally. Which doesn’t even seem all that hard. (Though…more in Chapter
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Ten.)
Meanwhile? I’m kind of liking the idea of sacrificing utility on an altar, especially if it could

be done in a Star Wars movie, even though I’m not sure how that would work…but otherwise I
think the SpiderOak app’s inclusion in a supposedly “secure” phone is at the very least
misleading. Do the Silent Circle folks know that? Either they do know, and they’ve gone this route
anyway, and as far as I can see they’ve done it for years now without warning their customers (all
of whom will be using SpiderOak on mobile devices—that’s the point of selling them a
Blackphone that comes with a SpiderOak subscription, yes?), or they don’t know, and I have to
question their competence. I’m not seeing a third choice.

Silent Circle also currently includes the K-9 email app on their Blackphone. I tried it out a
while back, and liked it. I installed it again more recently, and got insta-spammed via email by the
app’s maker. It didn’t leave me with a happy feeling. I had not chosen to give that device’s
primary email address to the company. So, in other words, the app seemed to harvest my email
address after I set it up, and its developer apparently thought that meant I could be added to their
mailing list. That’s…icky. To my mind.

Perhaps…just possibly…these Blackphones are not the droids you are looking for? (Ahem.
Couldn’t help it. Worked pretty hard to set that up, actually.)

So. Silent Circle leaves me feeling a bit squicky. The most generous interpretation I can come
up with is that these guys mean well, and they’re doing good work, but (1) somebody’s making
promises that simply can’t be lived up to at the moment, and (2) somebody’s hiding things by not
open-sourcing the software, either because they’re afraid of competitors or because they’re afraid
of the effect on their company once bugs/exploits get published. Which, I’ll grant, would probably
happen pretty quickly.

Less generous interpretations are obvious, but as I said: I want to like this company. So let’s
move on, while hoping matters improve.

Should you buy a Blackphone, or rely on Silent Circle’s apps? Maybe! It’s definitely
interesting stuff, anyway. But I wouldn’t.

So, how about Signal (previously RedPhone and TextSecure on Android; now combined into a
single app) for iOS and Android? I’m a huge fan. No, really. Weird, I know.

Signal also exclusively uses ZRTP encryption for phone calls. It too uses your Contacts
database. It’s open-source, and it’s free to use. So, free as in both speech and beer. What’s not to
like? Signal is also the only encrypted-calling app I’ve had any success at encouraging my non-
techie friends to use. It works well for text messaging. I’m very pleased with the security built
into this application.

But even Signal is not necessarily perfect. The service uses Google’s push notification service
for Android, and of course in the iOS world Apple requires that developers use their system. You
can choose what’s shown on your device’s lock screen when a message or a call comes in (in
theory; this doesn’t actually work for me) to include sender name, sender name and message, or
neither. In order to implement this on iOS, at least, changing this setting actually affects the
information sent to the push server. On Android, though, Signal apparently uses Google’s push
notifications only for a “wakeup event,” which I have to say is a nifty notion.

Let’s just say, for now, that choosing to include the sender’s (or caller’s) name or a part of a
message in a push notification on iOS is equivalent to inviting Apple to collect (at least) metadata.
So, do what feels right to you. I will admit: seeing the name of a caller before choosing whether to
answer a call might be nice.
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I had some questions about the push notifications that didn’t work well for me, and another one
about the use of Signal over Tor, that were never answered to my satisfaction. The questions were
then deleted from the Open Whisper support website. The site seems to have received some sort of
makeover, and I doubt anything too weird is involved here, but I was planning to link to the
questions and answers. In fact I had more to link to, basing some parts of this section on answers
supplied by Signal’s developers, and that stuff’s all gone. It’s annoying.

For instance, I want to tell you that Signal doesn’t separately encrypt stored messages, or
historical data, while they’re “at rest” on your phone. (Same issue as above, where I linked to a
post talking about extracting metadata from Silent Phone’s database.) Which means that any hack
capable of giving an attacker access to other personal data also could potentially get any messages
and call history that are stored within Signal. That’s a design choice, and the (fairly good) reasons
for it used to be available. But, for all you know? I made it up.

You know what? If I were designing such an app, I’d figure it would be very nearly pointless to
encrypt data with an encryption key that’s stored on the phone, so I’d make people enter a
password to see their history. Which would not actually enhance ease of use. Signal’s developers
are all about ease of use. A perfect system (if any such could exist) is useless if people won’t…
uh…use it. Yeah, words are funny.

So maybe I didn’t make that part about not encrypting data on the phone up? Make up your
own mind. (Yes, I thought that was funny too. Hey, post that review whenever you’re ready. I
know you want to. But by the time you read this I’ll be writing something else anyway.)

Signal, unfortunately, is only for calls between people using Signal. Since Signal will also only
let you communicate with people listed in your phone’s Contacts database, this means that anyone
hacking your Contacts database will get a list of all those folks you normally contact via Signal. I
mean, if they don’t get a list of dates and times stored by Signal, too, because after all in this
scenario someone’s hacked your device’s data storage. Once that happens, your data is as
compromised as the attacker wants it to be.

In case you missed it: you cannot make a call to your grandmother using Signal, unless she also
installs Signal. Or I guess you could install it for her. Assuming you have a living grandmother,
and if you don’t I apologize for mentioning it. If it helps, I don’t either, and it’s a damn shame.
But…I had a point, I’m sure…oh: there’s no support whatsoever for making unencrypted calls. Is
this a problem? Depends on what you want, I guess. Let me stress, again, that Signal is free to use.

Open Whisper Systems, developers of Signal, supposedly does not collect metadata about
who’s calling or texting whom. This may be true, or it may not. I see no reliable way to find out,
and the answer might change over time anyway. Interestingly, in the FAQ under “What about
metadata?” the question of what is logged by Open Whisper Systems is not actually answered by
the company—the response (at the time I’m writing this, anyway) talks only about what cellular
carriers and Apple can discover. Here’s hoping that’s just an oversight! But…this, whatever the
case may be, would just be a company policy. Which might be subject to attacks of reality, at least
occasionally, when things go wrong. If things ever go wrong. I tend to assume that everything that
can be logged, will be logged. At least for purposes of deciding what to say and where to say it. On
those rare occasions that it might matter. Of course you could always use a VPN, if you’re
concerned about this.

Besides. Given that the Signal servers have to be connected to the internet, is their ISP logging
the IP addresses of Signal users? Is any government agency doing so, or asking an ISP to do so,
with the goal of gathering data that might be used to identify Signal users and get an idea over
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time of who’s talking to whom (since all users are not always talking, I imagine this would be a
useful group of IP addresses to monitor from their point of view)? I’m going to guess that the
answer is “yes” here—just because the NSA tends to focus on encryption and tracking people, so
why wouldn’t they be doing it? But I have no evidence, so you should feel free to ignore this idea
completely. If you want to. Unless that sort of thing is actually an issue for you. In which case I
can’t promise that even adding a VPN will help you at all (see Chapter Three), so…be careful, I
guess.

There’s now a Signal desktop dingus, in beta testing as I write this, too. Um. Yay?
It runs inside Chrome, which leaves my neck sore every time I think about it. (All that head-

spinning, you know? The projectile vomiting isn’t so great either. But green probably is my
favorite color.)

I’m almost required to say at this point that deliberately choosing to run anything that’s
supposed to be “secure” in a browser, especially an off-the-shelf browser, especially Google’s
proprietary closed-source browser, just seems…well. Use any adjectives you like; I’ll probably
agree with several of them. Though to be fair it’s probably no worse than running an app on a
mobile device. Does that help? Sort of, I guess. This decision does greatly increase the attack
surface, though—your keys can now be compromised via either a mobile device or a [adjective
deleted, though it could also be used as a verb] web browser.

Okay. Confession time! To be even more fair, starting on Chrome actually makes sense. If I
had begun work on this a few months ago, and if I were planning to make it work on both Chrome
and Firefox in the reasonably near future, that’s probably the sequence I’d have chosen too. I don’t
know that Signal’s developers are planning that, but they may be. I’m just whining. Because eww.

Plus I’m bothered that users apparently use the same keys for encryption and user
identification on both their Android devices (no iOS support for key migration yet) and the
browser app. I’d really rather use a system where users’ keys stay put at all times. And I’d like to
be able to create new keys on my own, too, without having to “register” a phone number with the
app’s makers. But let me say here that these are just preferences! I can think of a couple of ways
to securely—and verifiably so—transfer keys and data. I haven’t looked at their code or even
joined the beta program (eww…Chrome…), but I’m pretty sure the Signal developers handled the
issue just fine.

Still. While I’m complaining: why doesn’t Signal support calls made to or from outside
systems like, say, SIP clients that are also using ZRTP encryption? I’d like it if that worked. I’d
also like the option to add SIP contacts, and other contacts, that aren’t “verified” by Signal. Why
do I, as a user, care what Open Whisper Systems thinks of my contacts? Come to think of it, why
do they even want to form an opinion?

But it’s not that big a limitation, really. I mean, I do have a workaround. People who have one
of my various free phone numbers (that actually rings via one of my SIP apps if they dial it
normally) in their Contacts can reach me just fine via Signal. Because I registered that number
when I installed Signal. And I can just use a different app to make calls to my SIP contacts. Or to
receive calls from them. Or to make any other calls I feel like making.

So, maybe I should just quit complaining? Sometime really soon? Fine; but you may run into
these complaints elsewhere. You should probably ignore them if you do—except possibly for the
metadata-related bits, which may be worth keeping in mind under some circumstances. Which I
hope don’t apply to you.

Maybe the real answers to most of these questions come down to ease of use. Frankly…I
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believe this to be the case (too bad I can’t include a link to prove it, and was “forced” to be goofy
about these issues). If more features are included in Signal, its user interface will get more
cluttered. It’ll get harder to use. This is clearly one of those annoying fact-things that get in the
way of theoretical perfection. Maybe my mom wouldn’t use Signal, if it were designed to make
me totally happy. As things are now, she does use it. So do several other people I know, who
aren’t the sort of folks who especially care about the security of their devices and apps. One of
them even seems addicted to installing goofy little Wi-Fi-enabled devices in his house, and shrugs
off any “theoretical” risks. Because that’s fun for him. What a weirdo, right? There’s no changing
people like that. Though maybe one day I’ll run an experiment and set his printer on fire. That’d
show him, huh?

Okay, I’ll be slightly more serious here: I can’t make any promises, but I do recommend Signal
for most people, in most situations. It’s…fine…damnit…extremely easy to use. It’s, as these
things go, pretty darned secure. Is it perfect? Not to my mind, no. But if it were, it might not be so
easy to use. So nobody would use it to talk to me, or maybe to you either. So there’s that. Or so I
keep telling myself. You, too. But let’s move on.



Chapter 9: Web Browsing

Search Engines

Might as well start the web browsing section with these. After all, I don’t know about you—but
most of my browsing starts with a search engine.

Why does it matter which one you use? Well, maybe it does and maybe it doesn’t. It depends
on how you feel about being tracked and identified, for advertising purposes and any other
purposes that anyone with access to that sort of information might come up with. Let’s not forget
that search engines pay for themselves via advertising. And yet, there may be differences between
the various search engines.

First, there’s Google. I’ve said a lot about them already. Here’s Bruce Schneier saying much
the same sort of thing, though he generalizes to discuss Facebook, governments, and other privacy
threats. I don’t actually agree with him that more laws are any kind of solution, as (according to
me) various people will feel free to ignore any laws that are passed for reasons that seem
sufficient to them, so what’s the point? But it’s still an interesting essay.

Okay. Google does its damnedest to track users. Tens of billions of dollars each year, mostly
from advertising, and they work very hard to track everything they can about you. For purposes of
privacy and anonymity, that makes their search engine something of a last resort.

What others are out there? The ones I kind of like are StartPage, Ixquick, and DuckDuckGo.
I’m not saying any of them are perfect, and there may well be significant differences between
them. (StartPage and Ixquick are run by the same company.) But I do appreciate that they at least
say they’re not keeping logs.

Things change all the time. At the moment, StartPage and Ixquick do not require JavaScript.
DuckDuckGo will offer you a non-JavaScript version, but not by default. Google hassles me all
the time (generally when I’m using Tor, and/or the Secret Agent browser add-on), requiring me to
prove I’m a human by deciphering a “CAPTCHA” image and entering text. Incidentally, that
doesn’t even work…my opinion, opinionated as it may be, is that Google is simply being
annoying to discourage users’ attempts at anonymity. Because successful attempts cut into their
ability to monetize their users. Part of that “always be evil” thing they seem to have going. (Yes,
I’m kidding about the evil. Sort of.)

I can’t promise anything about what logging does or does not occur, or what the real-world
differences may be between search engines. I can tell you that I’ve found the “Proxy” link at
StartPage very useful when I want to view a website that blocks traffic from my Tor exit node or
VPN server.

Sure, there are plenty of other search engines that I don’t ever use. One of them may well be
your favorite. There’s Bing. There’s Yahoo! too. But pfft; I’m not even going to link to them.

Hey, speaking of that. Guess who just released a 13.5-terabyte “anonymized” dataset to help
researchers? This includes about 110 billion interactions with Yahoo websites…guess that was a
spoiler. Anyway, I’m sure that will work out well. Nobody will ever figure out who did what,
when, and where. So it doesn’t matter that these guys collect all that data.

No matter which you choose, I think regularly deleting cookies and using something or other
(Secret Agent add-on, Tor, VPN, ??) to obscure your identifying information is a good idea.

There is a site that’s conceptually different…maybe, but I don’t really buy it myself…from the
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others. “Disconnect Search” is supposedly built to help you search (currently via Google, Bing,
Yahoo, or DuckDuckGo), without leaving traces. Often this is used as a browser add-on or plugin.
Or an app for a smartphone. It’s the default search engine available via the Tor Browser Bundle.
In theory, these folks do no logging and generally protect your privacy.

However, their privacy policy (linked to above) contains, at the time I write this, typical
weasel-words like “…share your Personal Info only to comply with laws or legally enforceable
requests, to enforce our own rights and contracts with users or third parties, or to prevent harm to
others and their property in an emergency situation.” It sounds mostly good until you realize that
“to enforce our own rights and contracts with users or third parties” might be interpreted to mean,
as far as I can see, anything at all. If they enter into a contract with a third party and agree therein
to hand over all your data, that’s apparently okay? If not, why not? Hmm.

I’m not saying you should necessarily distrust these guys. I am saying that their “just install
our app on your device and you’ll be protected” approach rubs me the wrong way. If all is
sweetness and light…well, good. If not, you just gave away the keys to your virtual kingdom.

Thing is, at least some of their apps seem (potentially) pretty cool even to me. Their website
seems to require JavaScript, but that’s a relatively minor annoyance.

But at the same time…their search engine service seems kind of silly to me, ’cause using it
would be essentially a choice to trust them over another search engine (which may well also
promise not to log user activity), and I just don’t see a clear and rational way to make that choice
—but I do see that searches made without browser plug-ins and without apps that get a great deal
of access to your device(s) are conceptually easier to make under conditions of somewhat-
verifiable anonymity.

Maybe this should go into one of the sections dealing with wireless communications. But the
“Disconnect Secure Wireless” app really bugs me. How does it work, exactly? I can’t tell from
their website. I guess I could install it, and play around. But I don’t want to. Don’t hate me too
much for that, okay?

Because (maybe this really is just me) I am more than a bit squicky about recommending
Disconnect simply because their service comes with a Blackphone—and I do not trust Silent
Circle, makers of the Blackphone, for reasons I detailed in the “Telephony” chapter. Further, I
distrust SpiderOak (even though I think they mean well), makers of another app included on a
Blackphone, for reasons given in both the “Telephony” and “Cloud Backups” chapters. So, for me
personally, anything tied to a Blackphone makes me instantly suspicious. I wish it were otherwise.
But it ain’t. (And I’ve never seen one. Why would you believe anything I say about them? Very
likely nobody has ever recommended that.)

The whole thing reminds me of the “security” promised by makers of anti-virus software.
Everything’s fine, as long as you trust the company involved (and assume wide-ranging technical
competence, while you’re at it). But, hell…how do you decide which companies to trust? Also,
why?

I say: how about none of them? How about using separate free and open-source tools to protect
yourself as best you can, and not putting all your eggs in one basket?

But you will, and should, do as you think best.
 

Which Browser?

I’m only giving you one choice, here. I know—the world in general offers many options. But
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this is my book, so I’m going to say what I think.
Consider: I want to recommend an open-source browser. I don’t, for the love of Googled, want

it to have anything to do with Google. I’d like it to be reasonably popular, and currently under
active development. And not a smallish project forked from an earlier version of some other
browser.

Guys, I’m left with Firefox. That’s about it. You can get it for Android, Mac, Linux, Windows,
and lately even iOS (version 9+).

Do I especially like this choice? Nope. I think all current major browsers (in other words, I’m
excepting the Tor Browser Bundle—as long as you don’t mess with it by installing any plugins or
add-ons) are badly designed from a standpoint of protecting user privacy. I hope that changes in
the future, but it’s my opinion for the moment.

Maybe you disagree? Cool. Let me know why, would you? I really, really want to be
completely wrong.

One exception: for watching Netflix videos on my Linux system, I use Google’s Chrome
browser. I used to have a separate virtual machine running Windows, specifically and only for
watching Netflix, but going with Chrome is a bit simpler. I just don’t log in to the browser
(meaning to Google) as it wants me to do, and I use Chrome only via a VPN. So I’m impure.
Maybe you will be too. We all do what we need to do, to get by in the real world.

 
"Secure" Connections

I guess the scare quotes give my conclusion away. Well, that and I’ve already talked about this
a bit.

The thing is, I really hate the way browsers use the word “secure” to mean “encrypted.” One is
a sort of conclusion, whereas the other is more of a descriptive term. If something is encrypted,
you might well ask how it’s encrypted. Or who can view the data. But if it’s secure…what’s the
point? It must be safe. Case closed.

I also hate “SSL,” which stands for “Secure Sockets Layer,” which refers to an
encryption/authentication scheme used for these supposedly secure connections, and for the same
reason.

Okay. Why doesn’t “secure” work, in my mind, as a valid description? Why does this issue
matter, beyond mere semantics? (Which phrase nearly always makes me grin a little bit—merely
the definitions of the words we’re using to communicate? Sheesh, why would that stuff matter?)

 
1. The encryption used in many of these connections sometimes is, or can be made to be,

relatively weak. As a user, you won’t notice the difference.
2. There’s good reason to believe that some government agencies, which I claim should always

be interpreted to include “as well as any others who get access to their systems or methods
by whatever means,” can decrypt most of this so-called secure traffic.

3. If you want to connect to a given website for some presumably valid reason, you’d like to be
sure it’s actually the correct website you’re talking to…right? Not just somebody else who
happens to have hijacked an IP address or otherwise messed with your connection? But you
can’t actually be sure, unless you investigate the issue at some length. Even then, you’re just
playing the odds at best.
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That third point probably merits some explanation. There are companies selling digital
certificates that purport to verify the identities of the companies running web servers. If you click
around in your browser whilst so-securely viewing a website, you can look at the certificate’s
information. It’d be nice if that were at least slightly useful…but by itself, it’s not. Which is a
shame, because the whole point of those certificates is that you’re supposed to trust them. In fact
you’re supposed to trust the entire system so much that any other verification on your part is
unnecessary. Oh boy.

In principle, see, the companies (aka certificate authorities or CAs) providing this service are
“trusted third parties”…the idea being that you can’t necessarily trust some random website to be
that of your bank—we’re setting aside issues of how far you trust your bank for the moment—but
in theory someone else is verifying that bank’s identity for you. Gee, that’s nice. Right?

Okay. Why in the hell would you trust this company, that you’ve possibly never heard of in any
other context, to verify a damn thing? I’ve purchased many digital certificates, both for myself
and for various companies, and not once has anyone so much as called me on the phone to quiz me
about my identity. But maybe I’m lying! So, if we ignore that issue, there’s still the problem that
web browsers currently use a sort of pass/fail test for certificates—they’ll either accept one, or
not. Which means that if you connect to your bank today, and the bank appears to be using one
certificate…but then you connect again tomorrow, and the bank is using a new certificate….you’ll
get no warning whatsoever. Hmm.

Still. At least someone verified the damn thing, somehow, right? Sort of. In a very weak sense,
where “verify” and “trust” probably don’t mean what you think they do. Maybe. (That last link is
interesting reading.) (So is this one, though it pokes holes in the legal structure underlying
certificate authorities rather than the security-related issues.)

There are lots of certificate authorities. The ones in widespread use are generally descended
from one “root certificate” or other—meaning that a certificate authority can, and generally will,
delegate the ability to issue certificates. Web browsers come with a lengthy list of certificate
authorities they trust by default. Oh, and they’ll generally trust certificate authorities appearing to
be descended from those in the list. So, if we assume all companies involved are totally honest,
and none of them have been hacked, everything is cool! And if a company does get hacked, there’s
even a thing called a certificate revocation list (CRL) to deal with it! Whew!

Yeah, I know. You can see this coming already. First off, those CRLs generally don’t work in
practice. Second, as far as hacking goes? It happens all the time. It turns out that you don’t always
even need to hack a CA, by the way—the underlying mechanisms they use can sometimes be
subverted more directly.

I think it’s worth taking a moment to quote Bruce Schneier on this issue. He argues that that
last link isn’t a big deal. And why? Because “SSL doesn’t provide much in the way of security, so
breaking it doesn’t harm security very much.”

Hmm.
Just in case you didn’t actually follow all those links? Let me point out here that governments

have been involved in CA hacks. Not just the Chinese and Iranian folks as mentioned above…the
NSA has apparently used this sort of thing to set up fake Google servers and monitor people.

And I mentioned earlier, but it bears repeating, that ISPs have been known to set up “man in the
middle” attacks aimed at monitoring “secure” internet traffic. And it’s easy to do on corporate
networks, too. And in general, if your computer or device is hacked…did it suddenly decide to
trust a new root authority, and a bunch of new certificates? How would you know?

https://en.wikipedia.org/wiki/Public_key_certificate
https://en.wikipedia.org/wiki/Certificate_authority
https://en.wikipedia.org/wiki/Trusted_third_party
https://en.wikipedia.org/wiki/Public_key_certificate#Weaknesses
https://www.schneier.com/cryptography/paperfiles/paper-pki-ft.txt
https://freedom-to-tinker.com/blog/sroosa/flawed-legal-architecture-certificate-authority-trust-model/
https://en.wikipedia.org/wiki/Root_certificate
https://mozillacaprogram.secure.force.com/CA/IncludedCACertificateReport
http://news.netcraft.com/archives/2013/05/13/how-certificate-revocation-doesnt-work-in-practice.html
https://www.eff.org/deeplinks/2011/10/how-secure-https-today
http://www.reuters.com/article/us-hacking-verisign-idUSTRE8110Z820120202
https://www.eff.org/deeplinks/2011/08/iranian-man-middle-attack-against-google
http://www.computerworld.com/article/2510856/security0/hackers-may-have-stolen-over-200-ssl-certificates.html
http://www.wired.com/threatlevel/2011/03/comodo-compromise/
http://it.slashdot.org/story/15/03/24/1730232/chinese-ca-issues-certificates-to-impersonate-google
http://news.cnet.com/8301-1009_3-10129693-83.html
https://www.schneier.com/blog/archives/2008/12/forging_ssl_cer.html
http://www.motherjones.com/politics/2013/09/flying-pig-nsa-impersonates-google
http://www.zdnet.com/article/how-the-nsa-and-your-boss-can-intercept-and-break-ssl/


You wouldn’t. Well, it’s unlikely, anyway.
While we’re on the topic? Apparently PC manufacturer Lenovo got into this game too,

choosing to install their own root certificate on customers’ computers. I guess spying on people is
fun, and weakening their security is no big deal. Especially if it’s in aid of advertising, am I right?

So, yeah, I’ll come out and say it: this “secure connection” thing is several flavors of scam. Not
necessarily with evil intent on the part of browser developers, or commercial website developers
either! But…it is what it is. Please don’t be fooled.

I was completely entertained when Carl Ellison and Bruce Schneier pointed out that, although
it’s not clear that a public-key infrastructure (or PKI, which is a general term for management of
digital certificates) is actually even necessary for e-commerce…“there’s a related true statement:
commercial PKI desperately needs e-commerce in order to flourish. In other words, PKI startups
need the claim of being essential to e-commerce in order to get investors.”

Amen. And, if this topic interests you, the above link is very nice. Which is the second time
I’ve made such a comment about the same paper. Do as thou wilt.

Any countermeasures or protective moves available to us? Maybe! There’s a nifty add-on
called Perspectives that connects to servers, called “notaries,” that keep track of which digital
certificates are used by a given site. This is an interesting notion…says me. If things are properly
configured, you’ll get a warning if a site is suddenly using a new certificate. (Bear in mind that
certificates have somewhat arbitrary expiration dates, and do get legitimately changed
occasionally for that reason among others.) You’ll also be able to see whether a site has multiple
certificates in use…and you can try to track down the reasons for that, if you’re concerned about
it.

Downsides to Perspectives? Sure. Sometimes the default list of notary servers isn’t available
(you can find others online, or even create your own). If your browser is contacting the
Perspectives notaries, that means they may well be capable of tracking your web browsing—their
privacy policy says they don’t track IP addresses, but that kind of thing has limitations I’ve
pointed out elsewhere. Short version: (1) sometimes things happen and developers or
administrators have to log things they usually don’t to solve a problem—which may or may not
turn into a long-term measure in practice, or otherwise introduce new security risks, (2) the
Perspectives servers are connected to the internet and the folks who build and run them simply
don’t know themselves what a datacenter or ISP is logging (or what sort of large-scale traffic
analysis is ongoing), and (3) subversion/hacking of a Perspectives server is always possible. And
(4) servers not run by the Perspectives folks come with no guarantees from them…obviously. Oh,
and (5) that limitation is awfully specific…I’m not sure it would disallow tracking something like
a hash of IP address and other identifying information. Which I am not saying will happen, and
I’m not even saying it’s likely. But I am saying that it’s the kind of specificity that makes me
wonder.

I don’t think the Perspectives concept is quite ready for uncritical application…but you can
configure it in interesting ways, and it’s a much better notion in principle than some supposedly-
trusted but essentially unknown third party. Or a large group of such parties, where “trust” (by any
useful definition) is clearly nothing more than a convenient fiction (says me—but let’s not forget
that I write fiction, for money).

I use this add-on often, for browsing sites to which I log in or otherwise identify myself—
which is via a separate browser from the one I use for other online activity. You’ll do whatever
seems right to you, I hope.
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I also hope that Perspectives, or another conceptually similar system, comes into widespread
use. I said this already…but it’s nifty.

 
Fingerprinting

Are you following the links I give in this book? I don’t blame you if you’re not—who has the
time? Especially if you’re reading this on a device that doesn’t easily lend itself to web browsing,
or if you’re not even online as you read. But this one is probably the most important.

Did you click on it? I’m going to assume the answer is “yes,” and go on from there.
That was a lie! I’ll bet you didn’t click on it at all!
So here’s the deal: the link goes to the cleverly-named panopticlick.eff.org. That site will, if

you choose to visit it, show you a ton of information that might be collected about your browser
by websites you visit. The site’s changed over time, so I just re-visited it myself. Its immediate
conclusion: “Yes! You have strong protection against Web tracking, though your software isn’t
checking for Do Not Track policies.”

Ha!
After clicking the link titled “Show full results for fingerprinting,” however, I got this gem:

“Your browser fingerprint appears to be unique among the 6,319,866 tested so far.”
Um…maybe “ha” was a bit strong. Or applied in the wrong direction. Whatever. The thing is,

your results will probably be similar. Unfortunately, if those detailed results were collected as a
string of text—which they are; that website just showed them to me via HTML, which is text—
then, afterward, a hash could be made. I talked about hashing documents under “Passwords &
Logins” in Chapter Six, and they’re also covered in Appendix A, but the main thing to remember
is that they’re a one-way process: I can create a relatively short string of nonsense characters, in a
repeatable fashion, from that text. Which we might consider a “fingerprint,” right? For advertising
purposes? So, whatever website I visit…if a fingerprint is generated on that site…it will always be
the same.

My browser, which according to the Panopticlick site has strong protection in place, is actually
pretty easy to identify.

Countermeasures? Well, using the Tor Browser Bundle (Chapter Three) helps quite a bit. And
there’s Secret Agent too. Secret Agent is fun to use—at your own risk! In fact, you’ll have to jump
through some hoops to get it to work on Firefox. I won’t even tell you how to do it. Unless you
follow that last link. But one of the fun things I used it for was to make my standard browser
appear identical to the Tor Browser Bundle. Or at least sufficiently identical to fool both
Panopticlick and the check.torproject.org site that the Tor project maintains to help people
determine whether they’re actually using Tor. (I also had to change the
plugins.enumerable_names setting in Firefox’s about:config to make this work…which, although
it was nice, doesn’t work anymore. Which I consider to be at least a minor step backward for
privacy—seriously, Firefox developers?—but most people won’t care.)

Also, an add-on called NoScript may help. It will stop code written using a language called
JavaScript from running on websites…if you want it to. This is probably a good idea in general,
and NoScript will let you change your settings in many ways—including white-listing sites that
simply won’t work without JavaScript, but you’ve decided to visit/use them anyway. Caveat: I’ve
also seen situations (using the Panopticlick tool) where turning off JavaScript actually makes a
browser more identifiable, simply because most users don’t do that. Everything is a trade-off.
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(Incidentally, it may not be a bad idea to check out the NoScript settings for the Tor Browser
Bundle and copy them…at least it’s a place to start, yes?)

Other countermeasures? You’ll no doubt find tools for this sort of thing, once you start looking
for them. You can hide or subvert lots of information that your browser would otherwise make
available. Sometimes this is a good idea, and sometimes it isn’t. I’d love to dive into this topic in
more depth, but it’d be another full-length book (Take Back Your Browser: The Barefoot
Anarchist’s Guide to Making Your Computer Shut the Hell Up Sometimes?), and would quickly
become dated, and you can find plenty of advice on the topic elsewhere.

 
Advertising

Okay, we’ve talked about this. I’m going to cut to the chase: you may well want to block online
ads, and also various tracking services. If you’re not convinced of that by now, just skip to the
next section.

For blocking ads, I currently recommend uBlock Origin. (Incidentally, I’m including links for
these add-ons but you can and likely should just search for them from within Firefox.) uBlock is
actually available for other browsers too, but I don’t care. It’s one of my many faults.

Funny recent story: Forbes (the magazine) apparently blocked some people—part of a test they
were running—from viewing their website unless they turned off their ad-blocking software. At
about the same time, they (whoops!) started serving malware via ads. I’m not a huge fan of the
magazine, and don’t really care what they do, but this has irritated people. Not that I think
malware is the major problem with online advertising—I don’t, and talked about this in Chapter
Two—but sheesh. Blocking ads just makes sense, to me.

Want to block trackers in general? I like Ghostery for that. Ghostery can be used to block well
over a thousand (as of the time I write this) trackers. If you install it, you’ll be able to see a count
of the trackers Ghostery knows about that are active on each website you visit. Just for grins, I
visited CNN.com while writing this paragraph. Ghostery identified 14 trackers. Ouch.

How about dealing with cookies? Cookies, in this context, are small text files saved by your
web browser. (In other contexts they’re often quite yummy.)

They’re sometimes used to track users across sites—which is why browsers (often but not
always) have a setting to block third-party cookies, which are set/stored in your cache by servers
other than the one you meant to connect to, because web pages can pull in data from many
different servers simultaneously. Without caution on your part, that means you’re connecting to
whichever servers the person who created the page decides you will…or whatever sites the server
that provides advertising on that page decides you will.

Might not be a great idea to let all those remote servers store information in your browser’s
cookies, because on their end they’re also keeping track of the page you just visited. And each
time your browser connects to a tracking server, that new page is tied to the rest of your browsing
history in their database. Resistance is not exactly futile, but advertisers don’t like it. What do you
think you should do?

I’d link to the current set of directions to disallow third-party cookies, but it seems to change
from version to version of Firefox. Search online for something like “firefox [version] block third
party cookies” and you should be fine.

But we can do better! In addition to the above, installing Self-Destructing Cookies is a useful
step. Once you close a website’s tab? Its cookies will be auto-deleted. It’s sort of fun to do this, if
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your mind works at all like mine, and if it turns into a hassle? You can white-list any sites you
choose, so their cookies will remain unmolested.

You can believe whatever you want about the efficacy of the “Do Not Track” setting in your
browser. It has no legal force, though. And if it’s not enabled by default in your particular
browser? Well, it follows logically that enabling this makes you easier to identify and track,
because most people won’t bother. Plus, if it is enabled by default? The “Digital Advertising
Alliance” doesn’t require its members to honor the setting in that case. So as you can see the
setting is quite handy.

Some people tend to argue that this means we all need more laws. I’ve seen laws, and I’ve seen
the real world. I tend to think finding stuff that works for individuals is a better and more flexible
approach. And that ship’s done sailed, in this case, since we have tools available.

Okay, that last link is at least the second time I’ve slammed the Electronic Frontier Foundation.
Let me clarify: they’ve done and said some good stuff. I even expect them to continue doing good
things. Mostly. Ish. However, I think the legislative process is just too slow and full of
miscommunication to be useful (and I have moral/ethical qualms about it too, but never mind;
that’s some other book). And the EFF wants to exist. They want to be important. Same as
everybody. But…how are they to achieve this goal? Creating useful tools is good, but there are
lots of startups out there. Recommending one tool over another is good, too, if people care about
your opinions. But how do you get the sort of credibility that gives your recommendations punch?
And, if you’re not selling anything real, how do you attract funding? Well, one way is to involve
yourself in the political game. To my mind, that strategy poisons their thinking and moves them
away from activities (and conclusions) that might actually help people. I think they posture more
than they produce. You may see them differently. Which doesn’t bother me a bit.

A final thought in this section: please don’t think you’re visiting a website without leaving any
records of your visit, just because you’ve blocked trackers via these sorts of tools. Most (this is
actually a conclusion on my part based on what I feel to be logic, and we humans aren’t very good
at that particular trick, so disbelieve if you like) of these tracking apps work across multiple sites,
so they use tools like JavaScript and identifiable cookies. But every time you access anything
stored on a web server, there’s a good chance the server is logging that activity. In general, this
may not matter a whole lot. But the amount of detail logged by a given server is decided by the
server administrator(s). Log retention policies also vary.

At one point, most people wanting to know what was going on with their websites looked at
web server log analysis as their primary tool. The attention has shifted of late, but that doesn’t
mean server logs don’t exist. It’s also possible to “sniff” internet traffic directly, and create the
logs that way…though this doesn’t work as well, at least without some additional effort, over
encrypted communications.

 
Other Plugins

There are so many to choose from.
The Electronic Frontier Foundation, an organization whose heart may be in the right place but

that often inspires my eyes to roll with the conclusions and recommendations it comes up with,
makes “HTTPS Everywhere” available. For those sites that allow HTTPS (encrypted)
communications, this plugin tries to require your browser to use HTTPS instead of plain-Jane
HTTP. Downsides? Sometimes it breaks a site. There’s also an “Observatory” dingus that attempts
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to help detect man-in-the-middle attacks. You may choose to view sending data to the
Observatory as safe and anonymous…but I’ve warned about that sort of thing in other sections of
this book. And the Tor Browser Bundle—although it does come with HTTPS Everywhere—
currently disables sending such data by default. Just a thought. Anyway, I think this is one of those
ideas that sound great…until you hit reality, and notice that this plugin can’t actually enable
encryption for sites that don’t make it available on their own. Kind of a feel-good publicity stunt,
in my mind. But it may still be helpful sometimes.

“Toggle Proxy” is another add-on I’ve found useful. It lets me switch Firefox between my local
instance of Tor and another proxy…or no proxy. Is this the best choice for the task? Beats me. I
just switched to it recently, because the one I used to use quit working. It seems to work.

Adobe Flash deserves special mention. Its history of exposing users to security holes is long
and…um…distinguished? If you can avoid the thing, you probably should.

Firefox will also let you synchronize your data across devices. The security of the system
strikes me as good. On the other hand, using this feature may weaken your anonymity a bit—
people accessing the same data are likely to be the same person, right?—and, too, the more you
auto-distribute your data across your devices, the more you increase your attack surface.
Compromising any device, then, means total access to all of the shared data. Right? Though that
argument may really fit better in the next chapter, it’s still relevant here.

But let me leave you with this thought: who says you should blindly take my advice on
browsers and plugins? Not even I really believe that!

Go out there and look around, instead. See what you see. And think carefully about what you do
and don’t actually know about each option you’re given. Then make the best decisions you can.

And don’t let this take over all your free time! People who spend all their time on protecting
themselves still don’t get to live forever (another bet I’m willing to place, pretty much any time,
because I don’t see how you could legitimately collect even if I’m wrong). If you’re only hiding
pictures of kittens, well, what the heck. The more private your data needs to be, the more attention
its storage deserves.
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Chapter 10: "Cloud" Backups

Dropbox and Friends

You know what? I use Dropbox. Yet I don’t trust them, at all. More on how that works later,
under “Curmudgeonly Advice.”

Okay, I imagine you’re asking: why shouldn’t I trust Dropbox? Don’t they say they have your
back?

Yup. And maybe they do. I don’t dislike Dropbox, as a company, at all. I even believe they
mean well. However, when files are stored on their servers, Dropbox employees have access to
them. (And so does Amazon, by the way, since Dropbox apparently runs on virtual servers
provided by that company—remember security issues with “Virtual Machines” from Chapter Six?
If Dropbox uses other third-party datacenters, similar issues apply.)

While the data is encrypted, Dropbox itself controls the keys used to encrypt (and decrypt) the
data. Thus, user data is protected, says me, by a policy—rather, a collection of policies of
unknown size—rather than by the mathematics of encryption. To avoid this issue, it would be
necessary to encrypt the data locally, meaning on your own device(s), probably via a key derived
from a password that is not sent to Dropbox.

Do other services do something like this? Sure. Sort of. Maybe. I’ll talk about that in the next
section.

However, I want to insert another cautionary note here. Apple, for instance, makes its iCloud
service very convenient to users of iGadgets. It also now ships its iDoohickeys with strong
encryption enabled. However…the same data Apple says it can’t get into on your device? Once
it’s stored on iCloud, becomes accessible to the company. Hmm.

In general, I think it’s a good idea to remember that lots of companies and people will
legitimately be concerned with protecting your privacy and security. They’ll go to considerable
lengths to protect you. Most of the time, for most people, this even works out pretty well in
practice. I see that as a testament to the essential coolness of random folks, and it maketh me to
smile.

At the same time, though? Those people mostly don’t do a very good job of protecting you
from themselves. They know they’re trustworthy, or they know they’re not, and either way they
don’t want you worrying about them. Just the other privacy/security threats, right?

So I, and many others, think encryption keys should stay local to your device. Or devices. And
you should bear in mind, too, that the more devices you have that can access your files, the weaker
your overall defense of those files will be.

I’m not going to spend a lot of time talking about one provider of cloud storage vs. another.
They’re all the same, to me, and it comes down to ephemeral concerns like pricing and the amount
of storage provided.

 
SpiderOak & Its Pals

Ah, SpiderOak. I want to like thee so. And Edward Snowden has now recommended you, which
—since, whatever else we think of him, and I’m not getting into here it in spite of my strong
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opinions, it’s likely he knows a bit about data and privacy—probably ought to be considered a
strong indication of reliability. In fact, if that convinces you, go ahead and skip this section. I
don’t agree with his conclusions, though.

I loved what I first read about the company. Data is encrypted locally. They have a Zero
Knowledge policy (oops…spoiler) that means they say they don’t have access to your password,
which is used to encrypt your data. If you lose your password somehow, they say they can’t help
you. I even liked that they wrote their app in a computer language called Python. At the time I was
more of a Ruby guy, but Python is conceptually similar—it seemed like a perfect storm of things
to like, since I was contemplating writing my own software for backup purposes (I actually had
most of it already written, because of a service I’d created that stored locally-encrypted backups
of websites).

But. First, I noticed that their code isn’t totally open-source. Okay…maybe a minor issue, and
maybe not. Depends on how you judge these things. Then, I noticed their download page didn’t
and doesn’t (though this may someday change) offer digitally-signed files, or BitTorrent links, or
anything at all beyond a “secure” website to help users determine whether they’ve actually
downloaded the correct file. Similarly, there’s no obvious way to know that a given download is
the same one others use. I raised those issues with their tech support years ago, and their response
was to do nothing about them. It all seemed important to me, given their target market. I guess
they either disagreed or had goals of their own? I’m not sure which of those I’d prefer.

Then I had some files that got corrupted. Their support staff never addressed the issue in a
useful fashion, preferring to keep asking the same questions I’d already answered until I gave up.
Unfortunate, but (much later) I did get what seemed to be a sincere personal apology for that. I’m
willing to believe it was a temporary glitch, and I wouldn’t even mention it here, but…it did
happen, and I’m not trying to conceal information from you. (Or so I claim.)

Somewhere in there I noticed that I was forced to give my password to their web server
whenever I logged into the site. Since they make a point of the “zero knowledge” thing, I think it’s
worth pointing out that their web server then gets access to my password. Which is either stored,
or not, and I don’t have an obvious way to find out which is true at any given time. Generally the
website could be avoided in favor of using what I hoped was their official client software, but
unfortunately that wasn’t true for things like adding/changing service. They point this out
themselves on their site, but (to me) it means the security of my password—used for encryption of
all my files—depends not on technology per se, but instead on a company policy. Grr.

I mention this elsewhere (Chapter 8), but the same issue exists when using their mobile-device
software. The password is sent to their server.

This stuff could be fixed! The download-page issues are easy to change. The mobile app could
be improved. There’s no clear reason that the same password has to be used for both encryption
and account issues. Code that isn’t open-source today could be, tomorrow. Or even later today.

I’ve raised these issues. Years ago. Nothing (to my knowledge) has changed. I flat don’t know
why.

It may also be worth mentioning that SpiderOak also uses an email address as a login ID, which
I dislike strongly as described in Chapter Six (it reduces the potential for anonymity, and email
addresses are often re-used across websites, so in general this practice tends to make people’s
digital lifestyles more trackable and hackable).

I think it’s even worse for SpiderOak to do this than it is for other companies, because they
offer no password-reset option via email. So why do they need an email address at all? Other than
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to gather data about their customers, and subject them to email later on, of one sort or another…
which could easily be an opt-in sort of feature within their software instead. But isn’t.

Further, their software suggests using a password hint as if it were a helpful and reasonable
notion…which I dislike, as a randomly-generated and separately-stored password would probably
be a better idea. Or a laboriously memorized complex password, but why give other people hints?
Says, you know, me.

Just today, early January 2016, I installed version 6.1 of their software for research/verification
purposes. In order to pay for additional storage I was sent to (sigh) their website. Oh well. Guess
they still don’t figure doing that via their own software package, instead of via a web browser, is
important enough to bother with? Or via a separate password.

Update, a few days later: they spammed me, using the email address I’d provided for a login
ID. Hmm. That’s swell.

Some folks will say that the closed-source nature of the code, and SpiderOak’s residence in the
US, are reasons to avoid the service if hiding from the NSA is a goal. Well, hell. The first could be
fixed. The second doesn’t have to be an issue. Or at least I don’t think it does. There are so many
things about this service that don’t quite work for me, but would be easy for the company to fix. If
they happened to feel like it. Why don’t they?

Okay, so this is me wanting to like a company but being unable to recommend them.
SpiderOak’s website, in their “Control Your Keys” page, currently says this: “Trust Only

Yourself.” Yeah, okay. Guess that’s what I’ll do, then.
There are other providers of services like SpiderOak’s. I’m not going to talk about them. Not

because they’re necessarily flawed, though I haven’t run across one yet that I was fully satisfied
with…but because I think there’s a better option available than using any of them. (By itself. Any
of these services might be combined with my suggestion in the next section, and then the decision
comes down to pricing and similar issues, which tend to change often…and I don’t want this book
to mislead you.)

 
Curmudgeonly Advice

It’s all about separation of concerns, for me.
 

1. Somebody is providing offsite storage for my data? And it’s convenient? Great! I want that.
2. I should keep my encryption keys myself, meaning I shouldn’t give them to the company

that stores my data? Cool idea, bro. Let’s do it that way.
3. So why would I trust the backup application to also encrypt my data, at all? Shouldn’t I just

handle that separately?
 
Did you see that coming? It took me an embarrassingly long time to do anything about it. There

are services like BoxCryptor that will encrypt your data for you. Their service works with many
cloud storage providers, and runs on many platforms…damn near all of them, actually. It
separately encrypts those files/folders you select, so the likelihood that an employee of a storage
provider can view your encrypted data (or provide it to someone else) is much, much lower.

I still wasn’t satisfied. Does my BoxCryptor password stay local to my device(s)? Well, how
would I know for sure? The company says it does. What’s that worth? Beats me. BoxCryptor is
not entirely open source, and they say they don’t plan to change that. Grr. Lots of companies will
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tell you about the type of encryption they’re using, but the devil’s in the details in this business.
It’s so easy to make a minor mistake that renders the encryption useless. Have they? I hope not.

I installed the app, and it kept trying to phone home. Why did it need internet access? Just for
software updates? Even that bugs me, of course, for reasons described elsewhere in the book. But
the app doesn’t actually need internet access to work, which I verified by blocking it. Which was
very nice, if somewhat brittle.

However, since keys and such are encrypted with a password but may be nonetheless stored by
BoxCryptor, whilst using BoxCryptor (and all other applications) it may be a very good idea to
choose/generate strong passwords. It may also be a good idea to think about failing to let other
people store your keys, even if they’re stored in an encrypted fashion.

Also, you could choose to set up an unnecessarily cumbersome “local account,” and possibly (I
haven’t seen the code, nor have I heard of an audit) keep your encryption keys yourself. The
problem here is that you then have to back up your keys separately. If you lose them, you lose
access to your data. Why? Why not generate them in such a way that a user can re-create them?
It’s true that people’s data security might then rely on weak passwords. Maybe the company wants
to avoid that, with a more secure key-generation process. But if so, it’s still a weird design
choice…because only that same weak password is necessary for people who don’t set up a local
account.

When I see companies doing stuff that makes little sense, I start to wonder why they do it.
Often, as with SpiderOak and email addresses for login IDs in the last section, it turns out they
really are doing things a particular way on purpose. So I’d say the BoxCryptor people have a
strong reason to want us all to let them store our encryption keys (assuming we have a real
choice), and therefore to let their application access the internet. So I won’t use their service.

It’s not so much that I disliked BoxCryptor itself…it’s just that it still wasn’t quite the sort of
roll-my-own approach I was after. I’ve looked into other possibilities, and none of them satisfied
me either.

Here’s the thing: it wasn’t that hard to find a solution that did satisfy me: EncFS. It’s free. It’s
open-source. It’s not backed by any company in particular.

The way it worked for me: (1) encrypted files would be stored via a service like Dropbox, and
(2) the software would let me designate an (empty) folder on my system, not one of those backed
up by Dropbox. Once I entered my password, the decrypted files would appear to be stored within
that actually-empty folder.

Unfortunately, an audit of the EncFS software revealed numerous issues, rounding up with this:
“EncFS is probably safe as long as the adversary only gets one copy of the ciphertext and nothing
more. EncFS is not safe if the adversary has the opportunity to see two or more snapshots of the
ciphertext at different times. EncFS attempts to protect files from malicious modification, but
there are serious problems with this feature.”

Hmm. If I want to hide my files from Dropbox employees (or whoever), I’m pretty sure they
can get snapshots of my files at different times. Also, the EncFS method of separately encrypting
each file (and filename, and folder) is useful, for sure, but things like the number of files and
individual file lengths can still be learned by an observer/attacker. So can the number of folders.
Maybe this matters, and maybe it doesn’t. It depends on the situation.

Hey! Know what? I’m going to recommend EncFS anyway. It’s not perfect, but it has been
improved significantly since that audit. Funny how this open-source stuff works, huh? But I’ll go
ahead and recommend you use the latest version, which should be available for Linux users here.
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Oh. You’re not using Linux? Hmm. I might say that means you have more serious problems to
address. But that’s just me being snarky. If you’re a Windows person, maybe you can get by with
a somewhat older version using this tool. Or try something newer, like this. If you use either
Windows or a Mac and you don’t mind the inclusion of a bit of code that’s not open-source, you
could try this.

BoxCryptor (mentioned above) used to use EncFS, but switched to…something else. I don’t
know exactly how they did that, because it’s proprietary. I guess that’s a good way to avoid
embarrassing audit reports?

Maybe you’ll like eCryptfs better? It’s generally Linux-only. Open-source, free, and it can
work easily with services like Dropbox. I like it, myself.

Look, the business of encrypting individual files is itself a bit risky. I talked about this
earlier…it would be safer to back up entire encrypted disk partitions. And that’s certainly possible
with something like backed-up TrueCrypt/VeraCrypt “containers,” which are essentially
encrypted files that look like disk partitions to the operating system. But doing so may be a very
slow process, since the cloud-based backup software will likely interpret the encrypted container
to be…a single file. Which is what you want, but that single (potentially huge) file changes
anytime you change any of the individual files encrypted therein. Which means the entire
container will have to be backed up. Cumbersome. But it would work.

Cloud backups are cool. But dangerous. You can make the trade-offs you feel are worthwhile.
 

Make a Decision

As for me? I use EncFS, with Dropbox. A lot of my Dropbox files are left unencrypted, because
(1) I access them from multiple devices, such as my files for books/stories in progress, (2) they’re
essentially public, such as those same files, or (3) they’re accessed by some external entity, such
as my current website backup program. I also use different passwords for encrypting different
types of data, since I often use that data from different devices. I simply don’t encrypt anything I
need to access from a phone or tablet, which helps me remember that I shouldn’t put anything
private on such devices anyway.

Is my scheme even close to perfect? Nope. Do I intend to stick with it? Not really, no. It’s just
what I’m doing at the moment, until I decide to do something better.

Besides the above, I actually use multiple types of encryption for a few things—passwords I
rarely use that I don’t want to trust to a password manager, for instance, because they’re too
important to me. Generally I memorize these, and I definitely know the (some number of)
passwords I need to use to decrypt the entire list.

Could I combine the sort of encryption I do with something like SpiderOak? Yep. Maybe I even
should. When I’m not busy writing a book, maybe I will.

Maybe it’s better to just trust an encryption provider? Like BoxCryptor, or whatever? Very few
attackers, I would guess, would compromise both the encryption provider and your cloud storage
provider. (Especially when it may be so much easier to just compromise your computer or phone
instead.)

But…if your encryption provider is some company you know next to nothing about, and their
app wants internet access, you’ll have to evaluate the chance that it may be sending information
you’d prefer to keep hidden. If it could capture your cloud storage login credentials, for instance,
that would mean not only that compromising your data would only require compromising one
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company…it would mean that company was already choosing to violate your privacy.
I’m not saying any encryption provider is doing this. Or even that an employee of an

encryption provider will do it, though it’s certainly possible. I’m saying that if you don’t know,
you don’t know. Enough hackery has happened by now in the internet world that I think it’s
worthwhile to take the position that trusting companies to look out for us is, where avoidable, best
avoided. How that works out in practice depends on your threat model and your level of interest in
the question.

Leaving that aside—are you, in spite of my guessing above, in a position where you’ll want to
defend against some entity that could compromise both an encryption provider and a storage
provider? Then…be careful, I guess. Combine several approaches, set up your software so you’re
using (at least) Tor for all network communication, use payment methods that are as anonymous
as you can arrange, and hope for the best. Or quit backing stuff up in the cloud. Might be worth
considering that last option, here.

For most of us, one or another of the above solutions will be pretty easy to implement. And I’m
guessing they’ll be sufficient for our needs, too.

Probably.



Chapter 11: Email

Who's giving it to you?

It should probably go without saying that an email provider can and will, generally speaking,
read its users’ email. But maybe that link will be useful to somebody anyway.

The only way I know of to be sure to avoid this is to build your own email server. (Though,
come to think of it, you’ll probably still read your email. So I guess this only shifts the identity of
the miscreant…yes, that was intended to be a joke. Thanks for asking.)

I’ve built my own, more than once. I don’t regard my current server as particularly secure in
any absolute sense, because it lives in a virtual machine (Chapter Six) in one of Rackspace’s
datacenters. I figure my email is less likely than most to be scammed/recorded by advertisers, but
that’s about as good as it gets.

Well, depending on how this sort of thing gets handled, it’s possible that law-enforcement
types would need a warrant to get my information too—which is not typically the case, in the US,
for emails six months old and older (so, about that cloud storage of old email…). After all,
somebody would either have to ask me for my data…or hack into my server. Not hard to do in
principle, but I’m not sure that’s generally something Rackspace employees do without a court
order. It’s also unclear to me how they’d get only the older emails, especially since I don’t leave
email sitting on my server for long anyway. Certainly not for six months.

But I don’t actually recommend building a mail server. For one thing, it’s a fairly large hassle.
For another, if you want other servers to actually accept the mail you send, you’ll need something
called “Reverse DNS” set up. It’s a pain, and—worse—in my experience it’s generally not
available without a “business” internet account. So, if you’re concerned about warrants and
hacking of your email (I’m not, particularly, largely because I don’t use email for anything I
consider private when I can help it), you’ll pay extra money to host your server in your home. If
you move a lot, or experience power or internet outages, this becomes even less attractive as an
option.

If the server isn’t actually in your home? There are still problems. For instance: my own server
still gets blacklisted by Hotmail (but only Hotmail as far as I can tell), because I’m hosting my
mail server in a Rackspace virtual machine and therefore using a Rackspace IP address.

Rackspace refuses to fix this via talking to Hotmail, incidentally. They don’t admit they refuse
to do it; they just say sending mail directly from a virtual machine “isn’t recommended.” By
them, I suppose, but that passive-voice phrasing damn near fooled me into thinking it was some
kind of universal constant! Like gravity!

Oh wait. No, not gravity. Hmm. Like “the first six responses from a ‘support’ team are always
going to be a complete waste of your time,” maybe. That’s probably universal. Or maybe “levity”
is the right term to use, here. If we want to. It’d be cool if that became universal. Says me.

Instead of fixing the issue, they prefer to suggest that I send all my email through them more
indirectly, via a so-helpful service they offer. Since I don’t especially want to mix my email in
with everybody else’s, which would amount to going out of my way to give Rackspace access to it
all in an unencrypted fashion, I don’t do that. If I need to email a Hotmail user, which seems to
come up less and less often, I just find another method than using my own mail server. Not the
biggest issue ever, is it?
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I do get a couple of benefits out of having my own server, though—for instance, I can set up as
many email addresses as I like per domain. So, for each company I deal with online, I can make
up an address roughly like “companyname@somedomain.com”…and then I watch to see who
sends mail to that address, even months or years later. Since everything sent to any address at any
of several domains automatically ends up in my inbox (until I blacklist a given address), this
means I put very little effort into maintaining the system. Yet it makes me happy when I get to
catch people/companies sharing “my” information. Plus some other domains are set up the same
way for my wife, and I get to make up cute names and use ’em as email addresses when I send her
email.

Hey. That is too a meaningful benefit.
Here is where, in spite of myself, I have to talk about Abine again. I still don’t like or trust the

company. But they’ll (currently?) give you free “anonymous” email addresses, which you can then
either read on their website or have forwarded to another address. Last time I checked, which was
January 2016, it was possible to set up these email addresses without giving the company any
identifying information…if you put some work into it. So if you need a temporary address to
achieve some anonymity-related goal, that may work for you. In fact it’s better than my private
server, because the domains and IP addresses I use could be tracked to me by any number of
people.

Unfortunately, it doesn’t seem that there’s an easy way to use Abine’s service without first
setting up an account with them, which requires you to first set up some other email address.
Which will become your login ID, whether that makes sense or not. So…you can set up a new
email address pretty much anywhere, I guess. Set up your initial email address via the Tor
Browser Bundle, and if you need a phone number to “verify” or “protect” your new account
(which I didn’t, just now, while setting up a new account at Google’s Gmail to test this
procedure), you can always get a free incoming number that forwards to a free SIP account (see
Chapter Eight), and then use the account you create at Abine’s site to obscure your email address
from other (meaning non-Abine) companies. Sound like a hassle? It is. But it’ll probably work.
Though if you’re doing anything sensitive, I recommend doing it via either a new Abine account
or just via a new email address you set up elsewhere. Because otherwise you’re trusting Abine,
when you don’t actually have to. I wouldn’t.

Abine’s stuff (they have more than email to offer) is generally accomplished via a browser
plugin and/or a mobile app named “Blur.”

Do what you like about Abine’s products. I figure, if I’m not giving them any information that
they can track me with, I might use their email-obscuring service again someday. But, before you
decide you’re not giving them any information they can use to track you? Please keep all the
information under “Web Browsing” in Chapter Nine in mind, as well as information about using
Tor/VPN/Wi-Fi from Chapter Three, and also please think about the downsides of using an app
that may well be phoning home with more data than you’d prefer it to have—that stuff’s in
Chapters Six and Eight. It might even be worth making a separate copy of the Tor Browser
Bundle, installing the Blur add-on, and then either deleting that copy of the browser when you’re
done with your anonymity project, or using it only to generate new addresses with Blur. Or a
combination of new accounts and new addresses.

Okay. So the mere possession of an email address, or at least the use of one, is generally not an
aid to anonymity. How about encryption, though?
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How to encrypt it?

Oh boy. I kind of hate the combination of email and encryption. It’s a contentious topic, and in
my experience…well, people haven’t generally responded favorably when I’ve attempted to
“secure” (always an iffy term) my communications with them.

You can totally get a certificate to encrypt and sign your emails (or even create your own
Certificate Authority and sign your own certificate). You may want to read Appendix A before
proceeding with that, if you aren’t sure what it means to sign an email. But if you proceed, you’ll
be able to:

 
Send email to anybody in such a way that the technically inclined among your recipients
will be able to verify (a) that the message was sent by you or by someone with access to
your private key (Appendix A again, but it’s really just a smallish text file you’re supposed
to keep secret), and (b) that the message arrived unchanged.
Let your contacts encrypt messages to you so that they can only be read by you. Or by
someone with access to your private key.
If they too get/generate a certificate, you’ll be able to encrypt messages you write to them.
And verify messages sent by them.

 
Some people will tell you that you should definitely do that, and right now. I’m not one of

them. For one thing, it’s an old-school and brittle approach to encryption—meaning that once
your private key is compromised, all your messages will be able to be decrypted. For another,
certificates expire (though they don’t actually have to) and you’ll need to keep all your old ones,
and everybody else’s, around if you want to continue to be able to read/verify old email. For yet
another, this form of encryption does nothing to protect you against harvesters of metadata. The
email addresses of your correspondents, and all the subject lines of your email, and things like IP
addresses, remain unencrypted.

Plus? Trust me, you’ll have trouble finding people to play that game with you. Or…don’t trust
me, actually. Go try. Tell me how it goes, if you’re of a mind to do so.

I tried another approach once, a few years ago—it was a thing called Djigzo, now renamed
CipherMail, that I configured to work with my email server. My email recipients would get
password-protected PDF files instead of regular email. There were lots of nifty ways to
handle/generate the passwords, but…let’s just say nobody but me liked that game either.
Spoilsports.

(I did, for fun, configure a domain to use Djigzo kind of in reverse, so all my incoming mail
was converted to password-protected PDF files, and I stored it in a Gmail inbox…however, again,
nobody but me even thought that was funny.) (I did other stuff with it too. Even I don’t care about
it anymore, though.) (But Martijn Brinkers, the developer/CEO, was totally friendly and helpful
when I had questions. Figured I’d stick in a plug for the guy.)

Once upon a time, Silent Circle offered “Silent Mail.” A company named Lavabit also offered
an encrypted mail service. They’ve both since shut down. Lavabit went first, and its founder
strongly recommended against anyone else trying to set up another such service in the US. Silent
Circle followed soon after. Now there’s ProtonMail, which is based in Switzerland. The company
boasts that user data is protected not only by the technology but also by strict Swiss privacy laws.
And they say they use end-to-end encryption, and they say don’t require any personal information
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to create an account. (Note that this last claim is simply not true, as the service is apparently
swamped and invitation-only at this point—and they ask for an email address in order to, at some
point, send an invitation.)

This all sounds pretty good to me, at least in theory. It still doesn’t protect email sent from a
Gmail user to you, on the Gmail side. Or your response, either. But the ProtonMail software, or at
least their web client version, is (as of version 2.0) open-source. They say they have segregated
authentication and decryption schemes, as I suggested (years ago, but who’s counting?) for
SpiderOak—meaning that the company is (or should be) never given the decryption password.

It’s not clear to me how ProtonMail would be encrypting data (so they can’t read it) if it comes
from outside their system, and it clearly has to be readable by them if you’re sending email to
people who don’t use the service and don’t have their email client set up to use PGP either
(otherwise, nobody could read your encrypted messages). Though actually, if each user has a
private key, ProtonMail could encrypt the data with the users’ public keys (Appendix A) before
it’s stored. Only, so what? That’s, at best, just a company policy—since they’d have to have the
unencrypted data first.

I suspect their system, in spite of at least one entertaining headline, is really not too different in
practice from an app like Signal (Chapter Eight) that allows you to send and receive end-to-end
encrypted text messages. So the likely downside of this app, like so many others, is that it lives or
dies by a network effect—it gets more or less useful depending on how many other people are
using it.

Under the hood, ProtonMail apparently uses OpenPGP. This is the same sort of thing I talked
about earlier, where you can sign/encrypt/decrypt/verify-signatures via most email clients. It’s a
hassle to set up, and I (among others) think the whole thing needs to die…but I haven’t examined
any of ProtonMail’s code, and it could be that they’re busily solving all the problems I suspect
they’re saddled with. I hope so! I haven’t yet received an invitation to participate, so this is just
shooting from the hip. Maybe by the time you read this it’ll all be clear? Cool.

Meanwhile, there’s also something called the Dark Mail Alliance, which aims to create a new
email protocol/architecture with end-to-end encryption baked in. Awesome. It started as a
collaboration between people associated with Lavabit and Silent Circle, and I wish them well.

However. For now? I suggest being careful with what information you entrust to email. I know
that, when I “deleted” my Hotmail account a while back, Microsoft gave me a long period of time
(270 freakin’ days) in which I could change my mind…meaning that they use “deleted”
differently than I do. At least when it’s not in scare quotes. Here’s a page that talks about
recovering deleted messages from Outlook.com.

Gmail, too, has (at least) a 30-day retention policy for deleted emails. I could try to track down
this stuff for other email providers, but life’s too short. I don’t really care what these companies
say. You can care, though, if you want to.

In general, it’s probably best—says me—to just admit we don’t know how long any email
provider keeps email around, whether it’s supposedly deleted or not. The answers they give to us,
the users, may have little bearing on what’s actually happening behind the scenes on various
servers. Or between advertising partners. Or whatever.

So, what’s the bottom line on email? Maybe trust a friend to manage a server for you. Maybe
do it all yourself. Maybe quit using email. Definitely be careful, and don’t let too much history
pile up anywhere. Change your address(es) from time to time.

Or just say the heck with it! And live your life happily, using email whenever and however you
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like. Not only have I never seen email kill anyone, I haven’t even seen a really good maiming yet.
Though I’m still watching closely…you never know…

Do I think, along with the Dark Mail Alliance folks, that email is fundamentally broken? Yep. I
sure do. That doesn’t mean the world has to end right away, or even by next week. It just means
it’d be nice to have something better, is all. And I think any reader of this chapter is by now—if
not prior to reading—likely to be aware of several risks associated with long-term use of an email
address (meaning “not temporary and reasonably anonymous for a single short-term purpose”).
So, we’ll most likely all do as we think best. Life’s kind of cool that way.

http://www.theguardian.com/technology/2013/dec/31/email-broken-dark-mail-alliance-fix-silent-sircle-snowden


Chapter 12: Putting It All Together

What's Your Threat Model?

Start with this: I think you should view my recommendations in this book as a hopefully-useful
exercise in thinking about the security and privacy you can expect to have in today’s world. If you
disagree with me on any point, I truly don’t mind.

If you instead simply go along with what I tell you…bear in mind that I may change my mind
on any point tomorrow. Since I probably didn’t write this book yesterday, chances are good that,
in addition to any imperfections in the thing as written—of which there are almost certainly many
—it’s now to some degree out of date, as well, even if you’re for some odd reason just trying to
uncover my personal opinions. I don’t promise to continue to believe anything at all.

But…okay. Maybe you know you want/need a cell phone, which you plan to carry around with
you. You like using Facebook. You’re willing to put a little bit of effort into protecting yourself,
but there are limits to the time you’ll spend on this stuff. Hiding from the NSA/GCHQ/fuzzy-
aliens is just not in your mind, at all. Cool.

In that case, you could still:
 

Start using a VPN to hide your physical location from people/websites who don’t need to
know it
Use the Tor Browser Bundle routinely for browsing websites you’re not logging in to
Start using Signal to talk to people instead of making unencrypted calls and texts, and
encourage others to do the same
Turn off Wi-Fi on your portable devices when you’re not using it
Use a password manager, possibly even to generate answers to so-called “security
questions”
Avoid using the same email address as a login ID for all your accounts…if site developers
will let you
Use a search engine that at least might not be logging all your information
Use one-time credit cards (or even, ick, PayPal) for online purchases, especially for
companies you don’t intend to deal with regularly
Pay attention to deleting cookies, and blocking ads/trackers, and quite possibly also the
certificates used in “secure” connections, in your web browser
Encrypt your own “cloud” backups, insofar as it’s convenient…meaning that doing so is
probably not worth a major lifestyle change, but if it’s relatively easy?
Think carefully about all past/present/future claims made by companies, government
agencies, tech bloggers, the author of this book, and many others
Remain aware of the risks you’re taking in your daily activities, and use encryption where
it’s convenient to protect yourself. Don’t become a fanatic unless that’s your thing, but
when people develop tools that are easy to use, why not take advantage?
Switch to open-source software where you can do so fairly seamlessly
Quit assuming Facebook, Google, Microsoft, Apple, et al have any interest at all in
protecting you from themselves
Get some free online phone numbers to give out to people or companies you don’t



particularly trust (and trash those numbers whenever you want), and meanwhile save money
by getting rid of your overpriced landline
Think about switching to an email provider that seems to at least try to protect your privacy,
or to a smallish email provider, and maybe quit putting sensitive information in email at all
while you’re at it
Switch to Linux Mint for your desktop/laptop computing
Quit giving full access to your computer/network to companies that claim they’ll protect
you, and—worse?—paying them to do it
Take whatever other steps seem reasonable to you

 
All of that will vastly improve your degree of privacy, anonymity, and security online…

assuming you aren’t doing all of the above already. Is the list perfect or all-inclusive? Hell, no.
I’ve spent this whole book trying to show you that there are always limits and trade-offs in this
sort of decision. That’s why I won’t ever tell you you’re wrong for coming to a conclusion
different from mine! You know your situation better than I do, after all.

And, you know what? If you want to leave a comment on a blog without necessarily having it
traced back to you, you may well be able to achieve your goal with nothing more complicated than
a VPN and a fake or reasonably anonymous email address. Or Tor and the email address. Or even
just the email address. Unless you’re drawing a large-scale investigation down on yourself, you
may not need to work very hard to achieve a reasonable degree of privacy whenever you want it.

Let’s suppose you’re not like the rest of us, though. You’re doing something that’s no-foolin’
dangerous. And you’re pretty smart, so you’ve read more than just this one book on the topic of
computers and security.

You (especially you!) should assume at all times that you can’t protect any data on a given
device that’s even suspected of being under your control. Because neither you nor I know what
sort of tools some third party is ready to use against you. If it’s a large organization or even an
intelligent and motivated individual, there may well be things neither of us has even considered.

If you’re actually planning to do something like reveal data about what an oppressive regime,
somewhere in the world, is doing…and you think you’re likely to be suspected of doing so…
please don’t store that data on your own computer, or anywhere in your own home, if you can
possibly avoid it. A brand-new laptop that you destroy immediately after you transmit the
information, which you should probably do via Tor and possibly also from a Wi-Fi network not
too close to your home, without exposing yourself to security cameras at or near that location
(including license-plate cameras?), would be a much better choice. It might be a little bit
expensive. Consider: expensive, compared to what?

I admire the sort of person who will actually do this sort of thing as a matter of conscience.
But…unless you’re certain that you absolutely need to do it, regardless of the risks? I want to
suggest that you think very carefully about whatever it is that you’re actually risking.
Embarrassment? Financial loss? Prison time? Bullets? Worse? It’s probably good to get all that
straight in your mind, and evaluate your priorities, before you take any action.

Here’s an interesting story of a kidnapping. I’m not suggesting that you’re a kidnapper, or
interested in becoming one…but these were apparently fairly tech-savvy criminals. They made a
caller-ID-blocked call from a “burner” phone…which the FBI apparently tracked to the store
where it was sold for cash. Law enforcement obtained video of the purchase from the store. AT&T
apparently provided them with location data. The kidnappers apparently used anonymous email,

http://www.wired.com/2015/07/mare-island/


image sharing sites, Tor, and other people’s Wi-Fi. They stripped metadata from images. None of
it really helped them, in the end. Hell, they used spyware, a DropCam, and had a drone standing
by. They had, for chrissake, a disbarred attorney working with them. It’s the weird crime story of
2015. Probably.

I can see a few ways to improve how these kidnappers went about committing their crimes
(even if we assume that they were only caught due to accidentally dropping a cell phone registered
to the lawyer in a second kidnapping). But that’s not really the point, especially since I’m glad
they were stopped. The point is that, once you attract attention to yourself, hiding afterward is
extremely difficult. Which is true regardless of how important, and just, your cause may be.

Be careful out there. That’s what I’m saying. Please.
 

How Do We Fix Privacy?

Beats me. Here are a few things I think might help, many of which draw on concepts I’ve
discussed earlier in the book:

 
Encourage everyone, everywhere, to use Tor as much as possible. But wisely, and probably
not via a Tor router.
Work toward getting widely-used web browsers that don’t reveal much information about
the systems they’re running on. Insist on them, loudly and often.
Find ways to distribute content widely—it would be nice if most content were constantly
moving around the internet, so it would be hard to know who was looking at it and who was
simply hosting that content for the convenience of others…this has some technical problems
when it comes to web-based applications, but a BitTorrent-like approach to publishing
content, especially when combined with something like Tor hidden services, might be a
good starting point.
Get Wi-Fi fixed. Seriously. Damn near everything about the way it’s set up leaks
information and introduces security holes.
Change the way cell phones work. There’s no obvious reason a phone has to trust a base
station (or “tower”), and there’s also no reason any individual tower even needs to know
which phone is which. Somewhere, there needs to be a central registry of which phone
numbers are where…but there could also be several of these, and cellular phones could
operate via a Tor-like system, too. Somewhere in this bullet point is a business plan, but I
have to tell you I don’t see it yet. Which is okay. Somebody will. I’m looking forward to it.
Get rid of the concept of MAC addresses that are semi-permanently tied to hardware—that’s
all about centralized management, of which we need less, not more.
Think about the differences between identification, authentication, and authorization—and
design the systems we use accordingly.
Help people understand that “security” and “trusting companies, governments, or unknown
individuals” are inherently incompatible ideas. Thus, we should prefer verifiable end-to-end
encryption whenever possible. If our information only resides in an unencrypted format on
our own devices, we don’t really have to care whose servers are hacked. In well-designed
systems, servers shouldn’t matter a whole lot. By which I guess I mean they should be easily
replaceable, and not have access to unencrypted information.
Remove all weird and clearly illogical ideas like the legal separation of data and metadata



from discussion between even moderately well-informed people, meaning not via
censorship but via enough open discussion that the point is clearly made.
Limit governmental collection of data drastically. Via whatever means will work, in the real
world.
Remove the concept of “anonymous data” entirely from general use, by which I mean help
the fact that it’s thoroughly discredited become better known—let that concept join Bigfoot
and the Loch Ness monster in some other universe (though possibly an interesting one!).
Laugh all concepts of government-only backdoors or golden keys out of existence, since
security flaws that can be exploited by anyone have a clear and obvious tendency to become
flaws that can be exploited by everyone.
Generally, help teach people that effective cryptography is not the same as “going dark” in
any meaningful sense, but is instead a worthwhile and noble goal.

 
Hey, that’s just a start. There are lots of other possibilities.
Here’s Richard Stallman, founder of the GNU Project and the Free Software Foundation, with

his recommendations (and insightful analysis). Here’s a list of the considerations the Tor Project
team had to deal with when building their “Mission Impossible” secure Android device. And
here’s Edward Snowden on the topic.

Here’s the EFF with a surveillance self-defense guide…it irritates me and I want to rewrite
huge chunks (hey! I just wrote that book!), but that’s generally how I react to EFF documents and
recommendations. I think they mean well, and their advice isn’t actually horrible if read in the
proper context—I just think it’s best read by someone who already understands the complexity
they don’t tend to include. I tried to point out some factual errors once, several years ago. I won’t
bother to do it again. It might work out better in future attempts, but I have other ways to spend
my time…which I enjoy more than pointless emails.

If you’ve got the time? I’d love to hear what you think about these issues. New ideas are fun,
especially when I get to realize I’ve been wrong about something…ideally for decades. It’s a
special sort of brain-thrill, and I never get enough of it. Please? I’ll be around!

https://en.wikipedia.org/wiki/Richard_Stallman
https://en.wikipedia.org/wiki/GNU_Project
https://en.wikipedia.org/wiki/Free_Software_Foundation
http://interviews.slashdot.org/story/14/05/05/2012218/richard-stallman-answers-your-questions
https://blog.torproject.org/blog/mission-impossible-hardening-android-security-and-privacy
http://www.reidmiller.name/content/my-experience-mission-impossible-hardening-android-security-and-privacy
https://theintercept.com/2015/11/12/edward-snowden-explains-how-to-reclaim-your-privacy/
https://ssd.eff.org/


Appendix A: Encryption Primer

Just the Basics

I promise: there won’t be any math in this, and we won’t even get into the names of various
encryption algorithms, or specific hashing algorithms, or anything else requiring memorization. A
high-concept introduction, only.

Ready? Here goes.
There are two types of encryption we’re going to be concerned with: symmetric and

asymmetric. That sounds worse than it really is, though.
Symmetric encryption means you use the same key (which is just a string of characters) to

encrypt and decrypt data. If you encrypt it via a symmetric-type key, you can decrypt it via the
same key.

Asymmetric encryption, as you might guess, means you use different keys for encryption and
decryption. Whenever people talk about using digital certificates, or key pairs, or public/private
keys, this is what they’re talking about. Generally, this is all we need to know about key pairs:
anything encrypted with one of them (call it the “private key” for now) can only be decrypted with
the other—which we’ll call the public key. And vice versa, so anything encrypted with the public
key can only—in principle, now, because cryptographers can screw up just like everybody else—
be decrypted with the private key.

So, what’s the difference between a public and private key? How do you know which is which?
Answer: well, one of them you keep secret, and the other one you don’t. The one you keep secret
is called a private key. The one you can give to anybody is the public key. It’s an essentially
arbitrary choice, but once you start giving out the public key, you’re committed.

How are these used? Well, suppose I have a key pair of my own, and you want to send me a
message. You can then encrypt the message using my public key. Since I’m (supposed to be) the
only person who has my private key…it doesn’t matter how many people see that message. Only I
can decrypt it. Then I can send a response to you, and encrypt that with your public key. If all goes
well, you’ll be the only person who can read it.

Okay, that’s probably all you need to know about encryption—at least for purposes of
following along with this book. Next I want to talk about certificates. But first I have to tell you
about hashes and digital signatures. It’s not too complicated, but when you put it all together you
can do some pretty neat stuff.

A hash is a one-way algorithm. You can repeatedly “hash” the same document, using the same
algorithm—we don’t care right now about which one that is—and you’ll get the same result every
time. But you cannot create the document from the hash, assuming that’s all you started with. The
hash is usually much shorter than the document, for one thing: the information to re-create the
whole document just isn’t present. A small change in the original document results in a large
change in its hash.

How’s this useful? Well, remember when I sent you an encrypted document that only you could
read? That was cool…but you don’t necessarily know who sent it. It could have been anybody who
had your public key, right? Which is, functionally, supposed to be everybody. Hmm.

So. What I’ll do is create a hash of the document I want to send. And then I’ll encrypt that hash
with my private key. This is a digital signature, and it’ll travel as part of the message. Once you



get it? You can decrypt the entire message using your private key (remember that I used your
public key to encrypt it). Then you can decrypt my “signature” with my public key, and you’ll be
able to see the hash I’ve included. Next, you can use the same algorithm I did to create your own
hash of the document you received, and compare that with the hash I sent you. If they match?
Well, it means you got the same document I sent! The only way someone else could have sent it,
assuming all this cryptography stuff isn’t broken in a mathematical sense, is if they have my
private key.

In other words? It’s important to protect private keys. There are some other tricks people do
with all this. Web servers, for instance, have key pairs. When you use a “secured” connection,
your browser and the website will decide on a symmetric key to use for fast
encryption/decryption…but how do you know you’re talking to the right web server? Well, you
really don’t, and that’s covered in Chapter Nine. But in theory, you “know” because of a
certificate.

Know what a certificate is? Fundamentally? It’s a digital signature of somebody else’s public
key.

Okay, that might seem a bit opaque. Let’s say you and I both trust some third party to verify
things like server identities (though we shouldn’t…but this is still how these things currently
work). That third party is what we call a Certificate Authority (CA). So…you want to create a
website and enable “secure” connections. You go to the CA and ask for a certificate. The CA gets
your public key and some information about your business…then creates a hash of all that, and it
encrypts that hash with its private key. (The “digital signature” thing.)

Now I come along and want to connect to your website. Your site shows me this signed version
of its public key. I (because I’m a web browser, but I can still talk?) say “hmm” and examine that.
It seems to be signed by a CA. Is that CA in the list of CAs I have installed, so I’ll trust it? Or is it
descended from one of those? (I’ll explain that next.)

Yes? Cool. So, since one of the CAs I know about says your public key is valid…I, as a
browser, will now trust your website.

Is it the same certificate your site used five minutes ago? How about yesterday? How about
tomorrow? Did somebody else generate an apparently valid certificate and hijack the whole
session?

Maybe! I’m just a web browser, and I don’t care. That’s all in Chapter Nine, which is for
humans. I say it’s safe, and I’m sticking to that story.

Meanwhile, though, some CAs are “root” CAs, and they can delegate their ability to sign
certificates to other (subsidiary) CAs. Web browsers and other apps know about this, and if the
trust the root CA they’ll also generally trust its descendants. Is this rife with abuse? Yes. But it’s
how this stuff works.

You know what? That’s pretty much all the pieces you need. You now understand (I hope)
symmetric vs. asymmetric encryption. You know about key pairs. Hashing, while clearly still one
of the Dark Arts, performs a comprehensible function. Putting that together, you see how a hash
encrypted by a private key becomes a verifiable digital signature.

Digitally signed public keys are certificates, which are “issued” by Certificate Authorities.
Another thing that’s probably worth mentioning: asymmetric encryption is sort of expensive,

computationally speaking. So, actually, if I’m sending you an encrypted message? I’ll probably
use a symmetric encryption algorithm for it for practical reasons…but then I’ll go ahead and
encrypt the (symmetric) key I used for the message, using your public key. So you can use your



private key to decrypt the symmetric key (and also find out what symmetric algorithm I used), and
then decrypt the message itself.

Sometimes you’ll read about “forward secrecy” or “perfect forward secrecy” as if it’s a good
thing…and it is. What it means is that new keys are generated for new communication, so if
somebody’s keys are later compromised it won’t necessarily mean that all previous
communication (which is generally assumed to be available to attackers, which matches reality
fairly well) can be decrypted by an observer. This is far less “perfect” (says me) than a lot of folks
seem to think, but it’s still well worth doing.

And we’re done. I hope that helped clarify things in your mind. There’s a lot more to all these
topics, and there are plenty of nits to pick, but nobody says we have to care right now. Those who
do care will find—or have already read—more advanced material. Good luck to them, I say, and
meanwhile let’s get back to the book.



Appendix B: Jail!

 
Well, this all sounds rather dramatic. I guess it was. Personal story time!
It was not too long before the world went dark, and billions starved, because of the great Y2K

crisis.
Oh wait. That didn’t actually happen. Instead, a lot of people billed high hourly rates to fix silly

stuff, or say they were fixing it, and a lot of other people generated as much hype and fear as they
could—because that helped them sell advertising space or get elected. Kind of the same things
those people do now, whenever they can. Still, none of that’s directly relevant to this story. It’s
just a weird backdrop to computery activities that were going on at the time.

So there I was, working at USAA. It’s an odd co-op sort of insurance company based in San
Antonio, if you haven’t heard of it. It apparently got started when some guys in the military found
out they couldn’t get auto insurance from anyone…so they decided to insure each other. A neat
idea, in my opinion, but it grew into a monster. When I worked there, there were several thousand
other people also working in the building. Big building.

The lowest level I knew about seemed more like an airport than anything else, with people hop-
skittering out of the way of electrically powered vehicles carrying material, sometimes consisting
of other people and sometimes not, sometimes honking and sometimes not. Nothing worse than a
vehicle full of honking material, right? Especially if it dribbles out.

(Sorry. Words are just naturally goofy, though, and I like to take a moment to notice every so
often.)

The upper level—there were at least five, but I was never totally sure—had plush carpets, lots
of mahogany, and very few people. In fact I walked around up there more than once and never saw
a single human. There may have been something truly frightening going on. Hard to say.

In between there were lots of large rooms, filled mostly with cubicles. Or so it seemed to me.
Also cafeterias, bathrooms, and the like. Oh, and at least one gym. What does it say about the
company, or those who work there, that gym use included free recycled loaner jockstraps? I often
wondered about this and other topics.

The military origins of the company meant there were lots of ex-military folks around,
especially in upper management, and it was considered completely normal to compare various
aspects of the building to the Pentagon several times a day…and to employ terms derived from
military use in somewhat surprising (to the uninitiated) contexts. Fun!

I got to my particular position at USAA through what may seem an odd route. I’d just
experienced the slow-motion failure of a startup company in Incline Village, which is next to Lake
Tahoe. There’d been no good reason to pay that kind of high rent for the company’s offices, but
that was the least of the goofy decisions that led to the company’s demise. And, hey, the view had
been really nice. So the corporate death spiral didn’t surprise me, but I was a bit surprised to be
able to cash my last paycheck (which I did immediately after I got it, at the issuing bank, even
though I had to drive all the way to Sacramento to do it…just in case).

I was in the mood for something a bit more stable. I get that way sometimes. I’d just been
offered a job working for Microsoft in Reno, where I lived at the time, and that sounded pretty
good…but then a recruiter contacted me about the San Antonio thing. I had plenty of family in
San Antonio. My grandmother had just died, and I’d missed most of her last few years, and I guess

http://time.com/3645828/y2k-look-back/


I wanted to be near family. I get that way sometimes too. So I went down there—but it was a
contract position, not full-time employment.

As a contractor, I made about fifty percent more money than the employees in similar positions
were pulling in. I also got to decide for myself when I ought to take a day off, or a few hours off.
Not that I did that a lot (I tend to obsess over projects), but since I didn’t really have a boss at
USAA, and the recruiter who’d brought me in wasn’t my boss either—I could just tell everybody
what I was doing, and I guess everybody involved generally assumed I’d cleared it with someone.
Relaxing, you know? I just did my thing.

But USAA started a drive to convert contractors to employees. This meant, to me, that I could
switch to another company (another recruiting/staffing outfit, not USAA itself!) and remain in the
same job if I wanted to, because the recruiters were getting desperate as their whores…um, I mean
workers whose pay they got to skim…were getting thin on the ground. I had weekly lunches with
the boss of the pimp (sorry, maybe) who had recruited me, and I collected various job offers to
show him as we continually renegotiated my hourly rate. Upward. This was a blast…not just for
me, though. The recruiter-guy had fun with it too, and became a friend. (Hi, Erik!)

Meanwhile USAA was doing stuff. They decided contractors could only use the northern
parking garage…I don’t recall how many other parking garages there were, but that one must have
been considered inconvenient for some reason. Because, you know, we ought to convert ourselves
to employees and by God that would show us.

When this parking limitation didn’t work well enough to suit upper management (whatever
species they may have been, and I wouldn’t care to venture a guess), they said we couldn’t use that
parking garage either—we’d have to park our vehicles in one of the outer, ground-level lots.
Which meant we had to hike in, or take a shuttle bus (did I mention there were lots of people
working there?).

So I started parking pretty far out, and also started billing from the moment I shut off my car…
until the moment I turned the key to re-start it at the end of the day. Which new policy I explained
to my supervisor-types at USAA. Which caused shrugs and eye-rolls, because they saw my point
but couldn’t directly influence USAA policy. I offered to help! I could just leave the car at home
entirely, I said, and walk the five miles or so to work, billing all the way. Also on the way back.
But they didn’t take me up on it. A shame, I think. I was also willing to be flexible about hours,
and either go with a shorter working day because of all the walking, or just add the walking time
in. But, sadly, the conversation never lasted long enough for me to explain this idea.

As part of all this, I moved to a different job within USAA. The first group I was working with
was pushing pretty hard on the convert-contractors front…but the folks who did computer-type
support for the corporate lawyers were still hiring (they needed some new software to be written).
So I did that.

But that too started getting pinched after a while. I eventually decided to cave, and take that
full-time employment option. I held out for a couple of things like being able to work from home
(though I never actually did that) and flexible hours, so I could go take some courses at UTSA, a
local university, just for fun. I could have just gone on to do contract work somewhere else…but I
was thinking of opening a bookstore on the side, and wanted to stay local, and San Antonio has
never been a software-development hotspot. I didn’t expect to make money with the bookstore—
actually I figured I’d have to subsidize it—but I’d always wanted one. So I had a pretty good
inventory of books, and a friend ready to run the place when I was at my other job, and was
negotiating with a couple of folks about leasing some space. And I had a line on some more



inventory, too.
Then it turned out that the university wanted me to use their web-based system. It was (and

apparently still is) called ASAP. I think that stood/stands for Automated Student Access Program,
but I’m not going to look it up. Screw them, you know? So okay, I used the system.

I was immediately irritated about what UTSA used as a login ID. More on that later. The
password was called a PIN, and I think it was actually restricted to a fairly small number of digits,
but I don’t remember how many. Four, maybe? It was dumb, whatever the number was.

Meanwhile, once I logged in? I could add or drop classes, see and update my home and mailing
addresses, see my (entire) credit card number and update that if I wanted…pretty much everything
people used to have to stand in line for, back when I first went to college in the Darker Ages.
Pretty cool in some ways.

But I got curious because the site said it required a recent version of either Netscape Navigator
(remember that?) or Internet Explorer (remember that?). And nothing about the site’s design
looked to me as if the browser version should matter a whole lot.

I ignored that for a little while. But then I had a slow day at the office. I mean, what the hell, I
designed “secure” web applications for a living (unless I actually just negotiated my pay for a
living and did the coding as a sideline, which often seemed to be the case)…so I eventually got
around to looking at the site’s HTML. Just to see what was up with the browser-version thing.

And I laughed. And then I stared. Five minutes or so later—couldn’t have been much longer—I
picked up the phone.

That last part, on a strictly personal level, was a mistake.
See, the site’s design was basically what I used to think of as “university HTML.” This meant

there would be a wall of text with no particular formatting. This site had all sorts of functions
mixed in with that, so there was a sort of unformatted button-cloud you could use to navigate to
the various parts of the site.

You’ve used forms on websites, right? You fill in some data, then click a button that says
something like “submit” or “sign over your firstborn now” or “resistance is futile” or whatever, or
maybe you just hit Enter on a keyboard, and then—if all goes well—some sort of result follows.
Yay!

Well, I could see why the more recent browser was needed: each of those buttons on the site
was coded as a separate form. And some of the older browsers wouldn’t work well with a lot of
forms on the same page.

Why I laughed: there was no particular reason to code the pages that way, especially if the
developer happened to be aware of the browser-error issue…unless the developer were such a
newbie that figuring out an alternative approach would be difficult? Perhaps. But didn’t the school
have a computer science department? What was it for, if not for things like this?

Why I stared: the hidden form fields. You may or may not be aware, but not all of the fields in
a given HTML web-page form are necessarily visible in the web browser. Hidden fields are used
to pass other information to the server, or maybe just a place to store information while code on
the page is running—usually they’re manipulated via JavaScript or some other type of code that
runs in the browser. In this case the site’s developer was passing information from the server to
the browser, and then back to the server, in order to identify users between page requests.

Most developers get around the fact that servers don’t automatically know which user is asking
for a given web page via authentication cookies—they’re stored in some sort of database on the
server side, and when the browser submits the cookie information, the server just looks the user up



in that database. If you ever wondered why clearing your cookies from your browser’s cache
meant you had to re-login to sites even if you’d tried to tell the site to remember you? That’s why.
But…it’s not entirely unreasonable to use a hidden form field for the same purpose. Cumbersome,
but it works and there are actually some situations in which it might be a better approach.

Why I picked up the phone: four reasons. First, there was only one hidden form field…the user
identifier. Second, instead of being a server-generated random-looking value, it was the login ID
the users entered on the first page of the application. Third, the use of the login ID and absence of
a second hidden field corresponding to the password (ideally not consisting of the password, but
you never know…and it didn’t matter in this case, because there was no second hidden form field)
strongly implied that the a user’s PIN/password was only necessary on the login page. I
immediately verified this—yep, I could get in to see/modify my records using only the login ID,
as long as I just skipped the login page.

In theory there might have been an authentication cookie in use in addition to the hidden form
field, which might have made this issue far less critical, but I already had cookies disabled in my
browser at that moment because of some testing I was doing for a different application. Still, I
checked: no cookies. This was bad.

Oh wait. There were four reasons, weren’t there?
Let’s stop and consider that the system was set up so that passwords were optional, before we

go any further. It meant that any person who could discover a student’s login ID could find their
home address, mailing address, and phone numbers. Could get their transcript. Could get full
access to billing information (and no part of any credit card number would be masked, either…an
awesome app all around). Could add classes, or drop the victim from classes, without the victim’s
knowledge. Could access or change emergency contact information. Could probably do other
things I don’t remember anymore.

That fourth reason I picked up the phone: the login ID was a social security number. Not a hash
of the number—which would still not have been a secure setup, because an attacker could use the
same algorithm and create an identical hash, though in that case I might well not have noticed
anything just via a quick glance at HTML—but just the number itself. And I’d heard, though I
hadn’t been enrolled at the university for long enough to confirm, that grades and such were often
posted by SSN, on paper, on the wall. To protect students’ privacy.

If you ever saw someone using this system who left the computer running for a bit while
stepping away? A quick glance at the HTML would give you their SSN. And of course an
automated sort of attack could get access to lots of records just by trying one number after
another. I’m not absolutely certain there was nothing in place to prevent that…oh wait, that’s a
lie. I am certain, basing this on the sophistication of the parts of the system I could see, but I could
be wrong. In theory.

Earlier, at UT Austin, I’d seen student ID cards with the SSN printed on them. I don’t
remember whether UTSA did the same thing. It’s been a while.

So, yeah, I picked up the phone. I called the UTSA computer science department, and told
someone about the problem. I also offered to help fix it, for what I considered a reasonable hourly
rate (it goes up for short-term projects). Then I hung up and went about my business.

Okay, that wasn’t strictly true. A couple of days later, I told a buddy of mine—we’ll call him
Fred—who had a similar employment/school arrangement to mine, about the situation. He said
“No way!” or words to that effect.

“Mind if I look up your social?” I asked. He shrugged, so I did that in one of the systems we’d



developed for USAA (the company; not the same as UTSA the university). Then I asked him to
paste a URL into his browser.

Soon after, while looking over his shoulder, I asked him why his grades were so freakin’ bad.
He hit the roof. Wanted to call newspapers, TV reporters, whoever, right away. I talked him into
giving the university a couple of weeks to fix it. He agreed. Eventually. Under protest.

It should have taken less than an hour to fix the freaking problem, by the way. Any of several
different schemes would work. Maybe two or three hours, for someone not familiar with the code.

I called UTSA again, and was told that they’d verified the problem (gee, thanks) and were
working on it. I called again a few days later, and the person I spoke to said they were thinking of
solving the problem with JavaScript. I explained that JavaScript running in the browser wouldn’t
work, because an attacker could see and modify the JavaScript, and reiterated that I was available
to help fix the problem. The person I was speaking to said that I couldn’t be given that kind of
access since I was only a student—this nearly ruptured my eyeballs—and that there had been
noises about prosecution instead. I laughed, and hung up the phone.

After two weeks, Fred got himself on the six o’clock news. I’d asked him not to mention me…
not being a fan of that sort of publicity.

UTSA offered little comment, but did take their system offline immediately. It went up and
down for weeks more, including one version that actually stored both the login ID and the
password in hidden form fields, and I watched it all with some amusement. I may have sent an
email or two detailing other issues they might want to look into—I vaguely remember writing
something like that, but I don’t recall sending it.

Then some HR dweebs at USAA (the company) decided they needed to interview me. They’d
been contacted by UTSA (the university), and told they had hackers working for their company
(USAA). (Okay, I’ll stop.)

That interview was sort of funny. My boss was there, and my boss’s boss was there, and they
clearly thought the whole thing was as stupid as it seemed to me. But there we were…

The below is paraphrased and probably remembered incorrectly. But the gist:
 
Interviewer: But you don’t ever try to find security holes in our applications, right? I mean,

like [SYSTEM 1] and [SYSTEM 2]?
Me: Uh. Well, first off, I helped write [SYSTEM 3] and because of that I have full access to

[SYSTEM 2] anyway. Because the app has access, right? Second, I actually noticed an issue with
[SYSTEM 1] and told those guys about it months ago. They fixed it, and thanked me. Look,
writing secure applications is my job here. So yes, I test them too. You know [SYSTEM 4]? I
wrote that entirely on my own. So, do you think my access to it violates company policy? Because
I’m supposed to do some more work on it soon. And yes, I’ve tried to hack my way into it, so I
can fix problems I might accidentally create. I have a whole script for that.

Interviewer: [silence]
Me: I mean, software doesn’t just show up under cabbage leaves. Somebody has to write it.
Interviewer: So, you’re taking some computer classes and—
Me: Nope. German and physical anthropology. Not all that interested in their computer science

classes.
Interviewer: [eventually] Well…we just need to be sure that USAA isn’t implicated in

anything, and that our corporate name doesn’t come into this somehow. So, you’re suspended
without pay blah blah more words blah.



Me: Okay. That should work.
 
So I changed my mind about publicity. That night I went on the six o’clock news with Fred. He

was suspended too. But happy I was joining him, because it had bugged him to be taking all the
“credit.”

We talked to a reporter about what had been going on. They put up a really cool “No Good
Deed Goes…” backdrop for the conversation. As for USAA not being involved? They hadn’t been,
yet. Now they were all over the thing, with their logo and pictures of their building and grounds.
The suspension without pay bit was a major theme.

I was pleased, and also spending a lot of time on the phone with recruiters. My friend and
lunch-buddy Erik had laughed when I’d told him the story, and put me in touch with lots of other
folks around the country. He’s really good at that.

The next day, Fred and I were told we were, all of a sudden, suspended with pay. Hmm. I
wonder why.

The HR dweebs said they’d want to talk to us again. We said we were open to that, and they
were welcome to submit a list of questions for review by our attorney…and we’d have some
questions for them, too. This sent them into something of a dither, apparently, since several days
went by before we heard anything more. Then we told them we wouldn’t speak to them at all
without an attorney present. More dither.

Meanwhile I’d taken a contract job in Memphis, working for a hotel chain that’s since been
bought by Hilton. There are funny stories about that, too, but I guess they’re off-topic. I don’t
remember what Fred did just then, but I know he was later working for a Dallas-area startup.

Oh, what the hell. That Memphis thing? A consulting company based in California had put
together a team of several people (twelve, maybe?) to solve a software and server setup issue.
Well, to customize things, anyway. Only they didn’t have anybody on the team who could write
code. So I came in to do all of that. The others flew back and forth between their homes and the
job, so we had a four-day work week…or I did. I’m not sure what anybody else actually did all
day. I never even met most of them.

I did see a spreadsheet with their billing rates, though—IT people tend to find and distribute
that kind of thing behind the scenes; it’s a commonly-played game. Many were over $200/hour,
and one guy (from South Africa, with many fascinating stories of his home) was being billed at
about $350. Interestingly, I found out via a conversation that one of the $250/hour guys was living
in San Francisco and only being paid $70K/year. Which would be a lot more money in other
places. I guess the consulting company had a lot of layers of management? Who all needed lots of
money? I heard, in fact, that there were five such layers above the people who were working—if
we can call it that—in Memphis with me. Was it true? Maybe. They supposedly did a lot of Y2K
stuff too.

Rather than flying back and forth like the rest of them, I just drove my RV to Memphis and
hung out. It seemed simpler. Anyway, when I left (the job was finished) I was asked to write a
summary/evaluation of the project. So I explained that it wouldn’t and couldn’t actually turn out
to be useful, and gave reasons…so the hotel guys offered me a job. I was tempted, ’cause I really
like people who ask for the truth and then do their best to reward it even when it’s inconvenient,
except that I didn’t know anyone in Memphis and Dell sounded more interesting. Around this time
Fred arranged a job offer for me in Dallas with that startup, too, but I went with the Dell thing.
Mostly because it was closer to family and friends again (I was born in Austin).



It’s quite possible that I received pay from USAA while actually working in Memphis before
USAA eventually decided that I was fired for violating unspecified company policies (and
possibly also for being obnoxious about not entering their building without an attorney present). I
offer no opinion on this. Regardless, between going back to contractor-rates and some weird laws
about hourly rates and non-taxable “per diem,” even without the expense account (not mine) that
bought me lunches, generally very rare steaks, every working day…I was making about twice the
money I had at USAA. Life is weird.

At this point in the story…all’s well, right?
While we’re still entertaining that assumption, I want to point something out: security

problems like the one with UTSA’s website happen all the time. I had previously found nearly
identical issues in (a) the iMall, an eBay-precursor that would inadvertently allow customers to
set their own prices, and (b) iQualify, the first site that would let people get legally binding pre-
qualifications for loans online, except that if anyone wanted to change an automatically-
incremented four-digit number they could get access to other customers’ data. All of the data
they’d provided on loan applications. Well, oops.

Only in both of those cases, I was paid and thanked. (Since the events above and below, I’ve
quit telling people my name quite so often.) (Not counting books or my blog.) (Because if you like
this one…)

Conceptually, this UTSA issue is not too different from the WPS PIN screwup with Wi-Fi
routers (Chapter Three). It’s just…sometimes people get hired, or asked, to do stuff. They do the
best they can. Sometimes they don’t fully understand the systems they’re working with, and they
take what seem to be reasonable steps to solve problems. The people hiring/asking them to do the
work are unlikely to spot a problem themselves, because they most likely know even less than the
person who appeared to them to be proficient. We all only know what we know, so…some of us
build systems with gaping holes. Lots of us will be smug about spotting other people’s goofs, too,
but that doesn’t mean we won’t create our own. This is where an open-source attitude helps.

So after I left Dell I went to work, as a contractor, for a startup in Las Vegas—this one,
amusingly…at least to me…was not only in the midst of its own death spiral but apparently had
various people conspiring illegally with Netscape executives (who became AOL executives when
AOL bought Netscape), which eventually led to jail time for the startup founder. In fact I was
hired to work on a project that didn’t exist, but was said to exist in the hope that it would inspire
analysts to say nice things about buying stock in the startup.

It took me quite a while to get permission to work on anything real while I was there.
There was also a fancy NOC (“network operations center”) with well-dressed beautiful people

sitting behind a glass wall using thin—for the time—laptops, with gigantic monitors in the
background. It all looked very high-tech. One of the monitors was always playing The Matrix. But
that so-called NOC was just for show. In case somebody came by to see how the company was
doing, and maybe felt moved to write an article. I figured it was an overly expensive sort of
advertising display, but nobody showed me any numbers. Maybe it wasn’t. I’ll probably never
know.

Another thing about that startup? They were doing stuff very similar to the code I’d customized
for the hotel people in Memphis. But meanwhile the chain in Memphis had been bought by Hilton,
which had decided to use the Vegas company’s software instead. So I ended up customizing the
Vegas startup’s software…for Hilton. Sheer coincidence; nobody at either the startup or Hilton
knew about the connection. Did I mention that life is weird?

https://en.wikipedia.org/wiki/PurchasePro


One fine day I was driving to San Antonio from Vegas to see family-types, and my car’s
alternator belt broke. Well, it’s probably called something else, because it also controlled power
steering and other stuff. But whatever; the car and I drifted to the side of the road. I was fond of
that car; it had been my grandmother’s. Never gave me much trouble before that. But maybe a bit
of maintenance would have been a good idea?

A couple of state troopers pulled up, eventually, asking if they could help. I told them a tow
would be nice, and I had no cell signal. So they nodded, ran my ID, and I stared into the engine of
my car, musing productively about how it would be a ten-minute fix if only I’d brought a spare
belt. And a manual. And tools.

Soon after, the troopers boiled out of their car, yelling stuff like “Hands in the air!” and “Stand
still!” and “Turn around!”…as an attempt to compromise between these commands I turned,
slowly, my hands having been slowly raised—and saw one of these geniuses now had his gun
pointed at my face. It was really close, too.

At the time, I was more irritated than scared. Yelling does that to me. And the gun’s being so
close meant I could probably knock it away before he could pull the trigger…I wasn’t even
slightly tempted to do that, but stupidity when directed at me does tend to set me off. This was,
clearly, directed at me. Right at my face in fact.

“Don’t get out much, do you?” I asked. I’m not a particularly brave guy in general. This is not
something I’d decide to say after even a moment’s consideration, but there it was. I’d, as we say
in Texas, done said it.

The guy’s partner laughed. The one with the gun out actually seemed a bit taken aback, and
stepped back, and pointed the gun away from me. Slightly. It was an improvement.

They then cuffed me (after telling me to turn back around…weirdos), and searched my car, and
refused to tell me what I was being arrested for, or even if I was in fact under arrest.

When I objected to the search, they told me it wasn’t a search. It was “just an inventory”…for
my protection, see, because they were calling to have the car towed and wanted a record of its
contents. I objected to that too. “Why do you care, if there’s nothing illegal in it?” asked one of
them. “It’s not yours,” I replied. Fat lot of good that did me.

So I talked to cops. Probably shouldn’t have. I got nothing out of it that helped me. I’ll try to
remember for next time.

Anyway, they took me to a jail in Van Horn, Texas. A county establishment, I think. They told
me to get out of my clothes and into what looked like a Whataburger uniform (orange and white
stripes; Whataburger is a Texas-based chain of which I’m quite fond) but also said, with an eye
toward the non-cop girl who was standing behind a desk, that it was okay if I kept my underwear.

Nice of them, I guess. It might have affected what happened later, too.
So the state cops left and some other cops led me to a cell. In it were about ten other guys. I

went in, the door was locked, and all that. One of the guys, apparently some sort of leader, said
something in Spanish. Someone else replied, and there was laughter. I stood there.

The leader got up, came closer, and pointed at my feet. “Shoes,” he explained. “Give them to
me.”

This was surreal. Also, a bit scary. But…sheesh. I was wearing jail-issued orange sneakers. Just
like his. I wasn’t in the mood for a fight (I almost never am), but…I figured caving was only
going to make things worse. So I tried something else.

“Give me yours,” I said. “We can trade. But you go first.”
I mean, hell. Mine were too big anyway.



More Spanish. It sounded sort of threatening. I felt stupid for not knowing more of the
language, and more than a bit isolated, and I didn’t feel at all like getting hurt just then. But I
managed to stand there and keep my mouth shut. Did I control my face? Did I look fearful?
Maybe, and maybe not. I did what I could, anyway. And waited.

Suddenly the leader broke out in a huge grin. “Man, I’m just fucking with ya,” he said.
Laughter all around. Eventually I grinned too.

Man, jail was actually not so bad, except for the whole couldn’t-leave thing. The people in it
were fascinating. After the initial drama, it was a generally friendly place. Was it always going to
turn out friendly? Yeah, I think it was. I think they were just goofing around. Bored, you know?
But I’ve never been sure.

Somebody’s mom made enough menudo for us all and brought it to the jail. There were
hamburgers. Somebody brought orange juice, too. Everybody shared. It would probably have been
against some sort of policy if one or two of the prisoners had gone outside to help cook burgers, so
that didn’t happen, because we all know policies rule the world.

The prisoner-leader-guy (I don’t remember his name) was solicitous, trying to help people who
had trouble. Generally that meant emotional trouble, from what I saw, but I had the sense it might
go farther than that if it needed to. He didn’t really believe that I didn’t know what was going on
with my arrest and incarceration—though I’d begun to suspect it was the stupid UTSA/USAA
thing by then—but that didn’t bother him much.

One guy in particular was a marvel. He would just start rapping. Words flowed out of his
mouth, and I have no idea how he did it. It was beautiful. His vocabulary was extensive, and I
don’t just mean the cussing, of which there was plenty. I mean what he came up with was clearly
off the top of his head, because it was often in response to whatever was going on at the moment,
but it was almost frighteningly complex. He was no stranger to nuance.

I talked to him a little bit, and to some of the others about him, and he was apparently in jail for
hitting a couple of people in the head with a baseball bat behind a convenience store. For money,
maybe, but that wasn’t clear.

I had to think: in a different time, in a different place, that guy would be called a bard. Or a
druid. A warrior-poet, whatever the local term might be. He’d probably be a popular hero. Even
with my general squeamishness about such things, I have to say I’m glad I met him. And that he
was feeling friendly.

So, the night came (or at least the lights went off), and I slept in the jail. Sort of. Intermittently.
In the morning I got taken to see a judge in his office. I don’t know whether that was standard

procedure, on a Sunday. It may have had something to do with my father, because I’d called home
and let him know the situation and he did know a lot of lawyers and judges. He never said. It
turned out I was charged with “breach of computer security,” a Class B misdemeanor. “A person
commits an offense if the person knowingly accesses a computer, computer network, or computer
system without the effective consent of the owner.”

Dumb, I thought. Of course I accessed the ASAP system. All students did. Effective consent? It
was required that students use the system. So…?

My offense was apparently to notice how I’d accessed it, and—more importantly?—embarrass
someone by saying so. I’m guessing a relatively high up person in the UTSA food chain had been
involved in the site’s development, and it was easier to label me as a sort of delinquent hacker-kid
who lived in his parents’ basement on a diet of Jolt Cola and nothing else (it’d probably be Red
Bull or Monster now), who probably wandered around barefoot like all them other hippies, than it
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was to admit he or she had created a system that was just…obviously silly. Upon even a cursory
examination. But this is, sadly, just a guess. Somebody out there knows for sure, though. Maybe a
lot of people. I’m just not one of them. Hey, do you know? Want to tell me? I’m curious.

Apparently I’d been declared a fugitive, and thus a warrant had been duly issued for my arrest.
I’d have thought a phone call, or maybe just a postcard, to let me know this was going on might
have been standard. Everybody involved had my contact information. If it was standard, they
skipped it in my case. For fun, maybe? Was it relevant to all this that the university had its own
police department? One perhaps inclined to be respectful of whomever I’d embarrassed? Maybe.

Anyway, the judge set bail and I paid. Never got any of that back, by the way. I wonder how
often people do. Dad had told me they’d have ten days to decide whether to transport me to San
Antonio or let me go, but I didn’t feel like hanging around in the jail to see which way it would
turn out.

“Leaving” didn’t work out the way I’d hoped, though. I wandered around on foot, and there was
a nearby auto parts store…but this was Sunday, in Van Horn. Not much was open.

So I walked back to the jail, and asked if I could stay one more night so I wouldn’t have to pay
for a hotel. I’m a smartass, yeah, but I was also serious. Ish. I mean, I’d have done it. However,
they declined to provide this public service. The spoilsports.

They even claimed nobody had ever asked that question before. If that’s true? A lot of people, I
guess, are just spendthrifts. What a world.

Then the situation got a little bit weird when the female non-cop who’d earlier watched me
undress told me she was getting off (from work, I hastened to assume) and would give me a ride to
the nearest hotel. She did ask whether I intended to murder her with an axe, since I was a criminal
after all, but seemed satisfied when I told her I wouldn’t know where to get an axe until the next
day.

She walked me all the way to my hotel room, which was getting to be less unexpected by that
point, but then seemed to realize the situation she was in and hurried off. Alone. I wished her a
good night. And was relieved. I appreciated the ride, and had been fascinated by the way things
were playing out, but…providing my own exit would have been awkward. Possibly even mean.
Wouldn’t play well in the head-movie I was making. All in all, that worked out about as well as it
could have.

Back in San Antonio, a couple of days later, Dad and I set out in search of a lawyer. He didn’t
know anyone on the defense side who knew anything about computers. His network of friends
came up with a recommendation, though. We went to see that guy. It went kind of like this:

 
Lawyer: I can’t believe that it’s gone this far, if what you’re telling me is all that happened.
Me: Yeah, me either. Guess I shouldn’t have offered to help. Just said something anonymously,

maybe.
Lawyer: [disbelieving look] So, you were taking a couple of basic computer classes, and—
Me: Damnit. German and physical anthropology. Not computer classes from these bozos.
Lawyer: [another disbelieving look] So how did this get on the news, exactly? I don’t see why

it would be a big story.
Me: Well, I guess it depends on how important you think students’ contact information, billing

information, transcripts, and current class schedules are. Maybe you should ask the reporter who
interviewed me, though. I mean, identifying what is or isn’t a story isn’t exactly my job. Want her
number?



Lawyer: I can’t represent you. Go try this guy.
Me: Um, okay.
 
Dad knew nothing about the suggested lawyer. Neither did I. Neither one of us knew what the

issue had been with the first guy we tried, either. But what the heck—we went to talk to lawyer
number two.

This one told me all about how prosecutors and judges hated him because he didn’t like to plea
bargain. That he was very interested in computer security. Didn’t know much about it, but wanted
to pick my brain. Okay…

Then he told me that my buddy Fred had apparently been to court several times over the last
year or so. He recommended that I not talk to Fred, which I have to say I wasn’t even tempted to
do upon hearing this information. And he wanted several thousand dollars to get things started. So
I paid him.

About Fred? Look, he had a wife and kids. At that point, I didn’t. He and I saw many things
differently, with goodwill on both sides. (At one point he explained that he was thinking of
spending $1800 on a crib for his newest daughter. I asked why he’d do that. He said it was because
he loved her. He thought I was kidding when I immediately said that crib wouldn’t make a damn
bit of difference to her, and he could achieve the same ends from her point of view with a brand-
new $3 cardboard box from U-haul, so maybe he should examine his motives a bit more closely
before making that decision. I think he bought the crib, though.)

What I need to point out: I can see how, with a lawyer advising him not to talk to a friend about
the charges because that friend might testify against him, he might have decided not to let me
know what was going on. After all, if I didn’t even find out about the situation, it’d be hard for me
to endanger him. Wouldn’t it? And if it all went away, maybe I’d never have to know anything had
happened. He’d have protected me, along with his family, in fact. Right?

But nonetheless I wasn’t going to try to contact him. For entirely different reasons.
I want to be clear: I wasn’t worried that he’d testify against me. He wasn’t that sort of person.

But on the other hand, I wouldn’t have risked anyone’s welfare but my own by talking to him. I
am fully aware that he was the sole source of income for his family, and I’m not sure what I’d
have done, if I’d been in his position. I just…knew we clearly weren’t buddies anymore. I had no
reason to talk to him. I’d say now that I would have tried to help him if I’d known. But talk is
cheap. Maybe I’m lying.

Meanwhile I went back to Vegas. Told the startup’s CTO (Chief Technical Officer) about the
situation. He laughed, grimaced, shook his head, and offered to help if it ever went to trial. That
kind of inspired me, so I collected a bunch of people with impressive-looking job titles who said
they would be willing to testify as expert witnesses, or character witnesses, or both. I wrote up a
summary of the situation for my new lawyer. I sent him the information.

I never heard back from him.
I called the lawyer’s office a few times. He never returned any of my calls. Eventually, months

later if I recall correctly, he or his office notified me…via mail…that I had an arraignment
scheduled. I drove back to San Antonio for it, semi-glad that I still owned a suit, and showed up in
court with Dad. We figured we’d find me a new lawyer afterward, though it was too bad about all
the money I’d squandered so far already.

So there we were, sitting in the courtroom, and some “associate” of my lawyer showed up. She
was pretty, and pretty young. No sign of the guy I’d paid. But then the prosecutor went up to talk



to the judge, and they asked junior-lawyer to come up, and then the pretty girl came to tell me the
prosecutor had moved to dismiss the case. And the judge had agreed. I think I heard, but never
found out officially, that it was dismissed with prejudice—meaning that they couldn’t just charge
me again five minutes later. If so, given what happened next, I assume there was a story behind
that decision.

As Dad and I walked out of the courtroom, some Federal-looking types came up and spoke with
Girl Lawyer. Apparently they’d wanted to arrange some sort of deal with me, as long as I would
be willing to testify against Fred.

Then “my” lawyer showed up. He too talked to the Federal-looking types, who were never
introduced to me, and may have been otherwise affiliated. Possibly with barnyard animals, and
repeatedly, with very little skill involved, but who’s judging? I mean, other than at the county fair,
but that’s a special event after all. Could be they’re even champions, though. I really don’t know
about that.

Okay. Back to the actual story: the lawyer seemed surprised that the case had been dismissed.
Then he turned to me and told me I’d been very lucky to get out of the situation without having to
testify.

Remember how I said I’m rarely in a fighting mood? I’ve generally tried to claim to be a
peaceful sort of person, right? I freely offer this testimony in support of my claim: I did not punch
that sack of shit in the face. I also didn’t shake the hand he offered. I just left. And tossed the suit
I’d been wearing in the trash. Haven’t worn a tie since.

Maybe I’m a self-centered jerk. Maybe I’m an ass. Am I enough of an ass to lie in court to help
people convict a once-buddy (with a family) of a crime that makes no sense and that he couldn’t
possibly have committed, just to avoid a chance to fight the damn accusations on my own?
Because the threat of up to six months in jail is so scary?

Don’t misunderstand: I really, really didn’t want to go to jail. At all. I had a couple of
nightmares. And my mom cried a couple of times. But for chrissake.

Fred called me, soon afterward, as his case reached some conclusion or other. I never tried to
find out what it was, exactly, but I don’t think he went to jail over it. I didn’t prolong the
conversation. Never heard from him again, either. I think he works for Microsoft now. I could
check, but I’m not going to.

My helpful lawyer then sent me a sample of a letter he had ready to send to various police
stations and courthouses and such, in order to get “my” record expunged. He wanted more money,
before he’d send it. The letter had several errors regarding times, places, and the offense I’d been
charged with. I didn’t pay him, or otherwise respond to the letter in any way. No reason to bother
with him either, at that point.

To this day I don’t know whether I have a criminal record. Since, at border crossings and such,
I often get asked “Have you ever been arrested?” instead of the more traveler-friendly “Have you
ever been convicted of a crime?” I’ve told this story many times. It’s probably landed me a few
jobs and contracts, too, but I’m still a bit tired of the repetition. At least under those
circumstances, right? Because here I am, putting it into a book.

Meanwhile, way back when, Dad pointed out that I still had a couple of months before the
statute of limitations ran out, and I could sue both UTSA and USAA. He was somewhat
enthusiastic, especially about the university, in his calm “this is one of your options” way. But
that sounded like a lot of work, and I’d have needed to be available to show up in court. Instead I
turned down the Vegas startup’s so-surprising offer to convert me from a contractor to a full-time



employee at a drastically reduced rate of pay, and set out to hike the Appalachian Trail from
Georgia to Maine.

Didn’t get there, though I think my hike did outlast the startup company I’d left behind. The
trail was surprisingly crowded, especially in the national parks, when what I wanted just then was
a more nearly solitary sort of hike. And anyway I got hired, sort of by accident, by a telemedicine
outfit in Alaska, almost directly from the trail. But that’s another story entirely, and this book’s
long enough.

https://en.wikipedia.org/wiki/Appalachian_Trail


Thanks for Reading!

First off, want more? Come find my site and tell me about it. I blog, usually about whatever
I’m writing at the moment or indie-publishing topics, but also whatever else crosses my mind.
Some of that’s pretty weird. Lately I’ve been doing book reviews, too. Plus there’s a New Release
Club you can join, which gets you a free story and not only info about new books that are coming
out but also some insider-type hints on when the better prices will be coming along. I mean, if
you’d rather just hang out at the retailer site(s), maybe post a review, maybe not...that’s fine too.
The hell with personal connections, right? But it’s more fun for me if I get to, you know, converse
with you folks.

Seriously, I appreciate the time and effort it takes to read a book, and—unless you just skipped
to this part—I’m honored and (uncharacteristically!) even a bit humbled that you’d bother with
this one.

Well. Slightly. Work with me on that, okay? It’s, uh, in a good cause?
I know my various positions can seem extreme, out there, cray-cray, whatever…but I hope you

can see by now how I got this way. Maybe you’ll agree with me on some issues, and disagree on
others? Seems fair. Even rational. I like it when my peeps (and I’m including you in that group)
are rational.

In a sense I’ve been getting ready to write this book for a very long time. I finally started
writing it because I wanted to provide readers of a recent novel (Bleed on the Sky) with some links
dealing with computer-hackery in that book. I thought it would be a blog post, then a short ebook,
and now I guess I have to call it a bit of a tome. A door-stop, even, if I ever create a print version
(all the links make that only semi-practical). It’s been surprising me throughout with how much
longer it keeps getting.

But do I think it needed to be written, and I don’t see how this book could have been written
much earlier. A lot of it relies on information made available, or believable, by Edward Snowden.
Think what you will of the man, he’s drastically changed the international discourse.

It’s been clear to some of us for a long time that…well…organizations like the NSA and
GCHQ, among many others, are going to play games with people’s data. They’re going to target
users of encryption. Laws and regulations really don’t affect this a whole lot. They can’t, ’cause of
an understandable sense of entitlement that comes with the “spy” job. It becomes generally
accepted behavior in their workplace.

But. Even a couple of years ago, when I said that in public? People would tell me I was being
paranoid.

It’s not paranoia, though. It’s just experience talking. These folks operate much like any
business’s IT department—they’re kind of a national-level IT department, I guess. They’ll start
messing with things to solve problems presented to them by management, and they’ll feel
empowered to do whatever it takes to solve those problems. They view themselves as a necessary
elite. I’ve been there myself, though in a different context. I get it.

I don’t blame developers of web browsers or other software for their many security holes
either. They’re primarily trying to attract users, and the best way to do that is with “sexy” new
features…refusing to add new features because of “paranoid” security concerns just hasn’t been a
reliable path to success. Until now? Well, maybe. We’ll see how it goes.

The same sort of thing happens all over. This is human nature. I don’t condemn human nature,

http://barefootanarchist.com
http://www.consultingnewsline.com/Info/Vie%20du%20Conseil/Le%20Consultant%20du%20mois/Diane%20Vaughan%20%28English%29.html
https://www.schneier.com/blog/archives/2016/01/michael_hayden_.html


or those who act in accordance with it. I’m actually quite fond of many humans! As well as my
cat.

I do hope that this book will help somewhat with making the ideas of individual privacy and
individual security and individual anonymity more mainstream. Or more achievable, at least
under some circumstances. Or at least help people evaluate their own situations. If these ideas can
get a little sexier, we’ll see rapid changes. And I place far more faith in technological
improvement than I do in legislation.

Is it bad that I’m now musing about sexbots and prostitution? I mean, they could happen.
I’ll tell you, I’m absolutely certain I’ve left things out that I should have covered. Sorry about

that. If I knew for sure what those were, I’d have covered them.
Maybe I’ll do another edition in a year or so, if people show an interest. Post a review and let

me—and other folks, especially potential readers—know what you think? I didn’t write much
about metadata in digital images. Or at all about home security systems. Or about how it’s
possible to jailbreak an Amazon Kindle and keep it from talking to Amazon ever again. All that
stuff, and lots more, is potentially useful. But possibly not of interest to most readers, and this one
book can’t cover everything.

Meanwhile, while I maintain that I am not actually a hacker in the conventional sense (just an
interested amateur observer)…I am trying to hack my way into the fiction-writing business.
Maybe you can help.

(Yes. I was thinking of three separate definitions of “hack” there. It’s what I do. You’re
welcome.)

Along those lines, I’m including the first chapter of my supernatural mystery/thriller Shiver on
the Sky in this book—here at the end of the book. It involves a startup software company, a
disillusioned founder turned wannabe private investigator, murder, magic, boats, and a fair
amount of speculation about the underlying nature of the universe. Interesting? Well, I hope so.

Turn the page and find out? If you like the first chapter, the ebook version of the full novel is
free nearly everywhere. Shiver was published in 2012 and written a few years before that, so the
NSA is treated somewhat differently than I’d do it today…but the sequel is now available too, and
I published it only a month or so before this book. Plus I have a couple of other standalone novels
out there, and a bunch of stories. If you need more things to read.

Oh, and Shiver is a bit out there. Maybe a bit cray-cray. In a good way, says me. I’d really like
to write another book in the series….

 
Enjoy?



Excerpt from Shiver on the Sky

 
Book Description:
 
Owen Tremaine is in more trouble than he ever imagined. 28 years old, the founder of a software
company in Corpus Christi, Texas, he thought work-related burnout was a major crisis. After
walking away from his company, he’s spent a year trying to reinvent himself as a private
investigator, living on a houseboat. Which he realizes is a fantasy that’s not really working out,
but he doesn’t want to admit that to anybody…yet. Maybe a few more months will turn the tide.
 
But then, on a lazy summer afternoon, a good friend gets killed on Owen’s houseboat, and Owen
finds his body. The police think Owen’s girlfriend may be involved. She’s missing, and so is
Owen’s former business partner. Who, judging from the blood left on his floor, may also be dead.
Then there’s the kidnapping of a local child. And…it turns out that not everybody involved is,
strictly speaking, human. Which Owen also never saw coming. Magic? Really?
 
Owen’s new skills get a workout. Now he’s dealing with what used to be his own cutting-edge
software development company, a police detective who takes a personal interest, some downsides
of recent anti-terror legislation, and…a surprising discovery about local Native American history.
You know, the magic thing. Turns out extinction is more complicated than it first appears.
 
But hey. Owen’s still got friends. Too bad he doesn’t know as much about them as he thinks he
does….
 

 



Chapter One

 
(Sunday Afternoon—Owen)
 

Shadow quit struggling when they got past the boat. Owen set him back down on the dock,
nearly tripping himself over somebody’s bait bucket.

He braced on one knee and scratched Leon’s dog behind the ears. Once they were past the worst
of it, he figured seventy pounds of muscle and bone, split about equally between Black Lab and
Great Dane, ought to be able to walk on its own.

But he didn’t blame Shadow for balking earlier—Owen half-longed to plant himself on the
concrete and whimper right alongside him. If he could just get a little more distance first.

The smell ought to have faded by now. He stood, inhaling a warm soup of Texas Gulf Coast
humidity, diesel exhaust, and the almost-visible stink of rotting fish. Anything beyond that, this
far from the boat, had to be a memory…stuck in his nose. He tried breathing through his mouth
instead.

It didn’t help. It just reminded him that his mouth still tasted vile, and his teeth felt fuzzy under
his tongue.

But the marina was full of people going about their business as if they didn’t notice a thing.
Owen practiced forcing himself to breathe normally until he was fairly sure he wouldn’t pass out,
then twitched Shadow’s leash. He led the dog down the dock, up the ramp and across the parking
lot, unable to meet the eyes of anyone he passed. Shadow bumped into his legs all the way.

He hooked the leash over a post of the Coast Guard’s “Kids Don’t Float!” sign next to the
payphone, for once barely registering the slogan’s enthusiastic nonsense. Shadow sat on his feet.

Owen wiped at his face with his T-shirt, but the sweat kept dripping. The shirt was too stiff
with dried saltwater to help much. He found the police non-emergency number and dialed. His
knees shook and he pulled over a cheap plastic chair.

“CCPDmayIhelpyou?”
He almost smiled, and something in his chest opened. He forgot about sitting down. She

sounded so bored. Efficient, too. She probably sat at a clean desk, in a cubicle in an air-
conditioned building, living in a chill world where phone calls were dull. He wanted to kiss her.
“This is Owen, uh, Tremaine. There’s a—”

“Sirhowdoyouspell ‘Tremaine’?”
“T-r-e-maine, like the state. Look, there’s a dead body on my boat.” He closed his eyes,

wishing his memory of Leon’s face would subside, and feeling guilty that he wanted it to. “No
way it was an accident. Somebody killed him. I’m at—”

“Sir, what is your location?” She sounded more alert. But what did she think he’d been about to
tell her? So much for efficiency.

Owen sensed bureaucratic machinery jerking into motion on the other end of the line, and
sighed. The official wheels, once started, would grind in their own way, however disconnected
they might become from any reality he could grasp. He reached down to pet Shadow, who licked
his fingers gratefully. God, he wished he could get back into his kayak and paddle away from all
this. Out in the Laguna Madre, he could go for days without talking to anybody.



But Leon deserved more than that. “Ma’am, please just be quiet for a minute and listen to me.
I’m at the Corpus Christi City Marina, the new one, on Ocean Drive. Slip 35, on the first finger to
the left as you walk out. The dead man is Leon Purvis. He has a—”

“Sir, I have to ask this. Do you feel you are in immediate danger?”
He hadn’t even thought of that. Should he have? If this had happened to Leon, somebody must

have been responsible. Who? Why? Was whoever had done it still here? “Uh, maybe. I mean, I
don’t know, but I don’t think so. I’m not on the boat, and from…from the condition of the body I
don’t think anything happened today.”

“Sir, I’m dispatching a cruiser and an ambulance.” She sounded doubtful. “They should be
there shortly. Please stay on the line. Do you have a driver’s license number or state ID?”

Machinery in motion. The conversation suddenly seemed hazy and meaningless, her now-
skeptical voice nothing more than a bland echo. What was the point? He’d have to go through it
all again when the cops showed up in person.

He should get himself together before they did. Besides, Shadow really needed to go for a little
walk. No telling how long he’d been shut up in there. The poor guy was probably hungry and
thirsty too.

So Leon’s dog would trump bureaucratic gibberish, for now at least. “Ma’am, I think we’re
done. I’ll be waiting out by my boat. It’s the Fusty Navel, slip 35.”

“SirIneedto—”
Owen hung up, feeling a little better. Irritation and defiance had restored his strength. He led

Shadow out of the parking lot and down the street, tempted as he went to just keep going and
never look back. Who would it hurt?

But…no. The police would probably react badly if he wasn’t there. Not that it would be much
better if he stuck around.

Still, he wasn’t staying on the boat tonight even if the police allowed it. Leon’s little cabin
cruiser wouldn’t be available this time either. Maybe he could get a hotel room, if he could find a
place that didn’t mind dogs.

He thought of Shawna, but she’d moved into an efficiency apartment. He and Shadow wouldn’t
be able to breathe. And Shawna had a huge, spoiled, declawed Siamese. Owen didn’t want to strain
their relationship just when it had started to work again.

But he needed to call her anyway, to break their date for tonight. She’d understand, under the
circumstances. At least he hoped she would.

Shadow took care of some urgent business on the sidewalk. Owen cleaned it up with a baggie
he’d grabbed from a dispenser in the parking lot, then turned back toward the payphone.

He raised his eyebrows. A police car had already pulled into the lot. So the waiting was over
before it had really begun. They must have been pretty close when they got the call—but then,
their headquarters building was only a few blocks away.

Two uniformed officers got out and headed down the ramp to the dock. They looked like kids.
Just out of high school, maybe. Though they had to be older than that, didn’t they? Even from fifty
yards away, they seemed awkward—out of their element, and a little scared.

Owen pulled Shadow into a jog. Calling Shawna could wait. He didn’t want the police on his
boat before he talked to them. He tossed the baggie in some bushes as he ran, promising himself
he’d pick it up later.

At the bottom of the ramp Shadow started whining again. Owen knelt to fasten his leash to a
post about thirty yards short of the Fusty Navel.



The officers stood next to the boat, looking around nervously. Owen decided to walk the rest of
the way, rather than come up to them at a run. They had enough on their minds.

He waved to get their attention.
They started toward him. One of them, the larger, hung back about twenty feet. The other kept

coming. His youthful eyeless gaze pinned Owen in place, his mirrored shades reflecting defeat and
impotence. “You Tremaine?” the officer asked from ten feet away.

“Yeah. The guy in there is Leon Purvis. He’s a friend of mine.” Owen winced. Part of him
apparently still thought it would all be okay, that if he did everything right somebody would
somehow push an “undo death” button and reverse the last hour—but it had been longer than that
for Leon, hadn’t it. He supposed it came from spending too much time working with computers,
solving problems in artificial jurisdictions where anything could be fixed. He tried again. “Was a
friend of mine.”

The cop nodded. “You guys get in a little tussle? Been drinking maybe?” He stepped forward,
arms up, ready for a fight. “Okay, what I need you to do now is turn around and put your hands on
your head. Don’t argue with me, just do it.”

Owen stared, flatfooted. “Hey. Wait a second. I wasn’t even around when it happened. I just got
here half an hour ago. I called you guys.”

“Don’t argue!” the cop shouted. “Turn around and put your hands on your head!” His partner
drew his gun and moved closer. Suddenly they were both yelling.

Shadow jumped up and barked loudly, startling the nearer cop, who backed three quick steps
away from Owen and dropped his right hand to his gun. Shadow growled and jumped again, trying
to get loose.

“Okay! Fine! I’m turning around!” Owen stumbled over his own feet, trying to watch both
Shadow and the cops, and nearly fell. If Shadow backed up instead of pulling forward, the collar
might slip right over his head.

Owen raised his hands. “Look,” he said over his shoulder, trying to sound calm for the dog’s
sake, “I’m doing what you said. But I called you, and then I waited for you. Why the hell are you
acting like this?” It was one thing to be a suspect; he’d expected that. But to have a gun pointed at
him just for calling the police . . .?

“Stand still,” the smaller cop said. He frisked Owen quickly, then cuffed his hands behind his
back. “Ramirez!” he called. “Take this guy over there a few feet and stay with him. I’ll check out
the boat.” He turned and gingerly stepped up onto the houseboat’s aft deck, pulling himself aboard
with a stanchion. “Jesus, it’s gotta stink to hell in there, it’s clogging up my throat from here.”

Owen stood on the dock, left wrist pinched by the cuff. His legs shook, a little. What was he
missing? Were these guys nuts? Or just young and dumb?

“Sit down over there,” Ramirez said. “We aren’t going anyplace for a while.” He pulled a card
out of his pocket and read the Miranda warning. “Do you understand these rights?” When Owen
nodded, Ramirez put the card away and jerked a thumb toward the Fusty Navel. “Anything
missing inside? Anything you want to tell me about before we find it in there?”

Owen was busy doing his best to sit down without falling over. Funny how much he missed his
arms for balance. Normally he didn’t notice using them.

He’d delayed his answer long enough to make Ramirez’s face redden. He spoke up just as
Ramirez’s mouth opened again. “I didn’t see anything missing. But I was only inside for a few
seconds.” He squirmed on the concrete, trying to get more comfortable. Why bother with these
guys? They didn’t seem to speak the same language. “As for the rest, you can just see it for



yourselves. I already tried talking to you.”
Come to think of it, they weren’t detectives, and Owen was pretty sure they shouldn’t be

messing with the interior of the houseboat. “Let me know when somebody a little brighter shows
up.”

A passing woman with a young girl in tow held her close, keeping her well away from Owen as
they went by. Ramirez wiped sweat from his forehead and watched them walk toward the ramp.
“That your dog down there? He acts like it.”

Shadow had stopped trying to get free, but stared intently at Ramirez, his teeth showing. He let
out a low growl. The woman and child gave him an even wider berth.

Owen looked past Ramirez, watching a seagull dive into the water. He didn’t answer. Was
Shadow his dog now? If not, whose?

Ramirez nodded. “Better hope he doesn’t bite anybody.”
He hadn’t yet. Owen had never seen Shadow even growl at anyone before, except in play.
Ramirez kept talking. “So, has he had his shots? You got him licensed? I don’t see any tags on

him. There’s a law, you know.”
Never mind the dog—Owen’s teeth ached to sink into Ramirez themselves. He looked up.

“That’s what’s on your mind right now? Tags?”
Ramirez flushed. Maybe he’d been trying to build pressure, maybe threaten Owen with a fifty-

dollar fine if he couldn’t produce the tags? He really was just a kid. Though he couldn’t be more
than a few years younger than Owen, in spite of appearances.

If these guys did anything to Shadow, they’d pay for it. One of Owen’s friends was a columnist
for the Caller-Times. And he liked dogs.

Owen went back to watching the seagull.
“Jesus fuck!” the other cop yelled from inside Owen’s boat. “He’s got a damn spear through his

head!”
Ramirez backed up a step, then remembered to close his mouth. Owen gave him an awkward

shrug and tried to make eye contact. “So now what?”
Ramirez shook his head slightly, but said nothing.
Yeah, Owen thought. They teach you about that in cop school last month?
God. Who had done this? And why? He was losing faith that the police would figure it out.

Owen leaned back on a post, trying to relax. Shadow was lying down. Good. They might be in for
a long wait.
 
 

Interested?
 

View this title’s page on the author’s website, or find Shiver on the Sky at your favorite online
retailer. If you’re using an Amazon site where the book isn’t free (non-US sites have been
persnickety about this), the author’s site has several other links for a free download.

https://davidhaywoodyoung.com/books-by-david-haywood-young/shiver-on-the-sky/
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